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EDITORIAL PREFACE 

The papers which form the present volume are the proceedings of the 
symposium "Personal Integrity and the Need for Data in the Soc i al 
Sciences" held on March 15-17, 1976 at Hässelby Slott, Stockholm 
under the auspices of the Swedish Council for Social Science Research . 

The participants in the symposium, as may be seen in part from 
the roster of peop1e who presented papers and participated in dis
cussions, brought wide ly varying perspectives to the theme of the sym
posium : attendants inc1uded representatives of various academic disci
plines, especia1ly the social sciences , and members of government sta
tistics offices and of the Swedish Data Inspection Board. This variety 
naturally stimulated much interesting and enlightening discussion which, 
we believe, both brought about a better understanding of the different 
viewpoints presented and raised new questions of interest for future 
research . 

The present proceedings reflect - except for the last day's dis
cussion from the floor - the program of the symposium. We are grate
ful for the cooperation of the authors and discussants in preparing 
their contributions for the press, and we wish to thank Sten Bergman , 
New Haven , Connecticut and Anna Landberg, Uppsala for translating 
several manuscripts into English, Katrina H. Avery , Providence , Rhode 
Island , for editorial work on some of the manuscripts, and Wera Nyren 
and Gudrun Dahlberg, Stockholm for editing and typing the volume for 
reproduction . 

Launching a symposium such as this is a major manageria1 chal
lenge. We want to express our gratitude to Olivier Guilbaud, Stockholm 
for his untiring efforts in this, and also for his assistance in pro
ducing this volume . 

Finally, we want to thank the Swedish Council for Social Science 
Research for providing the funds for the symposium and for these pro
ceedings . 

Tore Dalenius 
Providence, R.I. 

September 30, 1976 

Anders Klevmarken 
Göteborg 
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l. I NTRODUCTION 

by 

Torgny Segerstedt 

About fifteen years aga I had a standard question which I asked when 
I met colleagues from abroad: what do you re gard as the most important 
even t in your field of research? The overwhelming majority answered: 
the new possibility of data analysis with the help of computers. 

It is evident that computers and the development of electronics 
in general have given all scientists and especially social scientists 
a new opportunity to collect and analyze data. In older days we had 
to be care ful in our data-collecting - we could easily be drowned in 
the stream of answers to questions and of statistics. But with com
puters there seem to be no limits. Our optimism, however, turned out 
to be ill-founded. We soon discovered that our technical and scienti
fic difficulties were replaced by ethical problems. It was asked: How 
much does a researcher have a right to know about another human being? 
Is there a limit which must not be overstepped becaused of a human 
being's right to personal integrity? If we admit that there is a limit, 
we will probably have to understand that there are areas and relation
ships in individual and social life which will never be available to 
sociology and psychology and other social sciences. He may regard that 
as something good, as a blessing, but we cannot be quite sure that know
ledge of those facts and relations might not have been of great impor
tance in solving problems which cause considerable human frustration 
and suffering. 

The problem of the relation between science and personal integrity 
is not a simple one . That was the reas on why the Swedish Council for 
Social Science Research felt it of great importance to arrange this sym
posium. l~e want to thank those who organized it for their work and all 
participants for their most valuable contributions. 
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2. Theme No. WHAT REQUIREMENTS FOR PROTECTION OF 
INDIVIDUAL DATA ARE REASONABLE? 

2. l THE DATA INSPECTION BOARD AND RESEARCH 
by 

Claes-Göran Källner 

The background to this symposium is the cr~t~c~sm of the Data Act that 
has come from researchers, statisticians and social planners . From that 
source we have heard that the Data Act restricts free research. It has 
been said that the Data Act and the Data Inspection Board should not 
become an instrument of censorship which hinders criticism and independ
ent research. It has also been said that a statistica1 base must be 
made available, otherwise reform policies and we1fare policies cannot 
be constructed and this would hurt the weakest individuals in society. 

But also other voices can be heard . Thus it is stated in Folk-
partiets data policy program, presented in August 1975: 

"Foremost the authorities, but also researchers ought to a higher 
degree be forced to motivate investigations which require that 
sensitive personal information be collected. They should be able 
to sho\v that not only does a specific investigation has a reasonable 
objective, but also that the objective is actually achieved by the 
research, that the objective cannot be achieved by other means , and 
that the investigation does not come i n to conflict with the indivi d
ual ' s right to privacy . An ethical code ought to be e s t ablishe d for 
investigations that imply that sensitive information is to be col
lected about individuals . 

As soon as possible af ter the processing of statistical data the 
individual's identifying number ought to be removed . One should not 
collect a set of sensitive pieces of information about an individual 
solely on the motivation that it ' could be good to have'. Files on 
persons must be periodically thinned out". 

In a motion by the Moderats in this year's Parliament it reads: 

"The researchers have reacted strongly when criticism has been 
directed against their manner of filing so called soft data . From 
the researchers' point of view it is put forth that every restriction 
on the use of the ADB technique in research implies a kind of censor
ship. ' The freedom in research' must not be restricted. Yet it is 
apparent that researchers must rethink their position . Citizens can 
first be expected to allow themselves to become guinea pigs for re
searchers if not some minimal demands are fulfilled regarding the 
protection of their privacy." 

The problems have become more acute because ADB has created a new 
situation for research, statistics and social planning. Simultaneously 
as being able to broaden and deepen the information in records kept for 
these purpnses one has been able to keep the connection to the individ
uals . It has become practically possible to follow groups of individuals 
which can be identified decennium after decennium and continotlsly add 
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new information about the individual. These longitudinal investiga
tions may come to complete to a wider extent the hereto more common 
cross secti onal investigations, i . e. investigations of groups of people 
selected af ter the same principals, but which contain different sets of 
individuals at each investigation period . The longitudinal investiga
tions are used to register every change of an individual with respect 
to some area of interest . 

As is so of ten the case, here one has to weight different inter
ests against each other. 

Not even the most ardent supporter of the independence and free
dom of research suggests that the researcher, with their high moral 
values, has the right to stand above the general rules which govern 
the interaction of people and certainly the laws which regulate . this 
interaction. The sometirnes lofty goals of research does not sanction 
all methods which can possibly be used . Without putting a cloud over 
Swedish researches, it should be permitted partly to point at the ex
periments conducted on people which have taken place occasionally, and 
partly to remind us that the experimental results which first seemed 
to be steps forward have turned out to be the opposite: th e preparation 
of DDT resulted in a Nobel Prize - but now it is an illegal environ
mental poison. Let us ask the following question: can research with
draw from its social responsibility through conf i ning itself to make 
and account for new discoveries, or ought the researcher also be pre
pared to take responsibility for the way i n which his r e sults would 
come to be used? 

Thus, it must be an obvious starting point that research, as weIl 
as other activities in society, should be conducted with considerable 
respect for the private life and value as a person of the individual. 
But who sho~ld then decide where the boundary is to be drawn? 

When it concerns research one can demand that the researchers 
themselves take the responsibility for setting the boundary: they have 
the most insight due to their education and wide perspective . Within 
medicine one has for a long time realized this and has there developed 
an ethic which ought to be seen as an expression for this responsibili
ty. 

In Sweden one can say that this responsibility lies to a great 
deal on researchers, because of their as of yet so privileged position 
in comparison with their colleagues abroad. 

In the first place, the Swedish public documents rule, i . e . the 
in principle free access to documents and information possessed by the 
authorities, brings about unique research opportunities . 

Secondly, our rules imply that the authorities can generously 
give out for objectives of research also such information that is not 
to be made public. 

Thirdly, the existence of an identity number for each individual, 
which is never to be kept secret, together with the public documents 
principle, makes possible research projects that could not be conducted 
without such identity numbers. (In this context, it may be worthwhile 
to remind ourselves that when in foreign countries it is suggested that 
research and statistics should be exempted from legisiation, it is a 
question of personally non-identifiable files, i. e. ir concerns de
identified information.) 



Researchers already have according to the present state of affairs 
a formal responsibility in this area . It can be worthwhile to remind 
ourselves of this more formal side of the situation. 

A research institute is an official authority. This implies a 
responsibility to see to that the current freedom of the press rules 
is observed , that secrecy and the du ty of silence are maintained where 
appropriate . In practice this implies a responsibility to make sure 
that classified documents and information, that is to say also computer
stored information, will not be handled careiesslyor get lost. This 
requires in part knowledge about the current rules and also in part a 
certain surveyance and control, tidiness and order . The responsibility 
lies on the first hand with the institution's director or the correspond
ing holder of office. They must, for example, take the responsibility 
for seeing to that their students do not - as is said to have happened -
use computer bank data for experimental jokes . From the health sector 
I've heard it being mentioned that a certain, not so low percentage of 
all journals are always unaccounted for, which is, of course, natural, 
but also that a certain percentage of these are said to never be found 
again . 

Naturally, within the area of human research one hasn ' t over
looked one's moral responsibility. The ethics developed since long 
ago in the medic a l field should probably be seen as an expression of 
thi= assumption of responsibility. 

Within other areas of human research the ethica1 questions have, 
in eontrast , not received any attention until the last few years: 
Among the causes of this is the obvious one that the consequence of 
lack of ethics within for example the behavioral sciences is hardly 
concerned with life or death or aven physical harm . Here it is ques
tian of the citizens'personal integrity and psychic welfare . In this 
period an explos i ve development has taken place within th e behavioral 
sciences . According to areport (1974:2) from the Department of psycho
logy at the University of Stockholm concerning ethical problems in 
psychologica1 and pedagogical research it is noted that the number of 
citizens partaking in pedagogical, psychological and sociological exper
iments , field studies and inquiries has grown very rapidly. In the re
port it says among other things : 

"AIso in Sweden the extent in terms of the numbF!r of participants 
in behavioral science research is impressive. The investigations 
which for the period i969-1973 are included in the register of re
ports on research in the behavioral sciences by the Swedish Council 
for Social Science Research, have engaged between. 40,000 and 70,000 
persons as experimental subjects . In an endeavor of sueh magnitude 
it is apparent that there exist risks for accide~ts of the form of 
going over the boundaries of accepted ethics and efforts should be 
made to prevent this .. . . 

Another important reason for the increased interest for ethics 
in research is possibly that there exists agreater awareness of 
the relationship between research and the wider social con text in 
which that research occurs. The interest from the public for dif
ferent aspects of research has thereby increased. Finally, research 
has been faced with new issues and methods which in turn have given 
rise to Dev] kinds of ethical problems" . 

The new situ8tion for conducting research, which ADB among other 
things has helped to create, has been accompanied by various proposals 
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formulated by the committee for ethical questions of the Swedish Coun
cil for Social Science Research concerning ethica1 princip les in re
search for psychological-pedagogical human research. Their results 
contain the following rules: 

1) The experimental subject, and when the subject is a minor 
even parents or guardians, ought to be informed in advance of 
all the moments in the investigation which might possibly affect 
their willingness to participate. 

2) Af ter the information referred to above has been given, formal 
consent should be recei ved from the part ic ipant. The ci rcum
stances under which this occurs shou1d be of the kind which 
permit true freedom of choice. For minors, consent should also 
be received from the parents or guardiQns. 

3) The participant should be informed ahead of time about his 
right to terminate his participation. 

4) All personal information should be gathered, registered and 
stored under strict confidentiality. The reporting of results 
s hould be done in such a manner that it is impossible to identi
fy the individual participant. 

5) lt is the obligation of the researchers in as far as is possible 
to inform the participants of the direct results of the investi
gation. 

The above recommendations are not a consequence of the Data Act. 
Sirnilar proposals have been presented in other countries which do not 
have or did not have at the time of the above propos al a Data Act . 

The Swedish proposal coincides with the ethical guidelines for 
r esea r ch involv i ng human subjec ts that wa s published by the American 
Ps ycho logical Asso ciat i on 1973 . It also corresponds to the proposals 
that have been discussed seriously in other countries . For example 
the Brit i sh Association for the Advancement of Science in a June 1974 
report called "Does Research Threaten Privacy or Does Privacy Threaten 
Research" proposed ethical rules that are sirnilar to the Swedish pro
posal . The English report contains among other things recommendations 
that a certain type of research should be postponed until society is 
in a position to use the results in an intelligent way . Additional 
examples can be taken from the debate in Germany . There it has been 
suggest ed that the administratively collected data and research data 
never should be mixed together. Researchers should use unidentifiable 
data which cannot be misused against an individual person . By excep
tion, administrative data can be used within research only if it is 
first passed through a rigorous anonymification procedure . 

As always it is easy to speak in general terms about a boundary 
between the freedom of research and an appropriate respect for privacy 
and the value of a human being. The difficulties become apparent when 
turning to concrete reality. 

I have in the above tried to suggest that it is the researchers 
th emselve s who are most able to judge . However, when the question per
tains to research done with the hel p of ADB the state authorities have 
assigned this problem to the Data Inspection Board. The Board then 
naturally has to - 8S would the researchers themselves - find guidance 
in the legislation at hand. 



From researchers it is sa id that the word research does not even 
appear in the Data Act or in the directions and guidelines for the Data 
Inspection Board. It has also been pointed out that the Board never 
really investigated the special position in which researchers find 
themselves, their need ana their role as both a critical and "innova
tive" force. It has to be conceded that the Data Act does not give 
much direction, but at least gives some. 

In the first place,the Act gives a guiding main principle con
cerning the registering of sensitive information, that is ro say 1n
formation about crimes committed, health care received, state of healt~ 
sicknesses had as weIl as political and religious convictions; ir is 
exactly information of this kind which to a large degree is of interest 
for research. Such information may be registered with ADB 

a) by authorities who,according to the law, are directed to re
gister such information; this is usually not the case for re
searchers. In counterexample we have the National Central Bu
reau of Statistics, 
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b) in other cases only if there exist exceptional and particular 
reasons for such registration . (This is a common legal loo phole . ) 

As a help, in the motivating preface to the Act it expressively 
says that "exceptions ought to be made for statistical analys is and 
scientific investigations, under the precondition that the individual 
subject's name is not made public". In addition it reads: "Even in 
certain other cases an exception should be made if there exists a 
strong public or similar interest that the registration takes place 
and if there are guarantees that the information is not used or distrib
uted in such a manner that unacceptable breaches of privacy occur." 

Furthermore the Data Inspection Board is explicitly directed in 
the Data Act to consider the disposition of those ,,,ho are subject to 
registration. 

From the above the Board in applying its authority has come to 
the following conclusions. Registration for the purposes of research is 
in practise by no means generally exempted from the ruling princip les 
of the Act . Every proposal for registration for the purposes of research 
must be reviewed separately. 

A difficult question has sometimes therefore been whether or not 
the purpose of a proposed scientific investigation and its scientific 
value should at all be judged . The following example should be men
tioned . 

A psychiatric clinic wished to establish a register on 143 pa
tients. The register was to contain all kinds of sensitive information, 
for which registration by ADB legally requires exceptional or particular 
reasons . The scientific council of the Swedish Board of Health and Wel
fare clairned that the investigation had three weak points: it was retro
spective, it contained onlyasmall and select group of patients, and 
the investigational method was strongly influenced by the doctor in 
charge of all the investigations during the period of data collection. 
Furthermore, the results of the investigation were said to come to be 
of only limited value; the possibilities for drawing general conclusions 
from the results were judged to be small. In spite of this, the scienti
fic council and the Swedish Board of Health and Welfare approved of the 
investigation. 
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The Data Inspection Board permitted ADB registration in spite of 
the apparent limited scientific value of the investigation. This demon
strates that the Board is extremely care ful with such judgements: What 
the results would have been if the Swedish Board of Health and Welfare 
and the scientific council had ruled against the investigation is dif
ficult to say . A fact is, nevertheless , that the Data Inspection Board, 
which by now has ruled on quite a few cases concerning the establish
ment of register for research purposes , has so far never ruled against 
a single one. 

The Data Inspection Board has, however , in granting permission, 
given directions concerning the protection of privacy. According to 
the Data Act the Board is required to giV.2 such directions when granting 
permission . ' A point of departure for this has been, as already mention
ed, that the Data Act requires the Board to take in to consideration the 
attitude of the subject. In particular this requires that the subject 
~s informed that he will be registered and in what way. 

Occasionally one can notice an attitude of those who are to or
ganize a registration which is to the effect "if we don't go into the 
details of how the registration is to proceed we won't worry people 
unnecessarily" . Such an attitude cannot be accepted . Beyond that it 
goes against the spi rit of the Act, it implicitly declares the subjects 
incompetent who otherwise are acknowledged such rights of citizenship 
that have information and personal judgement as their natural pre
requisites. 

Against this background it is interesting to note that the pre
viously mentioned ethical rules contain the right to information; ac
cording to certain sources the National Board of Ed ucation is said to 
be going to apply these rules within pedagogical research . It should 
also be mentioned that the National Board of Health and Welfare in its 
statement of approval of the above mentioned issue is granting that 
the persons concerned be informed before the investigation about its 
purpose, together with the extent and content of the files to be cre
ated. 

Information to thos e who are to be registered and the considera 
tion of their attitude obviously depends on the existing rules concern
ing coercion and consent within this area . 

The main principle is that citizen can be required to give ~n

formation without the rule of law. This is true, for example, where 
people are requested to fill in questionnaires or answer a set of 
questions . 

Sometimes there is an implicit form of coercion in question an
swering even though the right to refuse to answer is formally present: 
In order to receive social help from public funds one is required to 
give information about one's situation; in order to get adequate health 
care one has to answer the doctor's questions - and besides he is obli
gated to register the answers in a journal, for health purposes. 

In order to illuminate the difficulties that the Data Inspection 
Board may come across here and the solutions they have so far tried, 
one must first keep in mind that the ADB-register, which is used in 
research, can be of three different types as regards source material : 

l) They may consist only of answers on polIs, obtained thrc>ugh 
interviews or from forms which the subject has fil led in himself. 
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2) They may consist of answers on polIs together with information 
gathered from other already existing registers. 

3) They may consist only of information gathered from other already 
existing registers. 

In parenthesis one ought to mention concerning the gathering of 
data from already existing registers, that the Data Inspection Board in 
principle has nothing against that information which has been collected 
for administrative purposes, e . g . the rulings on petitions concerning 
individual persons, and which exists in the administrative registers, 
is used for statistical purposes, research, and planning. In contrast, 
it is a guiding principle that information gathered for statistical 
analysis or the like, cannot be used in determining a decision which 
concerns an individual . 

For polIs the Data Inspection Board has consistently required that 
' those who ~r the questionnaire be informed about 

the extent and purpose of the register, 

that the answers are to be used for ADB, 

that the participation is voluntary and that there is a right to 
refuse to answer certain questions . 

Apparently this is consistent with the ethical rules . 

From what has been said it follows that those who plan to arrange 
a poll must in advance have knowledge about the rules for the gathering 
of this information . The Data Act - or more correctly its motivation -
considers this in the following way: The Minister of Justice has sa id 
with respect to this : "Belonging to the concept of a person register 
ought to be included among other things the gathering of personal data 
if the purpose is that they should be included in a person register . " 

Since the creation of a person register cannot be done without 
permission, it is illegal to start conducting a pall until one has re
ceived permission . 

However , we are confronted with the transitionai case where pall s 
have been conducted before the enactment of the Data Act and where in
formation hasn't been given to the participants to the extent that is 
now required . In such cases the Data Inspection Board hasn't requested 
information to be specially delivered in order to give permission to 
the continued establishment of the register . When in the future the 
person in charge of the registration applies for permission in order to 
extent a register with information concerning e . g. results from polIs, 
still the demand on information will be asserted as far as this issue 
is concerned; the person in charge of the registration is still bound 
to come inta contact with the subjects of registration and can thus de
liver the information without too much effort. In other words, the prin
ciple of voluntary participatian can thus be maintained retrospectively 
in these transitionai cases. Consequently, as soon as the practical 
circumstances and costs so allow, the subjects of registration should 
obtain information about the moments of the investigation that are like
ly to influence their willingness to participate in it. 

In the second case, when an investigation is based on both answers 
from polIs and information from already existing registers , the Data In
spection Board maintains similar principles : the participant persons 
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shou1d according1y a1so be informed of the fact that information is be
ing obtained from already existing registers and which these are. The 
giving of this information and the receiving of consent to participa
tion do not bring about any extra work worth mentioning since the per
son in charge of the re~istration is in contact with the participants 
on the occasions used for interviews and the fi1ling in of forms. 

There are more complications when dealing with investigations 
merely based on information obtained from already existing registers . 
The advantage with this type of investigations is precisely that the 
subjects of registration don't have to be "troubled" and that the cost 
of the investigation is kept low. We haven't yet established any common-
1aw suggesting how to deal with uses like this. One possibility is to 
let the Data Inspection Board presume in the ruling of permission that 
the persons concerned are prepared to participate provided it's a 
question of a cross-sectional investigation, and maybe also a following
up within a certain time limit of for example 5-years. As an alterna
tive such a procedure could be complemented by informing the subjects 
of registration that the investigation is being conducted, and that 
they according to the tenth paragraph in the Data Act have the right 
to be given access to the register. In longitudinal investigations 
the ethical ru1es are in accordance with the completely vo1untary parti
cipation of the persons concerned . Considering the ethical rules in r~ 
search this voluntariness should also imply that the persons in question 
be informed of the long prospective period of investigation and of their 
participation through prohibiting the continued use of information about 
themselves. 

To sum up: 

l) The Data Inspection Board - and its committee of laymen - has 
contrary to what has been alleged, indeed "considered the special 
situation of researchers". But of course we have done so within 
the framework of the general rules prevalent in a society and 
within the framework of legislation set up by the state authori
ties to be applied by us. And we have been forced to do balanc
ing of issues that we sometimes thought should properly have 
been done by the researchers themse1ves. 

2) We have not prohibited any research records. 

3) We have tried to maintain the ;equirement that information 
should be given those people being registered, as an act of de
fending their va1ue as human beings and as a basis for the vo1un
tariness to participate which in this field is a self-evident 
right of the citizen. 

4) For some registers we have set up time limits. This isn't an ex
pression of a general prejudice against so called longitudinal 
investigations but offers the possibility to make a new review 
af ter a couple of years. 

5) We have tried to give directions about the deidentification of 
registers used for research, which doesn't necessarily hinder 
longitudinal investigations; we have actua1ly judged deidentifi
cation to be of great importance for the confidence of the public 
in those who request information, among whom are the researchers . 

To end up, it can be mentioned that the parliamentary committee 
who according to the decision of the parliament is to scrutinize the 
Data Act definitely will be given the task of dealing with the issue 
of the research records . 



2.2 CONTRIBUTlON TO THEME NO. l 
by 

Kerstin Aner 

Let me start this talk on a grass roots note. I think you should listen 
for a moment to what your subjects, or your objects or whatever you call 
them, actually think of you while you are studying them. Three stories 
about what the citizens of this country write to their M.P.s: 

A student I know was requested by the Sociological Institute in 
Stockholm to answer a lot of questions of a rather intimate nature, in 
order to help with a certain piece of research: how did you like your 
parents when you we re at school? did you drink and how much? did you 
use drugs? did you sell drugs to your friends? etc. 
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He did not answer. This meant he got several letters of reminder, 
finally in a rather menacing tone. At the fifth letter he answered at 
last, telling them: "There is a running number on this questionnaire you 
have sent me, and since I do not know at what stage in the research you 
will take away this running number, or whether you will take it away at 
all, I do ·not intend to answer. I cannot be certain that my answer cannot 
be identified as being given by me." 

Then the research leader wrote back and said: "By this time, about 
20 or 30 % of the people questioned have refused to answer, so now we 
have dec:ided to scrap that running number from the beginning." The stu
dent then finally sent in his answer. 

But both he and I wonder very much what happened to the running 
numbers of the people who did answer from the beginning. We also think 
it rather unfair to trea t these two groups differently . We also wonder 
why they put in the running number at all, since the whole thing worked 
just as weil without it. 

I also cannot help remembering what the Swedish Association of 
Sociologists has written recent ly to the Data Inspection Board. They 
con s ider it quite unnecessary, the say , to make any suppositions about 
how the persons registered understand the purpose of the register. I 
quote: "An interview or questionnaire is general ly answered af ter a 
brief explanation that this is for purposes of research. That the 
questions are answered is in itself a proof that the person registered 
ac cepts the purpose." I cannot quite see that this brief optimistic 
description really matches reality. 

My second story: 

A Swedish citizen recently boarded the ferry from Malmö to Copen
hagen. Before he could do so, however, he was approached by a line of 
girls who said they came from the Central Bureau of Statistics (SCB), 
and asked him a lot of questions about his travel patterns and so on. 
They also asked for his name and address, so that they could follow up 
the questions some other time . 

This citizen wrote to me and asked: "Do the girls have a legal right 
to demand answers?"It was not quite clear whether he meant: "Do they have 
il right to stand ~~ere and question us?" or: "Can we be sentenced to a 
fine nf 1,000 crnwns· if we refuse to answer?" The point is that to most 
Swedes, the Central Bureau of Statistics means only one thing and that 
is the Census, which is run by this Bureau, where you can be fined if 
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you refuse to answer, and about which there has been aviolent debate re
cent ly in the mass media. So something of the devilish aura of the Census 
hangs about anyone presenting themselves as coming from SCB. And it is 
perfectly clear that the girls had done nothing to dispel this aura, that 
is to say: inform the citizens that they were not legally compelled to 
answer. 

I cannot help, in this context, remembering what the Director gen
eral of the SCB said in November 1974 in the debate about the right of his 
interviewers to be answered: "We need many statistics to plan our society, 
and this is only done for our own good. So anybody should have as much 
confidence in his interviewer as he has in his doc tor or lawyer or social 
worker." I have kept this saying next to my heart, because it seems to me 
to express so very weil how one does not feel towards an interviewer who 
attacks you, whom you have not asked for, whose professionai ethics are 
absolutely unknown to you, and about whose use of the answers you have no 
idea. 

My third story is simply a letter I got a few day s ago, not from an 
ignorant layman but from a man who has worked with computer systems for 
many years. The letter is signed but I will not read his name, because 
it is not necessary. He writes to the SCB and sends a co py to me: "I have 
received a demand to fill in the Census form, but af ter having studied the 
questions I feel unable to do so. I have myself been an active systems 
programmer for many years and so I know perfectly weil what can be done in 
extracting, linking and re-structuring information. Considering the strong 
pressures that exist at the present moment to be allowed to open up or to 
link together many otherwise secret public registers, I cannot exclude the 
possibility that existing files on people may be linked together to make 
up new files with quite different qualities than the original ones. 

Until real guarantees are given against this kind of misuse - and at 
the moment, on ly ways of forbidding it are being discussed, not ways of ac
tually preventing it - the individual has no way of protecting himself ex
cept by refusing to del iver reliable data. This can be done either by de
liberate falsification or by refusal to give any data at all. I prefer 
the lat ter course . " 

Well, since I was among those who made that Census law I will refrain 
= _om comments here. But I can tell you that when I called this man up and 
asked him: "What do you suggest we do?" he said: "Why can't the SCB mix in 
5% noise with all administrative data, when they are used outside statis
tical purposes and when this means giving out data from interviews?" This 
is a question I would be very happy to leave in your laps, and I hop e you 
will discuss it. 

It is perfectly clear, as Mr. Källner has said here today, that the 
people who have complained about the Swedish Data Act have been almost ex
clusively social scientists. That is why it is so very important that a 
debate like the present is being taken up. I would add: it is very im
portant that you statisticians and social scientists do not conceive this 
as a quarrel only between yourselves and the Data Inspection Board, but 
that you see it as a three-way problem. Imean: that you look on the people 
you interview as your collaborators. Not only should you develop a very 
fine ethical sensibility for how you treat them, but you should develop 
proper methods for working in collaboration with them. This is to me the 
point of what you are discussing today - at least it is the point of what 
I am saying. 



Let me quote here a little more from that British group of re
searchers that Mr. Källner took up in his talk. They seem to me to say 
things that are very relevant in all countries and not just in the U.K. 
They stressed very strongly the fact that research is never neutral. It 
is very of ten used to make it easier for one group of people to control 
another group. In the U.K., the most burning problem is immigrants -
this is more important to them than to us. 

19 

I will illustrate this by just one of their stories - you may not 
all have read their report - which was about immigrant women in maternity 
wards, in Birmingham I believe it was. The study in question proved that 
immigrant women stayed in maternity wards, on the average, one day longer 
than white women. This bit of research was then used by some people to 
prove how lazy and feckless these women were, and how unfairly they took 
up beds which could have been used by others . The real reas on was - as 
anyone could understand - that the immigrant women had such very bad and 
unsanitary homes to go back to that the doctors could not send them back 
as soon as others. 

The British research group also mentioned another instance of mis
use of social studies which has had its counterpart in Sweden too. I mean 
prospective studies of potential child batterers . The point of these 
studies is that they always refer only to the poorest part of the popula
tion. Nobody looks for child batterers higher up, and yet they certainly 
exist there too. But the very fact that a lot of information (most of it 
of negative character) is gathered about one part of the population but 
not about other parts means in itself a discrimination against the group 
that much is known about. 

I would like to add another instance of this, which is the same in 
all countries. Every national bureau of statistics knows a lot about 
how many working mothers there are in the population, what hours they 
work, what age their infants or children are , etc . No statistics about 
working fathers have ever been published . This very fact does a great 
deal to steer the debate in one direction. 

The British group of researchers could not agree on how to handle 
the problem of group integrity. They say : "If you give certain groups of 
people the right to forbid certain types of research about them, you na
turally open the doors for perhaps self-appointed spokesmen for these 
groups to attack researchers for political reasons." This might stop all 
critical research . These fears have been voiced in Sweden too. 

Others, however, rejoined: "It is not enough to give individual 
interviewees a theoretical right to refuse, because this kind of research 
is mostly done on poor and helpless people with very little political 
power. They dare not, in practice, say ,10 and they do not know how to 
s tand up for thei r righ t to do i t." The group of researchers ,vi th this 
view added: "If you were to go up to the manager and ask him the same 
kind of questions you ask his black workers, he would either throw you 
out or call for his lawyer." 

I would like to illustrate tllis point with something a Swedish doc
tor once said to me . He was engaged in a piece of research on a rather 
obscure disease, not a fatal or a disabling one but one which developed 
in a certain way during life. So he had gathered data about patients who 
had had this cond~tion diagnosed at one time of life, and now he wanted 
to look at them af ter fifteen years and see what had happened, just in 
the interest of research. The difficulty was not in finding the people, 
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but making them come to the doc tor for an examination which did nothing 
for them, only for the young doctor's thesis. He told me: "There is ne
ver any trouble with the lower and the middle classes, they always come 
when you ask them. But the upper classes, they are impossible!" In 
Swedish this was expressed as "social group III and II", for lower and 
middle class, and "social group 0,5" for the very top of the top. 

I wonder whether you recognize this situation? It is far easier 
to manipulate people who are used to being frightened of authorities and 
who obey researchers as if they were part of the same establishment , 
than to make those people obey who feel they are the establishment them
selves. 

The British group finally came to the conclusion that the people 
on whom research was being done should be given far greater real oppor
tunities to discuss and understand the project, including what the re
sults were to be used for . Let me illustrate this with what Margaret 
Mead said some years ago, at a conference of the AMA on ethical aspects 
on experiments with patients . Her experience as an anthropologist, she 
said, was that uniess you took the tribesmen inta your confidence and 
told them why you we re interested in their customs, you simply made very 
bad science . Because then the villagers would not tell you the truth, 
which they did not think you deserved . It was not difficult at all, 
Dr . Mead pointed out, to make even quite uncivilized people understand 
that you wanted to study them , and what for. I think this is a story 
with an important moral and has much wider applications than anthropolo
gy and medicine - where the patients should be trea ted with exactly the 
same confidence and courtesyas Dr . Mead's black friends . 

What one may very weIl ask in the Swedish context is now : "Is the 
Data I nspe c tion Board real l y the best f o rum f o r looking af ter the in ter
ests o f the i nterviewe es?" The answer to that question is not quite 
clear. I am perfectly willing to admit this, although I helped to bring 
the Swedish Data Act into existence, because this is a problem which 
was never broached either in preparing or in debating the Data Act . 

I think it is obvious that we, and you, should now try to create 
some kind of mechanism for this collaboration between researchers and 
the people they do their research on . I am quite certain that the Data 
Inspection Board is not very happy to have to decide these questions, 
and one could imagine other organs or institutions who might be better 
fitted for it. 

I must, however, stress the fact that I am not thinking of same 
kind of ethical committee who would sit in judgement from above and de
cide: "Is this a breach of integrity, is that not?" What I am talking 
about is precisely a collaborative organ, where you try to find ways 
really to be able to listen to the prospective interviewees. I know 
this is difficult, in many cases perhaps impossible. But I do think we 
should not assume from the beginning that it is impossible . This new 
way of studying people with camputer statistics is such a sharv and 
heavy weapan that we must real ly find some new ways of handling it, in 
order not to cut off somebody ' s finger with it . 

Now I should like to say a few words aba ut this integrity, which no 
one ever defines. In the old League of Nations the re was once a Committee 
which sat for ten years to debate measures against pornography. It never 
arrived at a definition of what is indecent. Iunderstand them - we all 
do - and the definition of integrity is in somewhat the same plight. 



My contention, however, is this: we find ourselves in a deadlock 
as long as we accept a "concentric model" of integrity. This means a 
mental picture in which we have the individual in the middle of a large 
circle. Closest to him, the re is a very small circle which encloses his 
integrity. Within that space, he is protected; as soon as he steps out 
of it, the lights play on him and he is totally visible. The question 
then becomes: where precisely do we draw this inner circle? 

Now some German lawyers and sociologists have done some interesting 
theoretica1 work on this and said: with this model, you actual1y make 
the citizen politically unfree, because you decide from without where 
the space of his free actions ends. (Anyone who wants to read this in 
the original should look up: Numerierte BUrger, ed. Hoffmann - Tietze -
Podlech, Peter Hammer Verlag, Wuppertal 1975, page 121: Paul MUller, 
"Einige soziale Auswirkungen integrierter Information-systeme".) 
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The opposite, and I think better, model is the sectora1 one. This 
means to divide up the 1arge circle, which means society, in to a lot of 
different sectors, each representing one particular part or facet of socie
ty and more particularly the field where the citizen encounters society in 
one ro1e. In every different sector, it is in the interest of the citi
zen to be treated with the help of certain bits of information about him, 
but not all the bits that are theoretically available. He wants to be 
treated differently according to whether he is at the moment acting as 
tax-payer, father, voter, schoolchiid, prisoner, worker, patient, client, 
cus tomer , etc . etc. In every specific role he wants to be identified by 
certain data, but he does not necessarily want to be identified by the 
same data in the next role. 

A functional definition of integrity would thus be: the right to 
dec ide what information about onese1f one wishes to release in every par
ticular situation . To cal1 one role more "private" than another is to 
obscure the issue. As citizens, we want controi over all our ro1es . 

I may have to point out that I am not intending as an ideal that 
society should no longer have any right to any information at all 
against the will of the individual . In every sector, there must of 
course be a different mix between the interests of the particular citizen 
and those of his co-citizens, as represented by the authorities. What I 
am putting forward is that this sectoral mode1 does make it easier to 
discuss how to weigh the different interests against each other. 

The interest of society in general is of course to take the whole 
circle at once and leave no sectors unoccupied. This makes administra
tion much easier, not to mention research. It wou1d, however, me an that 
the individua1 would become at the same time totally visible in space and 
totally immobile in time (= locked into the attitudes he once had). This 
cannot be to the common good, if on1y for the sake of the psycho1ogical 
effects. 

Some people will object: but nothing but good can come of a state 
of things where everybody is forced to be complete1y honest and consist
ent! WeIl, in a society of ideal people this would be ideal, but we do 
not have that kind of society. 

In certain sectors any society needs a very high degree of visibili
ty - income tax returns, for instance. As you know, the Swedish state 
has recent ly given itself very far-reaching powers to find out exactly 
how much money we all had in the bank at any time. The opposite examp1e 
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is that of the recent ly discharged criminal. In his case, we do think that 
he has a right not to have his whole past presented to his employers and 
co- workers at every stage. We have even passed laws to make this kind 
of privacy possible . Between these two extremes there is a whole scale 
of different situations, and I am not going to tell you where I think 
the line should be drawn on this scale, because that is precisely what 
I think must be decided in confrontations of all parties. 

Generally, one discusses integrity and privacy in these terms: do 
you think this or this detail is such that it should not be public? What 
about sexual habits, or religious affiliation, or party affiliation, or 
mental illnesses, or illegitimate children? I think this is defining 
the problem in thewrong way. I think we should ask: what mechanisms 
can we introduce in society to make it possible for citizens to state 
their own views effectively, not in general but as it applies to them
selves? This i s much mOre difficult but also more fruitful. 

I noticed in reading some of the papers given out in advance at 
this conference that one of them (P. Reynolds: On the Protection of 
Human Subjects and Social Sciences; International Social Science Jour
nal, 1972, pp. 693-719) talks about how to protect the individual 
against social scientists but never mentions the idea of cooperating 
with the people he interviews. This astonished me very much. Pro
fessor Dal enius , on the other hand, does mention this. He says it is 
very important that statisticians win the confidence of the people . 
I agree absolute ly with this, but I would add: it is not just a ques
tion of confidence in the utility of statistics in general, but in the 
uti lit Y of the special kind of research directed at oneself or the 
group one belongs to. We must not restrict this debate to how the 
interviewee feels about the interview situation in itself. There was 
a ce r tain tendency to this in some of the papers I read. Or else the 
debate was about the fear that particular items in the answers might 
be Leaked to unau thorized pe rsons. These things are important, of course, 
and the Data Inspection Board very rightly considers them and decides 
about them. But it is far more important to know: how will this bit of 
research affect the l ives of the people interviewed? What will be its 
political relevance? And obviously this means, for one thing, that 
peopl e should be perfec tly free to refuse the answer to all and any 
question s. 

Finally , the re is the very vexed subject of imputed answers, and 
in general of how administrative data should be coup led with interviewed 
data. What we have tn remember here is that data given by the citizen 
tn one particular authority in one particular situation and for one par
ticular reason may not be relevant or useful at all when used by another 
authority for quit e a different purpose . 

It is, I believe, a gond rule among statisticians that only that 
nrganization which originally gathered the data really knows ",hat the y 
mean and what they are worth. The quaIity of data of ten declines abrupt
ly when they are used in a different context. This affects the integrity 
of the citizen, and also the usefulness of the dat::; to the authority who 
lls es them. 

For my part I think very little indeed has been done to in sure that 
da ta are llsed only in contexts where they are meaningful. I would pro
pose, from the point of view nf the citizen and as a preparatory measure, 
that whenever the citizen is asked by the State to give any kind of per
sonal data, he should he informed on the same piece of paper of all the 
nth"r State allthnrittes to which this datum will be routinely sent. As 



we know, even the data a patient gives to his doctor may in different 
circumstances be re-routed to no l ess than 21 different authorities 
(not all of them at once, of course). The patient general ly has no 
idea of this. 

What 1 have tried to explain is that integrity 1S not a two-pol e 
problem between the individual and Big Brother . lt is a field with at 
least three poles. The problem could best be stated thus : to whom, 
among many different authorities and organizations, do 1 wish to give 
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the advantage of knowing these particular data about me - or about my 
group? (1 have talked a lot abou t groups here, but that is because group 
integrity is very important and very neglected, not the least in connec
tion with statistics.) These safeguards will be expensive. The question 
is: how much is a particular type of knowledge, including the right to 
collate it with other types of knowledge, worth to the State or whoever 
gathers it? How much is it worth when you have to pay for it by taking 
into account the rights 0f the citizens to their data? This is the kind 
of budget we must very soon make up, because information capitalism is 
no less in need of control from below than any other kind of concentrated 
power. 



2.3 INDIVIDUAL WAGE STATISTICS AND EMPLOYERS' OBLIGATION 
TO RELEASE INFORMATION FROM AN INTEGRITY POINT OF VIEW 

by 

Karl-Olof Faxen 

It is not problems originating in research which form the background of 
the emergence of the Swedish Data Act and the definition of integrity 
which has been associated with this Act. Among other things, a research 
project can never lead to measures against individuals, only possibly 
against group s to which they belong. The question of integrity in con
nection with research is different from the corresponding question in 
connection with permanent all-inclusive files, even though these prob
lems are related, as I will discuss later. 

Actually, we do'nt know very much about the concept of integrity, 
especially if we also consider the questions of integrity in research . 
From that point of view the Data Act is a temporary arrangement . On 
the other hand, it is my opinion that the Data Act as weil as the Data 
Inspection Board are necessary and that all of us, researchers as weIl 
as ordinary people , must be thankful for the protection it gives . But 
it is obvious that large government files constitute a threat . The uti
lization of these files must be controlled by some authority looking 
af ter the integrity of the individual, and the Data Inspection Board has 
an important duty to fulfill. 

In regard to research, the interest in being able to carry out 
large statistical investigations, even longitudinal ones, on the basis 
of personal data, must be balanced against the demand of the individual 
for protection of his integrity. It is impossible to draw absolute 
boundaries. Our knowledge of the meaning of integrity is incomplete. 
What is considered justified protection will certainly vary from time 
to time. It also varies among countries and perhaps also among differ
ent groups of people within countries . 

Nonetheiess, the demand for personal integrity is a legitimate 
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and respectable one,for which I think the researcher must show under
standing. Here is a limitation of the possibilities to do research 
which the researcher must regard as a fact and as a starting point for 
his activity. He must respect the fact that people hold the values they 
do, think what they think and feel what they feel . He does not have the 
right to violate the rights of his research objects by going behind their 
backs and collecting information from existing files on individuals in 
such away that this can be regarded as a threat. 

There is a connection between integrity in research and in util
izing permanent files for administrative purposes. Research can some
times point out new ways to utilize administrative files. Let me il
lustrate with a constructed example. 

It is fully possible technically to carry out registration of auto
mobile traffic in order to obtain a register of the movements of all 
automobiles in the country. Such a register could be of great interest, 
e.g. for taxat ion of automobiles. It could also have a research interest 
by facilitating closer examination of road traffic and, e.g., detailed 
speed registration. 
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The potentials for using a register of this sort for other pur
poses than traffic research, e.g . to find out how people have moved in 
order to obtain information on the habits of life of individuals, what 
social contacts they have, etc., are obvious. It is just as obvious 
that no political authority which becomes conscious of the problem would 
perrnit anything of the sort in our country today. However, that does 
not solve the problem from the individual citizen's point of view . He 
still feels a threat to his integrity (although not in the sense used 
by the Data Act), partly because he does not feel completely sure that 
no one in the administration would use such a system anyhow to study 
habits of life - without the political authorities being aware of this -
partly because in a future political situation of which we do not know 
very much such a system will be used for such personal supervision. 
Finally, the technical possibilities themselves can gradually change 
the political values so that registration of this sort will be consid
ered politically acceptable if it can be justified strongly enough, for 
example by the need to create a better data base for the fight against 
traffic accidents or against narcotics trade. 

In such a situation registration of this sort becomes a threat 
against integrity from several points of view, even if it is only a 
case of a single research project. Thus, even if it is only a tempo 
rary investigation during a limited time period, and even if all identi
fications are removed and all possibilities of going back to a single 
individual are extinguished, the research project can be regarded as a 
kind of test of a future administrative system which one does not want 
on the basis of one's political values. Then the research project it
self also becomes a threat. 

No one today can imagine that the state would use a register of 
automobil~ traffic to systematize and store information on the soc ial 
contacts of citizens . We would all rea c t just as violently against th is 
as against general wire tapping, for example. On the other hand, such 
studies of social contacts could be interesting from a scientific point 
of view . How far can a research project go in this direction? 

The difficulty with this is that it is not possible to create pro
tection through non-disclosure rules or by removing identification codes 
af ter the investigation is finished, or the like. The crucial factor is 
the knowledge of the methodology itself, the knowledge that the methodo
logy exists and can be used in a different situation in ways which we 
cannot imagine today and which are forcefully rejected by all. 

The actual registration of personal data increases rapidlyas more 
and more registers are being used by different branches of public ad
ministration. In addition, more and more people participate annually 
in questionnaire inquiries of various kinds . It is a matter of 50 , 000 
people or more. It is understandable if this creates fertile ground for 
psychological reactions. I do not know what research may have been car
ried out concerning this particular aspect, that is how specific the 
reasons for worry are in the data field, to what extent this wor r y is 
associated with more precise notions of what constitutes risks for in
dividual integrity, and to what extent it is a question of a more gen
eral lack of faith in the environment and in the society which ~s ex
pressed in this way. 

ladmit that it is not particularly easy to investigate this type 
of socio-psychological phenomenon, but it is likely that a research ef
fort could contribute to giving us a clearer view of what the problems 
are . 



What do we really mean by the integrity of the individual in the 
situation implied by participation in an investigation? Obviously there 
is a limit both to what kinds of questions can be permitted from the 
point of view of protection of integrity , and to the possibilities of 
linking together various registers. The limits are different for re
search projects than for permanent social information systems . For 
example , it is possible to go further with questions concerning alcohol 
habits in a research project than we would accept recording i n a re
gister of alcohol consumption used for administrative purposes . But who 
is to draw this line, and what should the procedure be? 

Here we have the work in progress within the Council for Social 
Science Research on a code of ethics, and we have a proposal from the 
Data lnspection Board. l will not go into these in detail but will 
limit myself to saying that the question of voluntariness in practice 
is difficult . A person being interviewed is in an inferior position in 
many ways, and very few people can be assumed to understand the impli
cations of later treatment of the answers as such and in combination 
with information from administrative files . Mi norities in the popula
tion being investigated might react strongly , even if the investigation 
presents no probl ems of integrity for 90, 95 or 98 per cent of the popu
lation . 

l have no solution , but l assume that the purpose of the discus
sion at this conference is to deepen the analysis of the problems . 
Actually , the investigators themselves should be the ones who can best 
realize the importance of protecting personal integrity . 

The investigator must be able to controI his instruments of meas 
urement in a different way from , e.g . , users of administrative systems . 
But like everyone ought to respect the data leg i slation and the instruc
tions of the Data lnspection Board until the time comes when we know 
more and t i me is ripe f or a revision , so must the research workers - no t 
least for the sake of research itself . lt is necessary that a debate 
be started, but it is unfortunate if it takes place through a confronta
tion between research workers and the Data Inspection Board . The need 
for balance increases through the increasing flood of information on 
individuals . 

As is apparent from what l have said, investigators themselves 
must have a decisive influence on the balancing procedure . The working 
method of the Data Inspection Board, e . g . remitting proposals to various 
authorities , is not suitable in this connection. 

Even if, among other things, the connections between research and 
the development of administrative methods of application justify the in
volvement of the Data Inspection Board, it is not reasonable that the 
overall balancing be carried out within this body when it is a question 
of an investigation . But ladmit that it is a difficult question, and 
this is only an early contribution in this conference . 

As an example let me touch upon our comment on the proposal re
mitted to us concerning the political science investigation of immi
grants . What we put particular emphasis on was that among the inter
viewees there were emigrants from countries with dictatorships who were 
used to an entirely different type of political questioning from the 
authorities . Therefore, there must be many people who could be expected 
to regard the investigation as a kind of masked police investigation of 
the kind they experienced in their home countries . They could not be 
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expected to have sufficient familiarity with Swedish society to under
stand the premises up on which the questions were asked. Nor does the 
possibility to refuse to answer questions offer any proteetlon to an 
immigrant in such a situation. We could not see that the resear ch in
terest of putting political and religious questions to such a popula
tion, and linking the answers in an unspecified way to information from 
the population census and tax files, could justify the threat to integ
rity which we saw in this case. I still think that this investigation 
is a good example of what the Swedish Data Act is designed to prevent. 

This was a special sample . What may be permissible ina normal 
population is a different question. 

Af ter this I will now proceed to treating the integrity questions 
as seen from the point of view of the Swedish Employers' Confederation 
(SAF). We have four functions in this matter, partiyas producers of 
statistics together with trade unions and the State, partiyas users of 
research, partiyas spokesmen for the employers' own need of protection, 
and final ly as indirect advocates of protection of information concern
ing employees. 

Within SAF we produce wage statistics for blue-collar and white
eollar workers. These statistics are individual and utilize the per
sonal identification codes to about 80 per cent for wage earners and to 
100 per cent for salaried personnel. They contain information on hours 
worked, wages and salaries, overtime pay, shift premiums, etc . They 
also contain information on occupation, employer, place of work, and the 
like. We do not regard these statistics in themselves as particularly 
threatening to integrity. The statistics are produced jointly with the 
trade unions and partlyaiso jointly with the State. Thus, we do not 
have exclusive rights to use the material for scientific investigations. 

SAF and its opponents have a relatively restrictive policy regard
ing participation in scientific investigations based on this material, 
when it comes to the protection of integrity. Thus, we make our own 
evaluation, in addition to that made by the Data Inspection Board . 

As producers of statistics we must think not only of our direct 
suppliers of information, that is the employers, but also of the indirect 
suppliers, the employees. It is in the nature of the bargaining system 
that there must be as accurate wage statistics as possible. The best 
quai ity is obtained if the wage statistics are based on data for indi
viduals. The personal information at our disposal is collected for spe
cific purposes - for the production of the official wage statistics and 
for the negotiating statistics for both parties. 

In addition to this there are various kinds of scientific investi
gations. We have collaborated in the se by delivering information for 
investigations of wage formation, e.g. the relationships between earn
ings and education and between wages and firm failures . But this leads 
us in to a more sensitive area. How far should one go in investigations 
studying the circumstances surrounding the termination of employment? 

I am not sure that the problems are solved by formulating a prin
ciple of ethics saying that the persons asked for interviews should be 
informed that data on the development of their earnings are collected 
from SAF's files and that they should be given the possibility to refuse. 

But let us continue th is line of reasoning . How many other reg
isters could be involved in an investigation of this typ e without chang-



ing the situation with respect to SAF's participation? Can we permit 
our data on individuals to be linked together with for example the so
cial security files, files on alcoholics or on health care? The situa
tion of our suppliers of information is so delicate that it is not suf
ficient, in my opinion, that permission is granted by the Data Inspec
tion Board . 

Nor am I sure the problem can be solved through some kind of power 
of attorney from the employee organizations. Of course, the employer 
can protect himself against attacks from labor organizations by laying 
down as a condition for his collaboration that the local trade union 
grant permission for certain treatment of the data. But how much of 
the real problems are solved this way? 

An area of importance to integrity in the activity of employers 
which has not yet been brought out very much in the debate is the in
formation given by the employers concerning employees in connection 
with preliminary tax withholdings, petitions for changed withholdings, 
impounding and seizure of salaries. 

We are not happy that the employers are required to handle this 
material, but that is' the way i t is. Of course, this casts a shadow 
over labor relations and enters into the evaluation, e.g. with respect 
to using the employers' files on employees as a framework for samples 
in research of various kinds . It contributes to a very careful atti
tude. 

We also have a group of individuals who are employers . In Sweden 
there are about 70,000 persons employing people in their businesses. 
Of these more than 30,000 are members of the Swedish Employers' Con
federation . 

Employers ought to have the same right to protection of their in
tegrityas other individuals. However , the present version of the bill 
concerning employee participation in the decision making process re
quires the employers to go extremely far fn supplying information to 
their trade union counterparts . 

To be sure, in the introduction to the bill it is stated that "in
formation concerning an employer's private matters which does not con
cern or influence the conduct of his business is .. . outside the right 
of information". In order to protect the integrity of small employers 
operating as private firms, a more precise formulation is necessary. 
Otherwise, the far-reaching right to information concerning the firm 
can lead, in the first instance, to the local trade union obtaining such 
insight into the private matters of the owner that his integrity is vi
olated . 

But in many other respects, too, the re must be protection of the 
integrity of employers which limits the possibilities of various kinds 
of scientific investigations . An example is the discussion which took 
place concerning large customers and large suppliers in connection with 
the county planning activity in 1974 . In the beginning the intention 
was to require firms to supply the names of their most important busi
ness connections in order to facilitate an examination of the geograph
ical network within and between counties. On the part of the business 
community we strongly opposed this idea, even though in this case it 
was a statistical investigation under adequate security safeguards. In 
our opinion, the information was too threatening to integrity. In the 
end, ' information on branch and postal zip codes for the respective cus-
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tomers and suppliers was deemed sufficient. Thus, this was a case of 
providing protection against the requirement to give too detailed in
formation on business contacts. It is a different matter that such in
formation may be required in connection with bookkeeping and tax audits 
for a clearly stated and limited purpose. 

I would guess that later today Lars Wohlin will take up the en
tire matter of the protection of the integrity of firms which are not 
physical persons and where it is therefore not reallya question of 
protecting private life but rather of protecting the possibilities of 
operating businesses without close supervision of the authorities, the 
possibilities of making certain decisions within the firm and of making 
business contacts, etc. From the employers' point of view there is a 
clear link between these two problem areas. It is a matter of the pos
sibilities of leading one's own life, operating one's business in his 
o~\ way, and limiting the form of controls by the authorities which may 
be required and requiring each intervention to have a clearly stated 
purpose. The freedom of enterprise is a fundamental value in our soci
ety. General, unspecified registration, treatment and demands for in
formation whose purpose one does not understand, and whose possible use 
in the future one does not understand, generate anxiety and insecurity. 
For example, why should the personal identification number of the em
ployer be the identification code for his firm? 

In closing I would like to summarize my talk in the following way: 
we at SAF must take a stand on these issues in our capacity as both pro
ducers of statistics, as representatives of research interests, and as 
advocates of the need for protecting the integrity of employers and em
ployees. We have learned that the problems can be viewed from man y dif
ferent points of view, that the judgements may vary, and that it is 
of ten a matter of a delicate balance between various interests. 

It is clear, however, that the problems of integrity are areality 
and that it is understandable that the large accumulation of data on in
dividuals during the last few years and the rapidly expanding technical 
possibilities of combining information from a large number of registers, 
of searching for various combinations of behavior from this collected 
material, opens up gruesome perspectives which can instill fear in us 
all. It is technically possible to collect information which we do not 
quite know how to master. This is true for both individuals and group s 
of individuals. 

On the other hand, it is difficult to see how controls can be de
signed without threatening the freedom of research in the long run. The 
freedom of research is a fundamental value in our society, not only for 
the research people themselves. An organization such as SAF has a strong 
interest in the freedom to carry out research not being curtailed other 
than when this is absolutely necessary due to a conflict with other fun
damental values. 

The protection of integrity is such a fundamental value. In op
position to this there is the interest of the research worker to branch 
out into new questions and the interest of the society in moving the 
frontier of research forward. 



3. Theme No. 2: WHAT ARE iHE CONSEQUENCES OF DEMAND FOR DATA 
PROTECTION FOR SOCIAL SCIENCE RESEARCH? 
WHAT IS THE ROLE OF INDIVIDUAL DATA IN 
SOCIAL SCIENCE RESEARCH? 

3.1 SOCIAL RESEARCH AND THE INDIVIDUAL'S RIGHT TO PERSONAL 
PRIVACY 

by 

Pär-Erik Back 

We have earlier today in a number of statements received an especially 
interesting illustration of those problems implied by the title. My
self, I will deal with them from a certain viewpoint: let's say from 
the grass-roots level, since I intend to render an account of some con
crete and basic experiences which have been made at the institution 
level at an university since 1973 - against the background of the chang
ing conditions for social science research. Here we will be dealing 
with observations that can't be generalized. My attempts to obtain more 
systematic information about the consequences of the Data Act in dif
ferent respects, still have not given results of sufficient scope. 

In order to be clear I wouid, to begin with, like to emphasize a 
few other matters. Now, as before, I am of the opinion that we need 
legislation concerning data. The problem is what form such legislation 
should take and if research re cords need to be trea ted in the same way 
as other records. Likewise, in the future we have to be conscious of 
the ethical rules concerning empirical research - like we always have 
been as long as I can remember. Ethical rules are not recent, which 
one would be led to believe, when one reads some of the descriptions 
of experiences with the Data Act . In my field ethical rules have been 
applied for decades, they have constantly been discussed at conferences. 
They have been widely accepted in similar forms, even if they haven't 
been codified and formally approved of, and they have been taught to be
ginners in education at research level. The reasons for taking them so 
seriously are not particularly altruistic; the most important of all 
has been to "look af ter the field", as we like to say. We have enough 
trouble with effects of wearing off and repetition to want to obtain 
further difficulties. 

Through the debate that has continued the last years, it has be
come rather weIl known facts that Social researchers need access to data 
about individuals and that deidentification of ten can ' t take place with
out disadvantages, whether it be immediately or af ter some time. The 
demands being put by deidentification, dur ing the stage of datacollec
tion and analysis of non-response, lead to several registers becoming 
files on persons in the sense implied by the Data Act. Several types 
of investigations require access to information about individuals even 
duri ng the stage of analysis. Then we have the specialoroblems wh i ch 
are connected with panel studies and with actual longitudinal investi
gations. We have studies of elite populations where deidentification 
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is difficult or impossible to make, for other reasons than those deal
ing with analytical technique . WeIl, I will now turn to giving some 
examples of on one hand the deterioration of the quaiity of data and 
on the other the increased costs of research. 

l'd like to add that not all the consequences mentioned here are 
directly dependent on the establishment and existence of the Data Act. 
In part they mostly depend on the general strained atmosphere which the 
discussion on the Data Act and personal privacy has brought about. This 
may be an important distinction from legal point of view, since it is 
stressed time af ter time in the studies of development made by the Data 
Inspection Board . But for us who have had to struggle with the largely 
increasing difficulties of practical empirical research the distinction 
can be neglected . 

First, it can be noted that many young researchers tend to avoid 
choosing alternatives which imply the establishment of files on persons 
in the sense implied by the Data Act. If they at all decide to solve 
or illuminate their original problem, they choose the least appropriate 
and the most expensive ways of doing this. There are several reasons 
for this but the time factor is of central importance . In the present 
situation , considering the insecure conditions prevailing for young re
searchers at universities today, nobody real ly has the possibility to 
wait for a perrnit for an investigation to take place , and to be able to 
start it. 

In addition to th;.s, one can see' clearly that many researchers 
are reluctant to collect a type of data that they without doubt would 
have collected 5 years ago. Among other things it is here a question 
of political and religious variables. The deterioration is immense and 
for a field such as the one I represent it is catastrophical . Among 
other things , this is so because it no longer matters if data is col
lected to be treated by a computer or not, if it occurs in cooperation 
with the parties concerned or not, and so on. 

All that is needed is that some journalist catches sight of the 
word "pol 1" or "interview" and it becomes a scandal . "Data" appears 
in the headlines the next day, like more or less insinuating formula
tions about intention and so on. Nowadays it does not help how quickly 
the newspaper publishes corrections and denials - if they actually do 
it which is not always the case . 

Also in the cases where the variables are less delicate and where 
polIs are still being used, one has · to take into account considerable 
deterioration . This especially applies in the populations of the type 
"parents to school children" . In spite of the greatest thoroughness 
in planning and all imaginable finesse in the forming of the contacts 
with the investigational field, we could in an investigation involving 
two similar data-collections, 1970 and 1975, note a decline in the fre
quency of response from 76% to about 46%. No one had any specific crit
icism to del iver against the 1975 investigation and no one reacted to 
any special issue. The general change in the atmosphere was decisive . 
In contrast to earlier norms it was now considered as a good deed as a 
citizen not to answer the questions. 

There is much more to say about the lowered quaiity of data. But 
I would like to also include something about the increased costs brought 
about by the Data Act at the grass-roots level. They are of two types, 
partly the perrnit fee, partly other costs . It may seem pet t y to con-



cern ourselves with the fee; this is a remark I have heard several times 
when I have taken up this issue. But I believe that it is important to 
stress the lack of sympathy which one has for researchers' problems. 
This real ly illustrates better than anything else the differences be
tween the world of the researcher and those other worlds concerned in 
the context, and what peculiar ideas people may have of the researchers' 
conditions. 

As we know there weren't any extra grants whatsoever given to the 
institutions for covering the fees for the use of already existing re
gisters and for those one want ed to maintain . He, on our part had nine 
such registers, af ter a very strict selection (as a matter of fact we 
deidentified a number of registers which we very much had wanted to keep 
söme time for further investigation). Hell, at a conference many years 
ago I was informed I should not worry . There weren't going to be any 
sums to talk about . That would be guaranteed by the board of the Data 
Inspection Board. 

Then the first and the so far only decision was made . The fee was 
set at 1,050 Skr. Supposedly the conce rned persons in the board are of 
the opinion that this is equivalent to keeping the promise, in many con
texts the sum is ridiculously low. But if one is the head of an insti
tution at a university one can't look at it like this, when one has 
21,300 Skr a year to cover all costs for the institution: all kinds of 
office material, travel, fees to international organizations, visiting 
lecturers and so on . 

Then one may make the assertion that this s till is a transitionaI 
phenomenon . From this time on the fee has to be noted in the budget 
when applying for grants to research councils and the like. But such 
a remark shows the lack of information about how the financing of re
search functions. One always has to be prepared to bargain and for ad
justments of the requested amounts. When certain expenses now become 
inevitable and permanent there is less room for other costs and the 
range of research has to be reduced accordingly. 

However, a contribu ting factor is first of all the even more im
portant costs that bes ide the permit-fee particularly affect small in
stitutions with very limited administrative resources. According to our 
calculations the additional work involved in one application to the 
Data Inspection Board amounts to two weeks effeCtive work for one per
son. Moreover, forms and variable constructions have to be completed 
before the application can be submitted . Consequently empirical in
vestigations are delayed with at least the amount of time required by 
the Data Inspection Board to deal with the issue. Considering our fi
nancial conditions, the expenses for photo-copies , paper, etc. are very 
large, and there has been no economic compensation for increasing costs. 
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No, these new conditions have principally been dealt with within 
the framework of the normal grants. Naturally the result has been that 
the amo unt of research has had to be reduced. Within the project, con
cerning the consequences brought about by the Data Act, that I work with, 
an estimation of this reduction has been made. A very aoproximate esti
mation is that the reduction directly caused by the Data Act for an in
stitution like ours amounts to 25-30 per cent. 

Aren't there any positive contributions on the present situation 
from the point of view of an ac tive social scientist? WeIl, they are 
not many, but they exist. Even in the Data Inspection Board's own ac-
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count for the experiences of the Data Act during the period 1973-75, 
indications of improvements are given in certain respects; this re
gards details, but important ones, and they will most gratefully be 
noted. Thus the fee to obtain permission is to be discussed over 
again, and possibly large commercial institutions might stand indif
ferent to this fact, but certainly not researchers . 

It's also important tha t a simplified procedure for ~etting per
mission is intended be applied t o some of the r esearch records which 
comprise information about a limited populati on, which have limited dur
ability and which do not contain too delicate information. 

Otherwise the re is no improvement to be expected. Rather, one has 
to take into account a deterioration of the atmosuhere for socia l re
search, particularly if the law is extended to concern even manual re 
cords. 

What then would the representatives for social research really like 
to suggest? What would they do if they could dec ide themselves? WeIl, 
different viewpoints concerning how the Social researchers in general 
look up on the data and privacy issues can now be found in a number of 
statements made and positions taken by academic associations. 

Maybe the Social researchers' anxiety and hopes can best be found 
in the petition directed to the Data Inspection Board by the Swedish 
Association of Sociologists in March 1975. Here a clear and precise ana
lysis is made of the distinction between research records and other re
cords on persons. One also finds a good description of the characteris 
tics making research records less exposed to risks with regard to per
sonal privacy and there are interesting suggestions for the establish
ment of a safe controi of secrecy. 

It would be good if the following quotation from the petition of 
the Association of Sociologists could be kept in mind. "The issue could 
be expressed like this" it says "that what by law is held for arecord 
on persons, always is a re cord on matters for Social Research, where 
the person is an attribute to the 'matters', i.e. to the figure-varia
bles, and an attribute of only momentary administrative interest for 
, Ol-response- and panel-analysis as well as the combining of different 
regis ters. Otherwise the persons are quite irrelevant attributes in the 
context. This distinguishes the use of personal data in research from 
most other ways of using it, where the person is the central factor, and 
where the circumstances are attributes to the person." The Association 
of Sociologist's pronouncement concludes by expressing in my opinion 
reasonable demands. If necessary one may approve a simplified procedure 
of application of the kind that is applied concerning certain adminis
trative records. Review and controi of individual pieces of information 
should not be considered according to the opinion of the Association of 
Sociologists - "as protection of the integrity of research which in this 
context should be more threatened than any registered person's privacy". 

However, The Association of Sociologists would prefer that only a 
simple du ty to inform the Data Inspection Board be demanded regarding the 
establishment of research records with identifiable information on per
sons, since the risk for illegal use and intrusion is so small. 

WeIl, with this my contribution has come to its end. I have tried 
to avoid polemics . The reason is not that I usually dislike this, on 
the contrary, I do. No, the reason is that I feel a ~rowing helpless-



ness concerning this issue . For 30 years l have in my profession 
kept myself informed of the creation of political opinion in Sweden 
but l've never fel t such di.sappoinfment of the result as when concern
ing the issue about research and privacy . On the other hand l ' m com
pletely aware of the fact that l belong to a minority, which has very 
small chances to change the present development . Times are hard for 
the one who believes in the task of free Social research to guarantee 
innovation and creativity . For each passing week my suspicions grow 
stronger that we have the glorious epoch in the history of empirical 
social science behind us . When a year and a half ago l entered the 
data debate l was upset but optimistic . Today l'd rather say that l 
feel sad and pessimistic-.--
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3.2 THE POLITICAL RESOCIALIZATION OF IMMIGRANTS PROJECT 
by 

Tomas Hammar 
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A specific case will be dealt with in this paper, a survey of immigrants' 
political behavior and attitudes in Stockholm. The case will illustrate 
some of the central questions raised by the Data Act of 1973 . What re
search is legitimate? What organizations and institutions shall be askffi 
to give their opinions on individual applications? What questions shall 
be allowed in a survey interview? And finally, what is undue intrusion 
on personal integrity according to the Act and in the application of 
this Act? 

The case : The Po l itical Resocialization of Inwigrants Projec t 

Financed mainly by the Bank of Sweden Tercentenary Foundation, this pro
ject runs from 1972 to 1978 at the Political Science Department of Stock
holm University. The political resocialization of adults who have migrated 
to a new country has never been investigated. There is a lack of know
ledge of the processes involved, and there is at the same time a nee d 
for such knowledge , as a number of institutions and organizations in 
Sweden expend mllch effort to infl uence these processes in order to im
prove the consequences in a relatively large immigration . 

A pilot study was conducted in Södertälje, south of Stockholm, 
in 1973,a survey of more than 500 interviews with Finnish- and Swedish
speaking Finns plus a comparable Swedish group. A report on this study 
was published in 1975. No permission from the Data Inspection Board 
(referred to as DI) was required at the time . But in December 1974 an 
appli cation was sent to the DI to preserve a r e cord of the Södert ä lje 
survey for a short period of time . 

The main study of the project comprises about 3 000 interviews 
with four national immigrant grollps plus a SHedish group in Stockholm . 
The interviews; of about an hour's duration, are all done in the immi
grants ' own languages . They were planned to start in January 1975 , but 
were delayed by waiting for the final decision of the DI till April 1975. 
The last interviews will be made in May of this year (1976). The data 
will be statistically analyzed in computers. Reports will be published 
in a series of doctorai dissertations and a final report will present a 
comparative analysis of the entire study. 

An application for two registers was sent to the DI in December 
1974, one for the pilot study and one for the main one. Quick treatment 
was promised in preliminary contact with the DI; the decision, however, 
was made only in the middle of March. The civil servant who handled the 
case did his utmost to speed the procedure, but the case was considered 
both complicated and important and as it was the first principal de
C1Slon in this field of research, a delay was llnavoidable. A fee of 
almost 8,000 Swedish crowns was, however, reduced by 50 %. 

The DI requested that the interview questionnaire should be 
attached to the application, but did not ask for a specification of the 
purpose of the interviews as a whole, of the groups of variables included 
or of the operationalizing of these variables in various questions. This 
caused problems as soon as the DI sent out the application asking the 
following organizations and institutions for their opinions: LO (Swedish 
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Confederation of Trade Unions),TCO (Swedish Central Organization of 
Salaried Employees), SAF (Swedish Employers' Confederation), Statens 
Invandrarverk (Swedish Immigration and Naturalization Board),and Stock
holms Invandrarnämnd (Stockholm Immigration Committee). The two last 
mentioned were also asked to find out the opinions of those immigrant 
organizations whose members were included in the project. Without noti
fying the Political Science Department in advance, the DI sent out the 
questionnaire together with the application . The immigrant organiza
tions in this way received copies with a large number of questions but 
no explanation of the general purpose of the project nor of the specific 
purpose of this or that question. SAF critizised this way of handling 
the matter. 

Both the Swedish Immigration and Naturalization Board and Stock
holm Immigration Committee were strongly positive and showed great inter
est in the project. They made efforts to explain to the immigrant orga
nization why they wanted this survey and how it could be of value to 
the organizations as well . The National Union of Finnish Associations 
in Sweden, the Polish Refugee Council, the East European Social Committe~, 
the Polish Ogniwo Society in Stockholm, the Turkish-Swedish Association 
in Spånga, the National Unions of Yugoslavs - all advised in favor of 
the application . But all had access to the questionnaire, which in 
this way got a wide c irculation . Questions were published in the press, 
completely out of their context in the interviews. 

In March 1975 the DI decided to grant permission for two records 
used in scientific research and established only for a relatively short 
period of time. Among the conditions stipulated in the decision was 
the instruction that five questions about political party identifica
tion should be removed (see final section below). Other conditions 
were that every person interviewed should be given information about 
the content and use of the record, about the use of computers, etc . 
Specified dates Here set for the depersonification of the records. 

Amount of information and nature of data 

Permission to establish arecord shall be given, according to article 3 
in the Data Act, "if there is no reas On to suppose that this will cause 
.. . undue intrusion upon the personal integrity of the registered per
son" (om det saknas anledning antaga att •.. otillbörligt intrång i re
gistrerads personliga integri · ~ ~ skall uppkomma). It is left to the 
DI to determine what the content and the limitations will be of thp key 
concepts in this Data Act , "undue intrusion" and "personal integrity" . 
A number of illustrativecomments are given in the opinions and in the 
DI's decision in the case we are dealing with here . 

SAF stressed that the record would include a great number of in
formation of a kind that c0uld be classified as soft data, attitudes, 
values and opinions. "I<hen all these data are seen together and espe
cially over a period of time, they may be said to constitute a threat 
against the personal integrity of the individual person registered. To 
this must be added, that the populations of this survey are mainly im
migrants, for whom the survey procedures and possibly the partly un
familiar questions might be an experience that causes anxiety." 

If this statement were interpret ed literally and read outside 
its context, it would imply that social science should be restricted 
to small investigations, with few variables and no time series, and 
further that surveys should not be done on persons unfamiliar with 
survey techniques. As we shall see, however, SAF made this very gen
eral comment as an introduction to its statements on certain items in 
the questionnaire. 



TCO declared that in principle "the Data Act should not be ap
plied in such away that scientific research projects of evident use
fulness for the society and for persons affected by the research are 
prevented or unnecessarily obstructed . Great importance should thus 
be given to the ultimate aims of the project as weIl as to the atti
tudes towards the project among those who were to be interviewed and 
registered." 

The project in this case was considered valuable. But what about 
social science research that is not considered evidently useful for the 
society, or that does not gain a positive response from- the population 
that will be studied? This is one of the crucial points in this case. 
The opinions of SAF and TCO or other interest organizations are used to 
judge the relevance and value of research projects. There is a definite 
risk that only projects which, in the opinion of such organizations, are 
highly valuable will be given permission to establish records according 
to the Data Act. Interest organizations and governmental institutions 
might in this way exercise a decisive influence upon what research may 
be carried out and what may not. 

The Swedish Immigration and Naturalization Board and Stockholm 
Immigration Committee both showed great interest in this special proj
ect. They gave in their opinion to the DI their strong support for the 
application. But it is easy to imagine a situation, where a research 
project is planned without such support of even in opposition to pre
vailing ideas within the administration. The composition of the Board 
of the DI and the procedure of asking for opinions from agencies and 
organizations have established a controi not only of registration but 
also of social science survey research ~n general. 

Political party identifications - five questions forbidden 

The following iterns in the questionnaire were ordered removed: "What 
political party has the best solution to (a political problem)? What 
political party do you prefer a) in Sweden and b) in your country of 
origin? Were you/Are you a rnember of a political party in your country 
of origin/in Sweden?" 

Accorrling to the Data Act article 4, special reasons must be given 
to grant permission for arecord including data about a person's politi
cal and/or religious views. Statistical or scientific research purposes 
are foreseen as such special conditions, if sufficient guarantees are 
given against leakage of information. 
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In this special case, the DI found that the risk of unintentional 
leakage of information was hard to estimate, but the damage that such 
leakage might cause an individual could be considerable. As only few 
persons, the DI said, would voluntarily answer questions about their 
party identification, and final ly as data of this kind were not absolut~ 
ly necessary in this project, the five questions should be omitted. 

SAF wrote that data on party affiliation or identification in this 
case "were cnmpletely in conflict with ,the intention of the Data Act". 
In this case data on political views were coupled to an abundance of 
other data from interviews and registers. 

TCO discussed in detail the relevance of the questions about party 
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identification to the general purpose of the project. Data on politi cal 
behavior of immigrants mighr have scientific relevance, but were irrele
vant for soc:iety's planninp, of its immigration policy or for measures 
related to certain immigrant or immigrant groups. "lt is of course im
possible to predict to what extent knowledge of the immigrant's politi
cal party choice would influence the parties' views on immigrant issues, 
but already the very thought of such an influence brought about hesita
tion", TCO said . No demand was raised, however, that those questions 
should be omitted. 

A few comments are in order. The Dl had never asked for motiva
tion for including the iterns on political views. In a telephone call 
it was asked whether prohibition of the political party questions would 
stop the project . A negative answer was interpreted a~ if these data 
"were not absolutely necessary for the purpose of the project". TCO 
showed that it did not understand the importance of these ques tions. 
The effect of the deletion of these questions is that there are blank 
spats in the middle of the maps we are trying to draw. A local elec
tion reform in 1976 gave suffrage to immigrants in Sweden. Great ef
fort is being made to inform the new voters about their rights, their 
choices and the significance of these choices. The political social i
zation procpsses studied in this project cover a much broader spectrum 
of the political system, but immigrants' knowledge about and evaluation 
of the election and of the party system are central parts of the study. 

Neither the organizations nor the DI asked for the reasons why 
these questions were included. They made their own judgernent on whether 
or not the questions were relevant for the research project. The DI 

. even went so far as to write that it was technically impossible to pose 
these questions, as only few respondents would voluntarily answer them . 
This way of arguing was both incorrect and unreasonable. lt is true 
that many immigrants give "don't-know" answers to questions of this 
kind. But this in itself is a meaningful and very interesting answer 
with regard to the political socialization of immigrants . The vague 
provision of the Data Act article 4:3,that there must be special reasons 
to permit registration of political and religious views, has thus in 
this case been used by the organizations and the DI as a pretext for 
passing judgement on the analytical relevance of asking these questions. 

"Undue intrusion" 

In conclusion, the DI and the organizations and institutions which give 
their opinions to the DI in their application of the Data Act controi 
more than the technical use of records. Their broad interpretation of 
the concept "undue intrusion" has opened the door to controi of the re
levance both of a research project in general and of variables and items 
in particular. 

An interview lasting one hour and consisting of more than 150 
questions of a more or less personal nature must always be an intrusion 
on personal integrity. To decide whether this intrusion is undue or not, 
the DI wants to know what the purpose of the survey is, who is in charge 
of it, and how severely the intrusion is perceived by the person inter
viewed . Article 3:2 in the Data Act stipulates that in evaluating the 
risk of undue intrusion the DI shall consider "the existent or supposed 
attitudes of those who might be registered" (den inställning till re
gistret som föreligger eller kan antagas föreligga hos dem som kan kom-



ma att registreras). As the greater part of the population in this 
case were immigrants, both SAF and TCO stressed the necessity of spe
cial caution. The positive respanses of all the many immigrant organi 
zations heard from were essentia1 to the DI's final granting of per
mission. 

But these responses were positive not because the immigrants said 
there was in this ca se no or onlyasmall intrusion on personal integri
ty, but because they wanted this kind of research even if the intrusion 
was considerab1e. In anothe. si~uation other organizations or groups 
might call the intrusion undue not ~ecause it was in itself severe but 
because they did not want the research project. This again illustrates 
that research projects under this interpretation of the Act are depend
ent on the attitudes of organizations and institutions. 

Outside the present Act - or inside a revised Act? 

Could this project work without permission to use registers? SAF in 
its opinion to the DI advised the researchers to make themselves inde
pendent of the restrictions given in the Act. They should perform all 
their interviews and collect all their data first, and then abolish all 
personal identifications and estab1ish their depersonalized records be
fore starting their computer operations. 

TCO did not elaborate the idea as far as SAF, but mentioned that 
the outeorne of such a procedure would be a heavy increase in costs and 
consequently a decrease in the scope and intensity of the analysis. 

In this special case one record (the pilot study) existed already 
before the application. The other was established in order to get 
access to the National Population Register ' for sampling of the national 
immigrant groups, and for this a positive decision by the DI was neces
sary. The alternatives suggested by SAF and TCO were not available. 
If they had been available, they wou1d have caused extra costs and tech
nical problems, but they would on the other hand have eliminated the re
strictions of the DI decision . Interviews could have included all types 
of questions on political and religious views. The immigrants inter
viewed might have experienced this as much of an intrusion upon per
sonal integrity. But the Data Act wou1d not have been concerned, as it 
is exclusive1y directed to records. One of the lessons that might be 
learned from this case is thus that the Data Act might force researchers 
to find ways, costly and traditional, outside the controi of the DI. 
The alternative might be that the Data Act be constructed with the 
following aims: 

1. to distinguish clearly registers for scientific research from all 
other kinds of registers, 

2. to define "undue intrusion" in such away that the control under 
the act is directed only at the technical processes involved in 
scientiflc research, preventing misuse ef records or leakage of 
info rmation, but 

3. to refrain from all control of relevance, content or approach 
used in scientific research. 
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3.3 LONGITUDINAL STUDIES AND THEIR NEED FOR DATA 
by 

Carl-Gunnar Janson 

Truisms have the merit of being true. Moreover, it is of ten important 
to remember that they are true. Ishall mention a number of truisms and 
will begin directly with the following one: 

"If we want Swedish social sciences not to be only philosophic and 
exegetic but empirical we have to make sure they are supplied with rele
vant and not completely harmless data." 

Whether or not it is important for society to retain and develop 
empirically based social sciences is a question which our political 
leaders must take a stand on. If they believe it is important, then 
they should remember the truism that empirical social sciences can not 
survive without empirical data. 

Empirical data can clearly be of different types (the second 
truism) . Sociologists, for example, most of ten use cross-sectional 
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data obtained by surveys, i.e . data that describe a situation at a cer
tain point in time . Most of ten the information refers to persons or fam
ilies , even though other units like neighborhoods and local communities 
occur. If we confine ourselves to information about persons or families, 
it is generally derived from surveys, i . e. , questionnaire and interview . 
Such individual cross-sectional data are of ten clarifying, but they also 
have limitations and weaknesses. These, for example, emerge when one 
wants to study changes (the third truism) . In general it's difficult to 
avoid interpretations and ways of reasoning that concern changes and time 
factors . For example, if one finds a great er religious interest among 
elder people than among young people one natural ly asks oneself to what 
extent this difference can be attributed to differences between genera
tions and to what extent it can be explained by religious interests in
creasing with age . A mixture of slow and rapid changes may give an ex
tremely complicated cross-sectional picture . 

We may then extend the material to embrace independent repeated 
cross-sectional trials. This will give better results. But differences 
in time can on one hand originate from displacements referring to in
dividual persons, on the other from the substitution of persons be
tween the cross-sections, the lat ter through changes in the population 
and through using separate random samples. With only one observation 
per person you naturally can't know which persons have changed posi
tions. Repeated cross-sections involving the same persons would be 
even better, but if we want to know which persons have changed posi
tions, we have to interrelate the individual values over time. Other 
possibilities are to observe irreversible data when they occur or to 
pose questions about earlier conditions. Still such retrospective 
questions, as we know, of ten have serious sources of errors . Repeated 
cross-sectional data set s with identical individuals are for instance 
obtained by before-after experiments, something which has additional 
advantages, and panels, for example, in election campaigns. But both 
experiments and panels typically concern only short-term effects. If 
we want to study long-term processes, development of an individual 
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during childhood and youth, educational effects, social mobility and 
deviant behavior, observations over a long time are required, pre
ferably not retrospective observations but prospective ones. The period 
of observation can be covered by repeated cross-sectional surveys of 
a given population or by observing relevant situations and changes when 
they occur or through a combination of these procedures. Such a long
term study is what is usually called a longitudinal investigation . As 
research proceeds from simple to more complicated problems , when you 
need higher precision and validity of data, when sociologists af ter 
having enthusiastically stated the existence of differences turn to 
estimating the size of the relevant variables, the need for longitu
dinal studies rises . 

One basic prerequisite for longitudinal studies is an effective 
and public registration system. The Swedish registration system in its 
wide sense is sure ly the foremost asset for the Swedish social sciences, 
the best compensation for our smallness . The Swedish academic comrnunity 
is as we all know a small part of a small society. The population re
gistration system, in which I include the whole system of official re
gisters of persons, has unfortunately not been made use of by social 
research to its fullest potential. This I see as a consequence of the 
general American influence on Swedish social research. In the VS the 
same sources of information do ' nt exist . Therefore , American textbooks 
don't give them and the types of investigation based on them very much 
attention , but deal mostly with cross-sectional studies based on direct 
interviews . This brings about a similar tendency among us Swedish so
ciologists to have the same prejudice according to which secondary data 
become second-rate data . Nevertheless, something like a Swedish longi
tudinal tradition has developed. The Swedish contribution among the 
l ongitud i na l studies is striking . Studies as the ones by Härnqvist & 
Husen and Boalt contributed to drawing attention to the que s tion of the 
social class rec ruitment to higher education. At least during the 
last decade an increased interest in the longitudinal approach has been 
noticed with many new projects of this type : the one by Härnqvist & 
Svensson , The Örebro-project, Project Metropolitan, the one by Bengt
Olof Lj ung, historical ones, social-medical ones and so on. 

For a longitudinal investigation one first needs to be able to 
identify and locate the studied persons. One would prefer to keep the 
population within a restricted area, but from the original reference 
area it spreads out during the long period of observation . This leads 
to various technical problems that we willoverlook here. The essen
tiaI thing is to maintain the identification in one form or another 
during the whole period, as long as data are being collected. De-identi
fication is thus not possible . 

Secondly, one needs relevant data concerning the whole period of 
investigation (a new truism, I don't know which number it ought to be 
assigned, since I lost count). On one hand, data may come from in
quiries, and on the other from different registers . The data in the 
registers in turn of ten originate from interviews or questionnaires, but 
not from research interviews or research questionnaires. They can also 
be reports on decisions or other actions . To a degree they have other 
sources of errors than do data from inquiries . Sometimes they are su
perior, sometimes inferior with respect to relevance and reliability. 
Regardless whether one makes use of surveys or records or both, data 
have to be provided for different times, that is be put together from 
separate or continuous substudies. 



Until now there have been three types of data available for 
Swedish longitudinal studies. 

First: Information from population registers and other public 
record~hese data have been useful in sampling and follow-up, since 
they have been available to researchers as weIl as to others. Thanks 
to the Swedish public documents principle and our extensive population 
registration system in its wide meaning, data of this kind have become 
remarkably extensive. 

Second : Data from investigations involving direct participation 
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of the subject in the study; mostly surveys but also health investiga
tions or the like. It's self-evident that participation in such investi
gations always has been and still is voluntary. Yet, it has of ten been 
possible to make the non-response frequency relatively small because 
there is a high probability to locate a person selected for a sample 
and because respondents have shown ·rather confiding attitudes. An in
terview mi~ht natural ly entail an intrusion into someone's priva~e 
life, an intrusion that responsible researchers always have tried to 
restrict as much as possible. Here it is essential that participation 
is voluntary and that this is made clear, so that the persons involved 
can decide for themselves if they consider that the circurnstances speak 
for or against their participation, their children's or their family's. 
Of course their decision might depend on to what extent they believe in 
the promise of confidentiality given by the interviewer and the re
searcher. The reality of the voluntariness has been put in question, 
but if it is as fictitious as some claim one would consider it strange 
that non-responses due to refusals to participate actually do occur and 
this is obviously more and more of ten the case. 

Third: Data from non-public registers that have been made avail
able with special permission, that is, through a political decision, by 
the government or a governmental agency . The permission has then been 
given with certain preconditions: that the research is of responsible, 
non-commercial nature, that the data-secrecy is ensured and that publica
tion is made in away that does not allow identification of individual 
cases. The point of departure has been that it is considered to be 
good for society that the information in question is made available. 
It's worth noting that on the one hand these political decisions were 
mad e without the registered persons being asked or being able to with
draw from participation, on the other that the criteria on social util
ity were unspecific, which would make room for critical research. More
over, it has to be stressed that quaIity scrutinization of research is 
generally considered to take place through the treatment of applica
tions to research councils for grants, that is in another context than 
the granting of permission . 

The Data Act brings about a threat of deterioration so that the 
whole investigational type of longitudinal research is jeopardized . 
If that threat should become real it will lead to a serious loss for 
research and thus also for society and its members . Until now the dis
cussion about personal integrity hasn't sufficiently considered the 
longitudinal studies and their demand for data. 

A longitudinal investigation requires a so called research regis
ter. Research couldn't be pursued without such a register, but on the 
other hand it doesn't reQuire more than that in terms of data. It does 
not require a so called decisional register. By a research register is 
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meant a register used for research but not for making decisions con
cerning an individual unit in the register, Ca person, a family or the 
like), the latter with one exception: namely concerning possible deci
sions to try and acquire data about the person through his direct parti
cipation, for example in a survey where participation naturally is vol
untary. The most important element in the definition is the demand that, 
with the given exception, the register is not to be used as a basis for 
decisions on measures to be taken, be they positive or negative, upon 
the individual subjects of registration . By conclusions from its re
sults or the like, the investigations may have indirect consequences 
for society and its members, but it doesn't bring about any particular 
consequences for the individual subjects of registration in contrast 
to other persons and families Cexcept from being asked if they want to 
participate in prospective surveys, etc.). 

Thus the definition of a "research register" is essentially nega
tive : the decisive factor is that decisions about actions are not made 
with reference to the register . The use for research in itself does not 
make a register into a research register, which means that if in addi
tion the register is used as a basis for decision on measures concern
ing registered units, it is a decisional register . In contrast, a 
research register may obtain information from decisional registers. 
Information is then being used for another purpose than intended at 
the time of the collection of data, unless you don't take into account 
from the very beginning that the information in decisional registers 
may be used for research. Not all empirical social research about per
sons needs personal files. Personal identification is not needed in 
the treatment of data in pure cross-sectional studies. On the other 
hand, certain types of research demand data that can't be included in 
a research register . This is the case with so called action research. 
That the researcher more or less directly interferes with the living 
conditions of the participants , is here an essentiai factor . In con
trast , the results from experiments in a usual sense could be included 
in a register of research . Current ethical rules like voluntariness, 
confidentiality , non-detrimental content, dissolvement of possible 
effects of the experiment af ter it is completed, etc., are, of course, 
valid for experiments . To conclude, research registers thus re gard 
such research which doesn't comprise or lead to measures upon partic
ipant individual units other than possible efforts to involve the par
ticipants' direct, voluntary contribution to the data collection. 

Data are of ten transferred to research registers from decisional 
registers and from several different registers. As we know in the Data 
Act such mergers are regarded with suspicion, but here too one should 
make a distinction between decisional registers and research registers . 
Merging in decisional registers are of ten aimed at crosschecking and 
may give new significance to the information in individual registers . 
It might become a question of fatal revelation of conditions that the 
informant has tried to conceal. In research registers, mergings can 
be a stage in a validity control, but discrepancies are completely void 
of consequences to the persons concerned . Moreover the objective of 
merging is most of ten another one, namely to obtain additional varia
ables, for example to cover several subject fields and thus get data 
about additional independent variables, of which a dependent variable 
is regarded as a function. 

Research registers and decisional registers also differ in terms 
of required precision. In research, precision is not required for the 



sake of individual decision-making. One deals with errors in measure
ment and feeds these into the model of analysis and aims at general 
conclusions about categories. One could even introduce a compulsory 
noise in research registers, with a random variation adjusted to the 
context, so that no one reading the data could be sure that the re
gistered information for a person real ly describes the characteristics 
and conditions of this person. This should make the information com
pletely harmless even in wrong hands and would replace different forms 
of "randomized response" and "combined questions". This procedure is, 
however, inconsistent with the Data Act. 

Certain longitudinal investigations aim at prognoses of some 
out come for individual persons with given constellations of character
istics or living conditions. Nor does that typ e of study me an or lead 
to decisions about actions regarding individual persons in the investi
gation. In this, the connection is established between results, cha
racteristics and conditions which form the basis of the prognosis, 
which possibly can be used for other persons later on. In contrast, 
the outcomes for the subjects of registration have become known al
ready in the investigation. For them there is evidently no question 
of any prognosis with possible adherent decisions. 
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Reasonably the question of the right to personal privacy is es
sentially different for research and decisional registers. In the first 
case it is a question of data entailing no consequences for the individ
ual . In the other case data can be of great importance to the individual. 
It can be addp.d that it isn't at all clear what is understood as a threat 
of ones right to personal privacy as regards data. Limitations are placed 
on the individual's privacy by society. lVhat citizens may reasonably de
mand and may reasonably have to accept has to be determined by political 
decisions. If thereby the consideration of the right to personal privacy 
is regarded as requiring certain additional restrictions on research, 
this may lead to an already small minority being able to force their 
will upon a strong majority as regards what kind of research to carry 
out . For example if the subject of registration is to give his per
mission every time you are feeding data to research registers it becomes 
practically impossible to use such data for longitudinal aporoach. A 
survey is then added to the gathering of data. The costs in time, labor 
and money for this may become close to prohibitive, particularly since 
the size of random samples from registers of ten are much larger than 
ordinary samples for surveys . The non-response of not found persons 
and persons not wanting to participate may of ten be expected to be a 
selection with particularly interesting cases overrepresented. If only 
20 or 30 per cent of a cohort have to be excluded from a study of data 
from a register, by not having given their permission to it, this can 
make the investigation almost pointless. Then it doesn't help if the 
rest of the cohort by any chance would wish that the longitudinal 1n
vestigation be carried out, for instance, because they believe it may 
result in helpful knowledge about schoois, conditions of growing up, 
class differences, different social problems, etc. 

If one takes as a point of departure the sense that has here been 
given to "research registers" and if one really understands what such 
a personal file implies it is difficult to see how a research register 
can reasonably be a serious threat to the right to personal privacy. It 
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is difficult to understand that it would imply an inappropriate demand 
on the members of society. 

This is valid if an important prerequisite is taken into account, 
namely that the secrecy is satisfying. This is what should above all 
be discussed concerning research registers. Here we have a direct con
nection and a direct support in the professionai ethics of the researcher 
as it was developed long before the Data Act came into existence . The 
responsible researcher is not in a position to guarantee anonymity but 
to promise confidentiality. The information is given in confidence and 
is not divulged to authorities or other persons. We have here a non
codified correspondence to the relation of the doc tor and psychologist 
to their patient and the one of the lawyer to his client. lt has long 
been clear that such an attitude is an absolute prerequisite for sur
veys and longitudinal studies. To my knowledge, there weren't any eth
ical grievances about Swedish social research lying behind the demands 
on protection by law. There wasn't a ~adical change in conditions with 
the ADB. Surveys and data in registers both within and without longi
tudinal studies existed much earlier than ADB. In certain cases it is 
or was easier or at least quicker with ADB. In Project Metropolitan 
many types of data have been obtained by manual search of files and 
excerption of dossiers, and the data we have acquired through computers 
are of the kind that older longitudinal investigations got too. I sup
pose that coded data and data on t ape imply an improvement of the pro
tection of secrecy as compared to unc oded data on forms. Contrary to 
this we have to admit a deterioration in thi s protection through the 
Data lnspection Board's list of records, so that now one can easily get 
to know where to look for what. 

One of my last truisms will be that there is never any 100 per 
cent guarantee for anything . There are always risks . This might be 
the case for aircraft or other traffic, power supply or participation 
in conferences, but the question is the relative size of the risks of 
different alternatives including renouncing from activity and the oos
sible profit of the different lines of action . The same applies f~r ADB. 
I presume that all data can be cryptographically analyzed if one lias suf
ficient will and enough resources, whatever the precautions taken. (Data 
in text en clair don't have to be decoded . ) Here one has to judge the 
risks against the incentives for such violations. Of course, somebody 
who wants to prove that decoding is possible may have incentives for 
such exaction, but otherwise it should be better to spend one's energy 
trying to exact material from decisional registers . Criminal records, 
social records, records of veneriai cåses and other medical casebook 
data, rccords of party members, etc. should be more useful. As a rule, 
with reasonable means of protection research registers are, or can at 
least be made, more complicated to decode and give less results. 

To conclude l'd like to stress the fact that l'm convinced that 
the problems l've dealt with here can be solved if the re is enough good 
will. I will finish with a last truism alleging that researchers have 
such good will . 



3.4 IS THERE A NEED FOR LONGITUDINAL STUDIES IN THE 
SOCIETY OF TODAY? 

by 

Allan Svensson 

I will here present an orientation on a longitudinal project, called 
the Individual Statistics project, and I will mention something about 
its importance to research and investigation work made in the field 
of education. Moreover 1'11 consider some of the consequences that 
the Data Act and the so called ethical rules may bring about con
cerning these types of longitudinal investigations. 

The outline and aim of the Individual Statistics project 

Since the Beginning of the sixties the Swedish Central Bureau of Sta
tistics and the Institute of Pedagogy at the University of Gothen-
bur g have gathered information for the so called Individual Statistics 
project. The first time a compilation was made was during the spring
term 1961 and then concerned pupils born the 5th , the 15th and the 25th 
of any month in 1948. This information for about one tenth of the gene
ration was then annually completed with data until 1969. In the spring
term of 1966 a compilation of information was started in the same man
ner concerning pupils born the 5t h, the 15th and the 25th of any month 
in 1953 and this information has annually been completed until 1974. 
In the first test sample the number of individuals amounts to about 
12,000 and in the second to about 10,000. In both test samples about 
90 per cent of the pupils were, on the first occasion of compilation, 
in the sixth form within the compulsory school system. 

Among the information gathered for the project one can mention: 

I Basic information 

a) Information about school attendance, for example form, type of 
class, character of the class, school reports. 

b) Information about certain personal conditions like the profession 
and education of the parents. 

c) The results of three ability-tests, one verbal, one spatial and 
one inductive. 

d) The results from the standard tests in the mothertounge, mathe
matics and English which are given to pupils in the sixth form. 

e) Answers on certain questionnaires that illuminate the pupil's 
attitude towards school, his leisure interests and plans con
cerning future studies and profession. 

II Annual information 

Information about schoolconditions of the same type as above under I a). 
The information is collected as long as the individuals are undergoing 
education. 
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III Information of enrollment 

The information is obtained when the male part of the pupils enroll 
for military service and consists among other things of educational 
data, results from four intelligence tests and answers on certain 
questions concerning adaptation to the home, to school and work. 

IV Information from U-68 

According to instructions from the Investigation on Education of 1968 
(U-68) inquiry-data have been collected for about a third of the pupils 
who are included in the test sample of 1966. The inquiry deals with 
among other things the attitude of the pupils to higher education and 
their views on different professions. 

V ATV-information 

In the years of 1970 and 1973 an inquiry was sent to the approximately 
2,000 men who are included in the test-sample of 1961 and who don't 
have any theoretical education above the compulsory schoollevel . The 
collected information, among other things, illuminates the attitudes 
to adult education among these persons. 

The aim of the Individual Statistics project and the data bank 
established by the project may be seen as threefold : 

l . To enable follow-up-studies of large representative samples of 
pupils and see how different geographical, social and psycholo
gical factors influence the choice of education and profession, 
and to exarnine what changes in these respects the shift to the 
nine-year comprehensive school has brought about . 

2 . To give a ba si s for studies concerning the significance of dif
ferent environmental factors to displacements of intelligence, 
partly within a sample o{ pupils tested at different age-levels 
(13 and 18 years of age respectively), partly between different 
samples of pupi1s tested at the same age-level but at different 
times (1961 and 1966 respectively) . 

3. To deliver data to investigations aiming at illuminating how dif
ferent types of demographical and personality-related factors are 
related to success and adaptation at school. 

Within the first sector we have carried out several investiga
tions concerning the choice of higher education. We have studied 
the tendency to continue with different kinds of secondary education 
among pupils coming from different school-forms, from different parts 
of Sweden and from different strata in the society. Success in studies 
have been related to home-milieu, ability-profile, study-ambition, 
leisure activities etc . Recently we have given special attention to 
the problems of adu1t education and we are at present studying the co
variance of different background factors with choice of and success 
in different types of post-secondary education. 

Within the second sector we have studied, with the help of the 
basic information from 1961 and the enro1lment information from 1966, 
relative displacements of intelligence between 13 and 18 years of age. 
It becomes apparent that the displacements of intelligence that occurred 
during the five-year period are systematically related to differences 
in theoretical education and to a certain extent to divergent home-



backgrounds. This concerns mostlya quantitative factor which measures 
the level of general ability, but also to some extent a qualitative 
factor which gives a measure of the structure of the ability . 

The pupils bom 1953 and tested 1966 went through the same in
telligence test as the pupils born 1948 and tested 1961. The average 
point s of the test have increased with a few units between 1961 and 
1966 . The increase is largest in the verbal test but quite noticeable 
in the inductive and spatial tests too. The results indicate that there 
has been an actual rise with respect to intelligence for l3-year old 
pupils between 1961 and 1966. It's also worth mentioning that this 
rice is higher among girls than among boys, somewhat higher among 
pupils from lower social group s than among upper social groups and 
clearly higher among pupils from thinly populated areas than in densely 
populated areas . 

Within the third sector we have investigated the significance of 
home-milieu to school-work and we have among other things made thorough 
studies of over- and underperformances at school. In this connection 
we have found that pupils from higher social strata succeed better in 
school than one would expect from their intell i gence, while the contra
ry goes for pupils from lONer strata . The connection between social 
background and relative school-performance still varies systematically, 
partly between different subjects, part ly when standardized proficiency 
test and the teacher's marks respectively are used as a variable on 
criteria . 

HAS THE INDIVIDUAL STATISTICS PROJECT HAD ANY ESSENTIAL SIGNIFICANCE 
FOR THE RESEARCH OF THE BEHAVIOURAL SCIENCES? 

I can answer this question with an unreserved "yes" . I then firs t 
think of the pioneering studies by Kjell Härnqvist concerning the 
significance of different environmental factors for the development 
of intelligence during the years of youth. But even in another way 
the project has given certain scientific gain - among other things it 
has as a result three doctoral dissertations and eight licentiate dis
sertations . 

HAS THE PROJECT BEEN OF ANY INTEREST OUTSIDE THE NARROW CIRCLE OF 
RESEARCHERS? HAS IT HAD ANY FUNCTION THAT WAS OF BENEFIT FOR SOCIETY? 

I'd like to give positive answers to these questions too. Let me give 
two examples : 

vlhen the Investigation on Educatio.1 (U- 68), in the year 1968 was 
supposed to study the choices of studies and profession af ter the ninth 
form in the comprehensive school, it was of great value to have the In
dividual Statistics material available . By completing this with a 
smaller collection of data, one could in very subtle ways illuminate 
how different background factors like sex, home-milieu, pre-requisites 
concerning ability, earlier performances at school, direction of inter
ests etc . influenced the choices of profession and education . 

The project has also been es sential to "the Investigation of the 
Inner Work of the School" (SIA, Utredningen om skolans inre arbete), 
In the directions of SIA it was particularly stressed that one should 
pay attention to th~ situation of the weakly performing and the under-
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performing pupils. Our studies concerning the problems of underper
formance thus become of central importance to the investigation and 
the suggestions of measures that were given in the research reports 
of the project are to be found in the main report of SIA. 

WHAT CONSEQUENCES FOR THIS TYPE OF LONGITUDINAL STUDIES DOES THE 
DATA ACT INVOLVE? 

From the point of view of research it would be unfortunate if it was 
not possible to carry out these kinds of investigations in the future. 
Among other things this would mean that Sweden would have played out 
her role as a pioneering country on this sector of the pedagogical, 
sociological research. The different types of longitudinal studies 
that have been carried out have as a matter of fact drawn great inter
national attention and the results of their research have frequently 
been connected in manuals . 

If it in the future would be too demanding and too many bureau
cratic obstacles to overcome to make it possible to carry out longi
tudinal studies, the risk is too obvious that the qualified researchers 
will leave this field and look for fields where it is easier to work , 
where you don ' t have to risk clashing with the Data Act and the Data 
Inspection Board . 

If thus from the point of view of the researchers it would be 
regrettable if this type of activity ceased, the consequences should 
be even more serious when it concerns the general planning work within 
the area of educational politics . Then it will be considerably more 
difficult to get answers on such questions as : 

HOW DOES THE SECONDARY SCHOOL FUNCTION? 

WHAT IS THE CAUSE OF ALL THE INTERRUPTIONS OF EDUCATION? 

HOW DOES THE REEDUCATION IN THE SECTOR OF HIGHER EDUCATION FUNCTION? 

WHAT MEASURES SHALL WE TAKE AGAINST THE SOCIAL SELECTION? 

HOW IS THE NEW UNIVERSITY REFORM TO BE EVALUATED? 

If you want exhaustive, thorough answers to these types of 
issues, you have to allow large follow-up-studies in the future too . 
Personally I'm convinced, that with some -good will, we will find solu
tions that satisfy both the researchers, the investigators and those 
who are to see to it that the Data Act is applied . 

To conclude l'd like to touch upon another important factor that 
relates in certain ways to the Data Act. 1 ' m thinking of the so called 
Ethical Principles (of Research) for Psychological and Pedagogical 
Human Research that were approved one year ago on a trial basis by the 
Swedish Council for Social Science Research. These principles will 
possibly be approved of by the National Board of Education which re
cently has circulated them for review and comment . 

The main principle in these ethical rules is as follows : 

"The self-evident basis for research-ethical considerations, wirh
in psychological-pedagogical research is that the participants in the 
investigation are not to be exposed to physical or psychological dam
age or humiliation and that they have to be protected to the greatest 
possible extent against discomfort and inconveniences." 



Of course I stand completely behind this main principle . No re
searcher should be of any other opinion, and no one should consciously 
go against this basic principle. What I'm on the other hand very doubt
ful about are some of the points derived from this principle. Among 
other things they say: 

l . Participants in the investigation have to be informed beforehand 
about all the features of the investigation that quite likely could 
influence their willingness to participate. 

2 . Af ter the participants have been informed their individual approval 
has to be received . This should take place under conditions that 
give them actual freedom of choice. For those not of age approval 
also has to be received from the guardian . 

3. Participants should be informed beforehand about their right to 
interrupt their participation at any time. 

If these points are to be practised in the future, not only longi
tudinal studies but almost any form of larger pedagogical field in
vestigation will with great likelihood be rendered impossible . 

As regards i nve stigations of the same type as the lndividual Sta
tistics project , l'm not of the opinion that there is a need for such 
strict directives . According to my opinion the suggested "security 
directives" are only needed in cases where the persons of the experi
ment are exposed to physical or psychological influence lying beyond 
the normal school-situation, or when the pupils are asked to answer 
questions concerning things that the school normally has no reason to 
investigate. These points of view have been thouroughly motivated by 
the Inst i tute of Pedagogy in Gothenburg in a committee report to the 
National Board of Education . 
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3.5 CONTRIBUTlON TO THEME NO. 2 

by 

Lars Wohlin 

The Institute for Economic and Social Research (IUI) engages in emp1r1-
cally oriented economic research mainly about companies, with informa
tion from the companies. We also do quite a bit of research on the eco
nomic behaviour of individuals. We are involved in consumption analysis, 
budget data for households, migration tendencies of labor, etc., but I 
will here restrict myself to our research involving firms. One can 
hold different opinions about the role of the firm in society. Some 
see it as a social institution which has certain production tasks to 
manage . Other see it as private corporate body, conceptually almost 
like a person, having the right to a considerable private sphere, with
out any obligation to society to divulge information. Myself, I take 
a utilitarian attitude towards the issue of the du ty of the firm to 
provide information. This duty of the firm shouldn't be greater than 
what is motivated by the economic welfare of the country and then you 
may ask the next question: How far does it stretch? First, attention 
has to be called to the fact that it isn't always easy to draw a line 
between the individual and the firm . This is the case, for example 
with small companies . We have come across this problem when investi
gating the financial situation and earning-power of a small company: 
it is not possible without investigating the economic situation of the 
owner. Then you immediately see this difficulty in drawing a line. 

The second problem regarding the du ty of the firm to provide 1n
formation or the use of information provided by firms is that this in
formation sometimes concerns employees and the management does not al
ways have the right to devulge information about its employees . This 
can be the case with individual wage-systems in the company and the 
desire to link this to the profit-earning power of the company. One 
would think that profitable companies pay higher wages and so on . We 
have worked with simple hypotheses like this one, but as I mentioned, 
here we are faced with difficulties in drawing the line. 

A third aspect of the duty to del iver information is that the 
firms compete with each other and don't want to provide information 
fearing it might become available to its competitors. The profit 
generated in a firm is of ten determined to a great extent by its ex
clusive know-how. Society has understood the importance of the right 
of firms to retain this kind of information which is essentiaI to their 
ability to compete - for example, laws governing patents . To stimulate 
the companies to create new knowledge they have to be given a right to 
make exclusive use of this knowledge during a number of years. Other
wise, there would be too little incentive to obtain new knowledge. 

When we have gone out and posed questions dealing with such sen
sitive issues as th~ firm's eompetitive position, even though we were 
otherwise weIl reeeived, we have received no answers, for having come 
too elose to very "hot" issues. For examole, this was the case in an 
investigation about what generates innovation in firms. Here, we were 
quickly approaching central and sensitive issues in the Swedish en
gineering industry, where one is working with plans lying 5-10 years 
ahead, about the produets to be sold then. If they are to sueeeed 
with their new produets, then it is essentiaI that no other company 
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introduces an equivalent product. So we always get to a ooint where 
the company will simply refuse, even if they have full confidence in 
us. One has to accept that the companies will not divulge information 
that is vital to them. 

There isn't any Swedish interest in forcing comoanies to provide 
information that can make it more difficult for Swedish companies to 
compete with foreign companies . 

I would also like to mention the problems we had when we made a 
large investigation into the direct investments of Swedish companies 
abroad ~nd tried to obtain information about their subsidiaries abroad. 
Here the fact is that if we start demanding information about the sub
sidiaries of Swedish companies, it becomes a very sensitive interna
tional matter. You can imagine that one would find oneself involved 
with weighing very delicate matters if American, Japanese and other 
governments would demand that their subsidiaries in Sweden should give 
out information about Sweden. Pe in Sweden believe that ITT's Swedish 
subsidiary which produces equipment for the Swedish national defence, 
should not be required to give out this information or any information 
whatsoever, to the American authorities, and vice versa . Thus, con
siderations of international relations limit the oossibilities to de
manding information from the foreign operations of Swedish comoanies . 
Of course we have carried out investigations, but we haven't been able 
to penetrate as deeply with the investigations as we woulJ maybe have 
wished from a researcher's point of view. 

When collecting information about firms we of cOllrse partly make 
Ilse of existing material which in this country has mainly been collected 
by the Central Bureau of Statistics (SCB); but there also exist other 
institutions and growing number of such institutions which are collect
ing their own information. The Swedish Price and CarteiOffice (SPK) 
for example are not modest in their ambitions to collect such material. 
The same is true for the Swedish Board of Occupational Safety and Health. 
We try to use this material, and here we have practical difficulties. 
There has been a growing reluctance on the part of SCB of permitting ac
cess to their records. Previously we were permitted to make use of a 
richer collection of material directly from the SCB that made it unnec
essary for ilS to seek it from the firms. Now this has changed. Now 
we can hardly get any information from the SCB, the research paragraph 
that is said to exist in the regulations of the SCB seems for us to be 
very unclear and seems to be applied in a very hazardous manner. Some
times it works, sometimes not. We feel that we are somewhat handicapped 
in relation to investigations conducted by the government. I know that 
the SCB probably would not admit this, and I don't know if it's actually 
true, but we have experienced it that way when we have discovered the 
kind of material made available to them. 

When we cannot get access to the SCB files we have to send an in
quiry to each firm to find out if we may get access to its primary ma
terial delivered to the SCB. Thus, this is our normal procedure now
adays, but of course it is complicated for two reasons. It delays the 
project maybe a year to get Dermission. In addition, when getting the 
permission, one has to pay quite much to the SCB to make copies of the 
material given access to. We started a test investigation, which showed 
that only to get copies of the data given to the SCB from one company 
would cost us 5,000 Skr. You will then understand that these charges 
amount to sums that are not possible to deal with. 



Another problem is to get information about sampling frames. To 
know what firms to investigate we need a sampling frame. The secrecy 
at the SCB has now become so great that we can't even obtain frames 
from the SCB. That is, we can obtain a sample, but we can't obtain a 
record of the firms containing more than names and addresses. We will 
not get information about the number of people employed or any addi
tional variables. This means that we don't have any possibility to 
controi the quaiity of the SCB's material before the investigation . 
Earlier, in the sixties, when we had permission we could go through the 
population in question and find a great number of errors in it. 

Hence, as regards populations and the duty to report, I think that 
the firms should have such a duty to repor t or t hat one should be given 
access to certain general back ground variables, which are necessary to 
identify the firms, in order to establish decent frames of sampl i ng . 
Certain general information like for example the number of people em
ployed and if possible sales statements would be of great value if it 
could be regarded unclassified material. 

l'd like to emphasize the significance of access costs. There is 
a very subtie difference between being given access to material, let's 
say it costs a million, and actually not being given access to the ma
terial. Imean, that man y times the question of economical availability 
is of central weigh to the researcher . If you are faced with very hi gh 
costs to get access to the material, natural ly research will take place 
on the large institutions with economic resources . l'm happy to say 
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that IUI has better resources than many others - we are not handicapped -
but we have very high expenses in this respect. 

The institute itself collects information for research, and data 
about the firms. We've been the first in this country to collect in
formation about the expens es for research in Swedish industry, about the 
foreign investments of Swedish firms, the lorry traffic, etc . Then the 
SCB has taken over these statistics and turned it into recurrent regular 
statistics. We thus initiate new studies which are built on new theories 
and which are based on inquiries, and these are of course of a voluntary 
kind . There is no authority we can appeal to in order to oblige the 
companies to provide information. We don't represent the state . We 
consequently have to convince the firms of the suitability in partici
pating in our inquiries, and it ~hould be noted that every researcher 
real ly has to put a lot of effort into convincing the companies on the 
one hand of the general interest of the investigations and on the other 
that the researcher himself has enough capacity to analyze the collected 
material. l think the demand on secrecy is possible to deal with. How
ever l'm of the opinion that the SCB and all the others who collect ma
terial via special units, have to better motivate the collection of in
formation. When answering an inquiry one wants to know: Which problems 
are to be solved by the information provided? Which people are respon
sible for the material being analyzed in a qualified way? Like the 
firms, I myself don't only have demands on secrecy but also on a quali
fied usage of the given material. 

The firms have very high costs for answering our inquiries. The 
last investigation carried out cost the institute close to half a mil
lion crowns, but at the same time we asked how many weeks had been spent 
by a qualified clerk to obtain the information concerning the firm, and 
with a somewhat stereotyped calculation of the costs per hour we arrived 
at the conclusion that the collection of information itself within the 
firm cost about the same amount of money. Therefore one really has to 
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remember not to pose questions that make the information costs too high 
for the firms, because then you will not obtain any answers or you will 
obtain answers that are close to pure guesswork. The whole quaiity of 
the investigation is then considerably lowered. 

Convincing the companies to answer our inquiries is a difficult 
task since we many times pose new questions, new types of analysis, 
that the firms are not used to, and then you can't make use of general 
investigations but have to start with explorative studies, in which 
you first convince 2-3 firms; then make an analysis of their material, 
and then show how this may give general ly interesting results and fi
nally to provide a foundation for more extensive collections of material . 

Of course another problem is that we many times are interested in 
time-series of information from firms, stretching over a long period . 
In this respect we are dealing with longitudinal studies when we are 
concerned with individuals. Maybe we are also dealing with longitudinal 
studies when concerning ourselves with firms, but when it regards firms 
it is almost impossible to de fine what a firm was in 1956 and what it 
was in 1976 . A firm in 1956 could be something completely different 
twenty years later even if it has the same name . Therefore it is dif
ficult to interpret information from time-series concerning individual 
firms over long periods of time . The difficulty does not lie in the 
issue of secrecy but in identifying the object itself . 

Information about firms consequently very easily becomes out-o f
date . It should be possible to demand less secrecy when dealing with 
material that is over fifteen or ten years old, than when dealing with 
recent material . There is no firm which does not experience five year 
old information as history, as something not worth dealing with, while 
an individuaJ naturally may think that it's very delicate to deal wi th 
what he was doing 25 years ago. 

The IUI thus collects material on its own and this means that we 
are almost in the same position as the SCB when it comes to meeting the 
demands of other researchers on access to our material . The IUI owns 
the material and the principle employed is that the researcher who has 
collected the material may use it, that is, in order to write his thesis , 
and try to exhaust the material before handing it to anybody else, and 
this is most of ten a question of a period of 5 to 10 years. No quali
fied researcher would otherwise collect material, and one needs the most 
qualified researchers to collect material if there is to be any mate
rial worth analyzing. That' s why you all the time have to support those 
talents who are willing to sacrifice four years of their life for the 
collection of material . This is why 1 ' m very restrictive with letting 
other researchers have access to the material, before the investigator 
himself has completed his project . But of course other researchers must 
have the right to be taken in to consideration later on, among other 
things, in order to check the quaiity of the research made . Neverthe
less this implies a considerable time-lag and if they are to be given 
access to this material we too have the same demand as the SCB has , name
ly that they have to ask the companies to be given access. But for ma
terial older than 25 years, we have omitted this procedure. In this 
case we have modified this principle. 

As far as information about plans is concerned I think that the 
duty to report is meaningless . No company can be held responsibl e for 
not fulfilling its plans. You could always put the blame on the change 
of external conditions. The answers are easily adjusted t o what is 
thought to be expected by the inquiring authority. 



I would like to end this contribution by expressing a wish for 
the development of a dialogue with the Central Bureau of Statistics 
about how far this secrecy about the information is to reach, with 
what right you will be able to borrow data tapes and carry out compi
lation and programming on your OWTI. When merging two tapes at the SCB 
to sort out certain aggregated information, the SCB has to account for 
the programming and that programming-cost may, as we experience it, 
sometimes be very high compared to what we would spend ourselves on 
that procedure. A much more thorough debate is needed on the princip les 
for using the material of statistics on firms kept by the SCB . Further
more, it is not meaningful to press the firms to give information con
cerning plans or information that give such high information costs that 
you real ly cannot expect to obtain any answers or information that is 
so essential for their competitive situation that they are likely to 
tell tales . 
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3.6 DISCUSSION 

Chairman: Staffan Helmfrid 

Sune Äkerman: 

I would like to point out more strongly than has been done in our ear
lier discussion how important the long, comprehensive data series are 
for research. As you know, in Sweden we happen to have such data series 
from the mid-eighteenth century. Interference with these series means 
damage to the life nerve of research. It is therefore extremely un
fortunate that in the Swedish riksdag (parliament) bills have been put 
forward time and again in all seriousness to the effect that the cen
suses of 1965 and 1970, among other things, should be decoded in order 
to prevent identification of individuals . These political ly motivated 
proposals have been made with reference to the integrity aspects. 

If they should be successful, this would be a dramatic impoverish
ment of information systems which are unique in the world and which per
mit longitudinal studies based on individual data, which give us possi
bilities to carry out real ly deep analyses of various changes in the so
ciety and their effects on the population. 

It is still not clear how real the threat to the collection and 
maintenance of data which is fundamental to research should be consid
ered to be. But there are signs indicating that scientists must beware . 
Otherwise they risk being confronted with a very painful fa i t accompli. 
As for myself, I therefore find it urgent for us to organize a resist
ance and an enlightenment campaign articulating our views which have 
hitherto been so little taken into consideration. 

Thus , to me the long data series appear much more important , not 
least to future research which will try to reconstruct what has happened 
in the post-industrial stage, than the panel studies based on small 
samples of the population upon which the discussion has centered . Here 
we cannot escape our responsibility by defining away some of the fil e s 
by calling them "research files" . Without doubt the most exciting re
search must be based on long, fundamental data series which can then, 
of course, be supplemented with interviews, etc . Unfortunately, we can 
never in the future repair the damage which a short-sighted and unwise 
policy in the present can cause by blocking and deforming the collection 
and storage of the form of raw data under consideration here. l 

ärjar äyen: 

Allow me to say, Mr. Chairman, that I am pleased to have the opportunity 
to participate in this meeting. 

The Norwegian Ministry of Justice now is considering a proposal 
for a Norwegian data act. The proposal has been evaluated by various 
agencies and organizations, and it is expected that a proposition for 
a law will be written in the near future, and that the proposition will 
be considered by the Norwegian National Assembly not during the present 

l For a more detailed argumentation, see Forskningens framtida datatill
gång (The Future Availability of Data for Research), prepared by C. Win 
berg and S. Äkerman and commissioned by the Coordinating Committee for 
Long Run Research (June 1976), especially pp. 7-23 and 58-78. 
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session but probably during the next session of the assembly, that is, 
in about a year or so. Nobody knows what this law proposition will be 
like in detail, but the recommendations, developed by a committee chaired 
by Mr. Helge Seip, now Secretary General of the Presidium of the Nordic 
Council, have some striking similarities in many point s with the Swedish 
Data Act, and it is probably no coincidence that the text of the Swedich 
Data Act has been printed as an Appendix to the recommendations of the 
Seip Committee. 

According to the proposal research will fall within the domain of 
the law, and the question of whether or not to grant permission to de
velop a personal data system for research purposes will be decided on the 
basis of two main criteria. The first is one of relevance: the other is 
one of usefulness. Only information may be included in a data system 
that is considered to have relevance for the solution of a particular 
public agency's tasks. Research projects which include personal data 
will have to be evaluated on this criterion. Also, as a basis for the 
decision about permission there shall be a balancing between the poten
tial usefulness of the results of the research and the negative con
sequences foreseen as a result of a utilization of the system. Much may 
be said about this: Ishall not go into detail. The arguments which have 
been used by Norwegian researchers in relation to the proposals are argu
ments that are weIl known from the Swedish debate. What I should say is 
that one general comment from researchers is that if one were able to 
answer fully in advance the questions of relevance and usefulness, there 
would be very little reason to conduct the research at all. This is in 
the nature of research. So, you will appreciate, I am sure, that we 
Norwegians have a lot to learn from the mistakes which in this case have 
been committed by "Sweet Brother and Sister". 

If you will allow me to make a personal comment to the debate we 
are listening to today, it would be that maybe even in Sweden the debate 
is concerned with something other than what it pretends. It is perhaps 
a paradox that on the one hand social research is receiving a great deal 
of support and is recognized as useful and applicable - the re is a dra
matic increase in funds available for social research - while on the 
other hand there is adeliberate effort to restrict the social scientists 
themselves. One such restriction concerns researchers' access to data. 
The constellation of the two tendencies - the support of research it
self, and the restrictions placed on the social researchers - ought 
to be a matter of great interest. And it ought to be recognized as 
a rather crucial political matter. I think it is remarkable that it 
has been left to some special pressure groups to conduct the battle 
for the protection of personal, individual integrity. I believe that 
the driving force behind this campaign is a desire on the part of some 
groups to reduce the influence of social research, which is perceived 
as becoming a significant source of power in society. It is not only 
that the social researchers are radicals - they are indeed radicals, 
at least in Norway they are seen as radicals. It is also important that 
social science research findings of ten seem cumbersome, provocative, and 
a nuisance to the interests that particular groups in society seem to 
have. I was involved in the attempt to launch the Norwegian part of the 
Inter-Scandinavian Project Metropolitan several years ago. There was a 
very strong reaction toward this attempt. And even the most moderate 
data needs triggered a powerful debate that was carried on through the 
conservative Oslo newspapers for over a year. It led to a debate in the 
national assembly, and it activated parents to hold protest meetings in 



some of the Oslo schooIs. This gave me an opportunity to attempt to 
identify the rationale behind the reaction. It was decided by the 
municipal school board that parents were to have the right to with
draw their sons from the sample of the cohort born in 1953 from being 
objects of research. We received, unexpectedly, good research data 
about the reaction itself, which had we had a data act we might not 
have been allowed to analyze: 

The reaction was indeed areaction toward an image that has been 
created, an image of the social scientists and their research. It was 
areaction that evolved in the highest income brackets and came from 
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the conservative side of the political spectrum , from the areas of Osl o 
where people are best off. So, I am very sceptical about some of the 
talk we are listening to here about the need for the protection of in
dividual integrity, particularly when this argumentation is tied to the 
point that it is a matter of protecting the weak and the poor in society. 
I feel that one should not be misled by this argumentation, and I am 
much surprised that politicians in Sweden have not been struck by the 
quotation we heard today, the quota tion from a statement by the Swedish 
Employers' Confederation. It is possible that a reaction will come. 

In conclusion, allow me to state that it is rather remarkable 
that empirically- and positivistically-oriented social researchers 
know so little about the distribution of these attitudes in the popu
lation, so that the representation of these attitudes may be left to 
small but very eloquent pressure groups, as can be read from the support 
declarations which come in through the daily mail. 

Ulf Himmelstrand: 

Optimistic as weIl as pessimistic conclusions regarding the implica
tions of the Data Act have been aired in our discussion today. Members 
of the Data Inspection Board have expressed the opinion that the dangers 
involved have been exaggerated, and that we social scientists have mis
understood what it is all about. References have also been made to the 
modifications of the Data Act which are in the pipeline. A new govern
ment commission is going to be appointed to look into this matter, and 
we have been told to expect improvements of the Act which will be to 
the benefit of social scientists as weIl . No special consideration 
was given to the predicament of research in the work nreceding formula
tion of the Act now existingj research is not even mentioned in the Act 
and the instructions appended to it. 

For the sake of our discussion I will assume that these cheer-
ful references to a brighter future are weIl founded . I will also as
sume that the suggestion made by the Swedish Association of Sociologists 
regarding a simpler application procedure (in Swedish: enkel anmäl
ningsplikt) will be designed for the future. By making these assump
tians - and they are only assumptions - I am in a better position to 
discuss certai n other matters involved. I am particularly interested 
in some issues of research policy. ärjar äyen touched upon some of 
these issues in an earlier discussion. This perspective is necessary 
if we are to understand the menning of our discussion concerning the 
Data Act and its application. 

If all science - including social science - could be considered 
pure science in the sense that the consequences of scientific endeavors 
pertained on ly to the scientific community itself, and to its theoret
ical models, hypotheses and research methods, then our discussion would 
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be unnecessary and out of place. The need for discussion of these 
matters arises from the fact that research methods and research find
ings may have consequences outside the scientific communitY. That is 
the source of our problems. In that context, and with reference to our 
discussion about data and personal integrity, we must consider what kind . 
of consequences are involved. We must also consider the auestion of 
consequences for what and for whom in what context of Dower and social 
control. I am sorry that Kerser;-Aner is not here tod~She touched 
upon several of these questions but expressed some rather simplistic 
notions, I am afraid. Research can lead to social control, she said. 
Research is never neutral, she continued; it leads to control and that 
is why we in our turn must control research. I think we ought to dis
cuss these matters more thoroughly: consequences for what and for whom 
in what contexts of power and social control. I hop e others will also 
take up this discussion, since I will only be able to mention a few as
pects of this broad and significant topic. 

Karl-Olof Faxen pointed out that research rare ly has consequences 
for single individuals. For instance, research can be carried out in 
preparation for the introduction of some new administrative steering 
system. The main effect of such research consists in changes in such 
administrative systems, and it affects individuals on ly secondarily 
(even though these individual effects were not mentioned by Faxen). We 
can also conceive of various kinds of counter-research which when ap
plied contributes to strengthening the consciousness and resources of 
various collectivities, for instance trade unions, thereby also changing 
the constellation of power in society. These types of macro-sociolog
ical consequences are not considered at all in the Data Act. So the 
question, Mr. Chairman, is whether I should be allowed to go on talking 
about these things since we are supposed to discuss implications of the 
Data Act as such. Jusc as Kerstin Aner did, I will allow myself to go 
somewhat outside our main topic. I will do this by making a rather 
blunt and categorical statement about the responsibilities of research 
- astatement which must later on be qualified and amended. 

The attempt to make researchers responsible for the use of their 
research findings, I sav, is a diversionary manoeuvre by some politi
cians, civil servants, administrators, bureaucrats and business-leaders 
- an attempt to divert attention from the fact that it is people in 
these latter categories, in most cases, who should be held responsible 
for the uses and abuses of research findings. Some of our evening news
papers seem to find it profitable to engage in the same diversion of 
attention; they convey an image of research as a threat against people, 
and as a target for suspicion when, in fact, the responsibility for the 
application of research should be allocated among politicians, planners, 
bureaucrats, and leaders of the business community. To this attack we 
should respond by saying that we researchers produce research. How the 
rest of you use our research findings is your responsibility. 

Yes, this is a very simplistic view of researcher responsibility. 
It can be qualified and amended by taking inte account three types of 
cases where research has consequences pertaining not only to the scien
tific community and to researchers as such but also to their responsibi
lit y as citizens. 

The first case is research using experimental subjects. Usually 
experimental subjects do not belong to the scientific community. They 
are objects of research but also individual human beings with their ewn 
moral and legal rights. Within the scientific community we have had an 
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extended debate about the ethical implications of experimental research, 
and I will not here try to summarize the recommendations made by vari
ous ethical committees within the scientific community. Let me only 
point out the rather misleading way in which the term "experimental sub
ject" is used at times, and even by researchers themselves, unfortunately. 
This morning there was a reference made to a report by same psychologists 
who clairned to have carried out a study -with, I think, 40,000 experimen
tal subjects (in Swedish: försökspersoner) here in Sweden . As far as I 
understand this use of the term, it is inadequate and based on a much 
too broad definition of "experimental subjects" . In the strict sense of 
"experimental subjects", no one could be said to be an experimental sub
ject unIess he or she is exposed to experimental manipulation intended 
to influence or ch ange the subjects so that they are different in some 
respect af ter the experimental manipulation has taken place . This is 
what is called an experimental effect, and this could be defined in phys
iological, psychological, mental or any other terms. As far as I under
stand it, this study of these 40,000 persons was carried out through 
interviews, and even though there may be same negligible interviewer ef
fects in the sense that the respondent in such an interview may come to 
think about matters which he has not turned over in his mind before , 
these effects cannot be labelled experimental effects, and these respond
ents should not be called either experimental subjects or "mice" (in 
Swedish : f örsökskaniner) - unIess it i s considered legitimate to use 
misleading terms simply for the purpose of giving the impression of a 
threat to the personal integrity of a person who is interviewed . But of 
course our responsibility for experimental subjects in the strict sense 
remains . 

Secondly, i t is obvious that the researcher cannot legitimately 
withdraw from his responsibility for such research applications which 
cut only in one fore se eabl e way , and whi ch i nduce some kind of damage 
to people . Let me take one example whi ch perhaps is not the best pos
sible one, but I discussed i t with Karl-Olof Faxen this morning, and I 
also think he referred to it in his introductory speech today . I am 
thinking of so-called prediction studies where the purpose is to find 
a number of indicators which can help you to prediet who will become, 
for instance , a drug or al eohol adict or criminal or something of tha t 
sort. What is the use of such an instrument of prediction? I would 
like to assert that such predictian studies are of little or no value 
scientifically - except, perhaps, as a methodological or statistical 
exercise . In more substantive research such instruments of predictian 
are rather uninteres ting since they conceal more than they illuminate . 
An ideal instrument of predictian should involve a large number of dif
ferent variables or indicators which are weakly correlated among each 
other but maximally correlated with an external criterion of what you 
wish to prediet . Then you add up the values of the several indicators 
involved . Since the parameters of the predictive equation are deter
mined on the basis of multiple regressions with reference to the crite
rian without much cancern for interaction effects, and since parameters 
of ten turn out to be variables rather than constants under changing 
structural conditions, it adds little to our body of generalizable 
scientific findings . However , somet i mes such instruments of prediction 
are used for purposes of seleetian or treatment of individuals or groups. 
They can be used with regard to individuals only if the instrument is 
based on a very large number of items and is sufficient ly reliable; 
less reliability is needed if seleetian and treatment procedures are 
targeted on certain groups of people who are singled out as social risks 
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by such an instrument of prediction. Without going into any further 
detail, I think we should ask ourselves whether this kind of applica
tion of instruments of prediction for selection procedures is the kind 
of consequence which we should accept. Whatever our answer to this 
question, I think the researcher who has constructed such an instrument 
of prediction should be aware of these consequences and be ready to take 
responsibility for them, since the instrument itself is built so as to 
allow only a very restricted set of applications, particularly if most 
of the predictors refer to non-manipulable personal characteristics. If 
we accept the limitations of such applications, we should also accept 
an interpretation of the Data Act in this case which prescribes removal 
of personal identification codes from the data. These data would then 
be useful only for internai methodological explorations within the scien
tific community. 

A third typ e of consequence to be considered emerges in cases 
where our research findings in principle are value-neutral in the sense 
that the value relevance of findings is about equally large for differ
ent interested parties outside the scientific community . This would be 
the case, for instance , if a particular research finding could be util
ized by employers and employees or perhaps by their respective organiza
tions. I think about nuclear power as another example . It can be us ed 
both for peaceful purposes and as a terribly destructive means of war. 
Now the question arises : should research workers take responsibilit y 
for such findings? Is it not those who use such findings who should 
carry the responsibility rather than the research community? But even 
in cases l i ke these I think a researcher must be careful about the struc
ture of the context in which he works and in which his findin gs are ap
plied . 

Assume that we hav e a soc iety where various i nterested partie s 
ar e relative ly balanced in terms of power and access to informa ti on on 
research findings . In such a society our formula could be applied wi th
out any question. The responsibility for application of research re
sults should there be allocated to tho se who use or abuse re s ea rch find
ings rather than to the researchers who produce such findings. But not 
un commonly the researcher finds himself in a historical situation or in 
a society in which the balance of power and access to information about 
r e search findings are very one-sided . In that kind of situation the 
whole problem of responsibility for research findin gs is rather differ
ent. Under such circumstances the production of so-called value-neutral 
research findings will benefit only one side - the more powerful side, 
which also usually has more access to information about research find
ings . The effects of such an imbalance in the power structure should 
be taken into account in the moral calculus of any research worker in
volved . 

May I say in conclusion that what I have discussed so far may 
seem to have little relevance for a discussion of the Data Act - ex
cept with regard to what I said concerning experimental subjects, per
haps . Nevertheless, some of the questions I have looked at are of ten 
introduced in the debate about the Data Act without any clear concep
tion of the distribution of responsibilities in each particular case . 
Also Kerstin Aner, in spite of her intellectual brilliance, seems to 
allow herself to move quite freely from more general discussions of 
science policy and the responsibility of the research community to very 
specific demands for controlover research without looking carefully 
into the problems of responsibility in each single case. There seems 
to be a tendency to use the fear and apprehension which understandably 
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are re1ated to the uses and abuses of research findings to motivate 
more. stringent contro1s and a more restricted freedom of research with
in the scientific community. This transition from a discussion of the 
uses and abuses of research to production of research shou1d not be 
undertaken in such a lighthearted manner . I suspect there is an unho1y 
a11iance here between some politicians, civil servants , and, perhaps , 
leaders of the business community who have an interest in censoring cer
ta in kinds of research findings, and weaker groups of peop1e in the com
muni ty who tend to be apprehensive about any threat - particu1arly v]hen 
it is b10wn up out of proportion by our evening newspapers . The weakest 
and the strongest in society may thus easily form an insuperab1e majority 
block directed against research. 

Those in the research community who have a talent for populRr 
writing have a great responsibi1ity not on1y to make our Data Inspec
tion Board understand some of the problems invo1ved here, but a1so to 
convey to the mass public a c1earer conception of the fact that a lot 
of research "intruding" into the lives of individual citizens in fact 
may do more to strengthen the position of the weak , the sick , the ex
posed and exp10 i ted than any Data Act can in effect do . 

Karl-Olof Faxen: 

I don ' t know i f thi s is the right time to return to a question that I 
dea1t with in my speach befo r e lunch. How are we to set the boundary 
for the objectives of research in a particular concrete situation? When 
are the considerations for the individua1's right to privacy of primary 
importance? 

Those researchers who have expressed thems e1ves on the sub j ect 
hav e , as far as I understand , been re1uctant to deal wi th this problem . 
The princip1e of comp1ete freedom is asserted, in any ca se the right of 
the researcher to set the b0undary himself is c1aimed . This attitude 
to the problem I consider to be unrea1istic. I believe that the public 
reaction to a 1arge extent can be derived from the fact that about 
50,000 peop1e are annua11y interviewed, even if the real reason for 
anxiety is not that research is made, but the consciousness of the 1arge 
administrative records and the threat against personal privacy brought 
about by their existence. The public confuses this problem with the re
search problem . 

I imagined that this was a problem that actua11y needed to be the 
object of debate at this conference, and that one wouldn't on1y illumi
nate the weaknesses of the Data Inspection Board and the difficu1ties 
to combine reviews of proposals in connection with research and , what 
is the main task of the Data Inspection Board, name1y the supervision 
of the permanent records. As an examp1e I will mention the strong re
action from the Swedish Emp10yers' Confederation (SAF), when a much 
respected researcher made an inquiry among the emp10yers on information 
concerning the political sympathies of their emp10yees, concerning how 
many were liberals, socia1-democrats, communists and so on , according to 
the estimate of the emp10yer. First of all, we considered this to be 
a question which the employers shou1d refuse to answer. Second1y, we 
were extraordinari1y upset by the fact that a researcher cou1d even 
think of posing such a question in an inquiry. The researcher in ques
tion of course understood the situation when it was exp1ained to him 3nd 
omitted the question in the inquiry but I think the remarkable thing is 
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that in Sweden today a researcher at all can come to think of the idea 
of posing this kind of question in an inquiry to employers. 

Concerning Öyen's discussion of SAF's view on the immigrant in
quiry , I'd like to say that this was not at all based on political in
terests. We experienced no interest from employers in this respect. We 
were simply personal ly upset by the fact that inquiries with this aim 
were made among immigrant workers, which implied that these delicate 
questions would be posed, even to political refugees. Later on this per
sonal emotionai reaction was phrased in bureaucratic terms consistent 
with interpretations of the Data Act. I can understand that it was 
difficult to clearly understand from this text how honestly damned 
angry we were. 

The Swedish Employers' Confederation has a strong interest in the 
greatest possible freedom in research. We don't support the establish
ment of any kind of public institution, which might restrict this free
dom. SAF will always find itself in a subordinate position in relation 
to a public institution of this kind. Like others in the same position, 
we have an interest in maintaining the greatest possible freedom, and 
we realize that every prospective form of measures taken by society in 
this field may be directed against us. 

At the same time,it is necessary to realize that if social re
search is to obtain the freedom that we consider important, there has 
to be some way of setting the boundary, in order to avoid too delicate 
investigations about people's sexual lives or family relations. If there 
is no such boundary set by researchers, all of them will have to suffer 
for the occasional mistakes in going too far,that are bound to occur. 

Ulf Himmelstrand : 

The metaphor used when you speak of weighing the value of personal in
tegrity against the value of the freedom of research could be a quite 
misleading metaphor at times . It assumes that we are confronted with 
two contradictory interests, the interests of personal integrity and 
the interests of research, when in fact both of these values in a large 
number of cases could be seen as being placed on the same side of the 
sca le and counterbalancing the values of economic growth and bureau
cratic rationalization. Let us not be misled by these facile and mis
leading metaphors which of ten serve to make us see contradictions where 
there are none, thereby diverting our attention from much more severe 
and threatening contradictions and conflicts in our society. Again, I 
think that no discussion of this kind can be fruitfully pursued with
out an accurate analysis of the structure of power and conflict within 
any given society. I could speak for quite some time about that partic
ular topic, but I hop e you see my point anyway . 

Claes-Göran Källner: l 

I have a feeling that research workers are in some ways ignorant of 
how administration - or bureaucrats, if you like - work. If you par
don me, this may be true also for social scientists. 

Authoriries as well as courts have to make decisions . They are 
enjoined by the state to make up their minds, to consider and verify 
whether there are "special reasons" when the law prescribes that for 

l This is an edited tape recording which the author has not had the 
opportunity to review. 



a certain decision. However difficult it is, we have 
sion. This is precisely the dilemma of every judge. 
though we would of ten like to, push the problems away 
solve them. 

to make a deci
Thus we cannot, 
and let others 
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In order to carry out the duty to make decisions with which the 
state has charged us, we must, of course, have as good a foundation as 
possible. Dr. Hammar complained earlier today that we used a submission 
procedure in his case concerning the investigation of immigrants in 
Stockholm and Södertälje. He presented several objections to this. The 
fact of the matter is that we are charged by the law with the respons i
bility of finding out the opinion among people affected by the project . 
And I ask whether it can be done in another, better way. The bureau
crat, if you want to call him that, is clearly enjoined to act in a 
certain way, precisely in order to ensure that the basis for the de
cision is as detailed and sound as possible. The system of letting all 
parties have their say did not come about by accident . One party should 
have the opportunity to express its opinion on the arguments of the 
other . If possible, one should ask those concerned economically, physi
cally, emotionally , integrity-wise, or the like. You must not criticize 
us bureauerats for acting this way . We have to, and there are good 
reasons for it . 

Already this morning I touched upon the question of how much uni 
versity departments know about the responsibility we have for publicity, 
secrecy, and order . I am somewhat doubtful toncerning the research 
workers' knowledge of the existing regulations. I could illustrate this 
by citing a few lines from a letter which has been discussed earlier to
day, namely the letter from the Swedish Association of Sociologists to 
the Data Inspection Board. I think Pär-Erik Back has referred to it 
and Ulf Himmelstrand has signed it , so it must be permissible to cite 
from it . Without mentioning the source I refused this morning the as
sertion of this letter that the Data Inspection Board has not thought 
through the special situation of research. There is also something else 
in the letter which may be of some interest in this context : "Against 
this background l it can not be regarded as difficult to understand that 
more than one social scientist, both young and old, has been heard artic
ulating the suspicion that the Data Inspection Board's controI of the 
instruments of social science research in questionnaire investigations 
can be a way of diverting attention from more serious integrity problems 
which are difficult to handle and which are linked to the administrative 
individual files maintained by public authorities and commercial organs . 
A less sinister interpretation is that the Data Inspection Board and its 
board of directors have never really thought through the special situa
tion of research, its needs and its both critical and innovative role . " 
The intention with this is to reproduce this suspicion as hearsay with
out advocating it. 

Still let me say that the first interpretation, the more sinister 
one, to me is an expression of a most fantastic conspiracy theory and 
I don't understand how one can get such an idea. But evidently it is 
possible, even though it is later retracted. I still interpret it as 
an expression of poor knowledge about how Swedish public authorities 

l The Association of Sociologists refers, among other things, to the 
fact that the Data Inspection Board and the National Central Bureau of 
Statistics have wanted to exarnine Dossibly sensitive questions in the 
investigation of living conditions in the society. (Editor's note.) 
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work. Then I might add that the Data Inspection Board has certainly 
not interfered with public authorities and commercial registers, on 
the contrary. We have at least as big controversies with the govern
ment and the central authorities, as you know, as we do with research. 
It is my opinion that, by and large, research is not at all as diffi
cult a problem for the Data Inspection Board as are the public author
ities and the commercial interests. This morning I tried to express 
the view that the integrity problems of research are really not so great 
and will be stillsmaller under the condition expressed by Rimmelstrand 
earlier today. I share his hope that the coming revision of the Data 
Act will lead to a reduction of the integrity problem of research. 

Since I am referring to Himmelstrand anyway, perhaps I may con
tinue and comment on his previous remarks. According to my notes he 
said that the responsibility for the results of research could not be 
put on the research workers but on the politicians and the bureaucrats. 
I interpret this to mean that it is not given that it is the research 
workers who are responsible for how the research results are used be
cause then they are suppressed, etc., etc. This is possible to say, 
even if it is not undebatable. 

What I have meant is rather that the research workers must be 
responsible for their methods to the extent that these make far-reach
ing intrusions inta the private, e.g. economic, conditions of individ
uals. We heard Faxen and perhaps above all Wohlin touch upon this 
problem . This morning when I appealed to the research workers to take 
responsibility themselves for the ethical evaluation on account of their 
knowledge and broadmindedness, I was thinking particularly of the methods . 

Finally I want to comment on Öyen's assertian that the interest in 
personal i ntegrity is something characteristi c of a conservative power 
elite. Re did not use those words, but I understood the statement to 
be roughly that. Rowever, that does not correspond to the experience 
we have had in Sweden . When I say this, I refer to both letters and 
telephone calls which the Data 1nspection Board has received . These 
come from all group s in the population . Also I can refer to the ob
vious interest shown by the large trade union organizat i ons and the 
measures they have taken in this area. I presume that Öyen does not 
consider them part of the conservative power elite. 

Edmund Rapaport : 

Sune Äkerman has broached the subject of de-identification of primary 
source material . I would like to say something about the background 
to this approach. Discussions about de-identification as a method of 
protecting individuals against violations of their right to privacy be
gan in the fall of 1974 in connection with a decisian by the Data 1n
spection Board concerning a certain, rat her important investigation 
that the Central Bureau of Statistics (SCB) was engaged in. According 
to the perrnit issued to us by the Data 1nspection Board, our use of ma
terial gained by access to data hanks was conditicned on that we would 
de-identify it. This we found inappropriate and consequently we ap
pealed their decisian, which lead to the government ordering that we 
temporarily be issued a perrnit relieving us of the obligation of de
identification. Their decisian does not represent a final position on 
this subject by the government. Rather, in part deferred final judge
ment until an planned commission could investigate the question in 
general. 



The commission has just about concluded its investigation and 
a report will soon be published. Without forestalling the accounting 
for this investigation I would like to mention a few common aspects on 
these problems. 

De-identification, as weIl as a couple of other measures which 
were examined by the commission, namely, destruttion and the ensiffer
ing of primary source statistical data, should be viewed here as meth
ods for protecting individuals against what is called violations of 
their right to privacy. De-identification implies a considerable limi
tation on the possibility of using the material in the future; destruc
tion total ly prevents its future use. What, then, are the kind of needs 
and situations which must be considered when trying to judge these and 
similar measures? We in Sweden have for a long time had a general ar
chive principle which in principle states that most existing material, 
at least with regards to that which belongs to the public sector, is 
to be saved primarily for the use of future researchers. This principle 
is quite weIl established, although some modifications due to economic 
considerations and concern over the individual's right to privacy are 
being considered. Today's discussion shows that it is no longer suffi
cient to make some general reference to the needs of research and to 
rely upon the general archive principle. In the debate today, many 
good point s have been made as examples of arguments stressing the re
searcher's need of data. The way in which we have chosen to argue here 
demonstrates we have seen the need to motivate the nature of our re
search. Researchers' need of data is no longer an absolute need that 
does not need to be questioned, rather it is something that has to be 
motivated and defended . The question then becomes: what is it that 
weighs in balance against this need. The individual's right to privacy, 
which is what today's discussion centers on, is unfortunately a diffi
cult concept to define and not much has yet been done to elucidate it. 
Presumedly, it is a question of certain interests which those persons, 
about which information is kept in an identifiable way, are assumed to 
have. Almost by definition, one can note, that the registering of ma
terial which is identifiable is not without risk to the associated in
dividual. What the nature of these risks are, and how large they are 
for the individual is a question which has to be considered in the light 
of different possible perspectives concerning the future. In other 
words, a subtIe analysis is required. The justification for research 
is, I believe, deeply fel t by the public at large, and not just by some 
power elite. The large resources expended by society on research is a 
conceiving proof for this belief. 

I remember weIl how we in connection with the discussions accom
panying the enactment of the Data Act and its applications by SCB had 
reason to impress upon many researchers that they had showed absolutely 
too little interest for the problems that had occurred. I can now state 
to my pleasure that this interest is now present and that the discus
sions are in full swing. The interests which researchers represent are 
enormausly important. The difficulties that exist here lies in the fact 
that the perspective of research is so illusive that it is of ten di ffi
cult to document, for example, the need of a certain collection of data 
in 20 or 50 years. It is here that a large part of the problems exist 
and the difficulties depend in large measure, as weIl as I can under
stand, in that we are unable to foresee the needs that will materialize . 
Nevertheless, one does not take care of the situation by merely stating 
that research must be given an absolute freedom and should not be forced 
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to document or give an account of its needs . This will not work be
cause people's different interests are involved. Rere one and the 
same individual can very weIl represent both the interest of research 
and other interests as weIl. It is not necessarily different people 
or different group s which stand opposed to each other . 

I have the feeling that it is with research as is of ten said of 
democracy, that one must continuously reconquer it . Research must con
tinuously fight for its freedom and the problems are so complicated that 
it is difficult to find general, final solutions; rather what is needed 
here is continuous picking discussions and the subtie weighing of differ
ent interests . In today's situation, the right to personal privacy is 
an important factor that researchers ought to take into consideration. 
But the actual concept is, as said , obviously unclear and it has to 
cover many and conflicting interests . Sometime it has also become a 
cover of personal opinions without reason - this is one of the risks in 
the situation . My hope is that this discussion as weIl as future dis
cussions and investigations can lead to a more modulated view and a 
more structured perspective on these problems . 

I would like to take the opportunity to refer to another propor 
tion of this discussion which perhaps does not real ly belong to that 
which I have spoken of previously , but which was brought up by Lars 
Wohlin from the Industrial Institute for Economic and Social Research 
during the afternoon session . Re is not here now, but I can perhaps 
anyway bring it up. Re directed as weIl as I can understand a rather 
severe criticism against the Central Bureau of Statistics for its nig
gardlium toward researchers with respect to industrial data. The criti
cism is illustrated in part by the fact that even such simple statistics 
as the number of employed - an important variable for research - could 
not be obtained, and also in part by the fact that one strictly enfo r ces 
the current twenty year secrecy period. Re was of the opinion that i n
dustriai data become antiquated very quickly and that firms would not 
have anything against allowing data which were 5 to 10 years old to be 
used more freely . I'm doubtful with respect to these claims and I will 
explain why . But first I want to state quite general ly that the Central 
Bureau of Statistics, for reasons that I don ' t think need furthe r ex
planation, is extraordinarily restrictive with the releasing of primary 
data and is enormously anxious about maintaining good relationships with 
their data sources in precisely this respect. But when it concerns the 
number of employed the SCB has on several occasions suggested that this 
information be made generally available and the criticism from the In
dustriai Institute for Economic and Social Research seems to be unjusti
fied when by rights they should have turned to their directors who on 
one occasion af ter another have refused to accept the suggestion that 
these statistics be made open . With regards to the time period for re
quired secrecy of data on firms, the Committee for Legislation of Public
ity and Secrecy recommended a secrecy period of between 30 to 70 years 
for statistical data . With respect to data on firms the SCB stated in 
its reply that the present limit of 20 years was completely sufficient . 
To my knowledge none of the organizations that represent the interests 
of industry has suggested a shorter period than that suggested by the 
committee. Quite generally I stand askance to the notion of equating 
personal privacy, that is the protection of physical persons, with that 
protection one wants to give to firms, even though there is a grey area 
for those firms, for which it is difficult to distinguish between the 
owner of the firm and the firm. Otherwise the situation is completely 



different and one should, by my understanding , not try to transfer the 
positive connotation associated with the notion of the personal right 
to privacy, to another issue to which it does not belong as far as I 
can see. 

Ulf Himmelstrand: 

To Mr. Källner I would like to say this . We know very weIl that it is 
the job of bureaucrats to make decisions in accordance with valid law, 
and that you must try to find the best possible basis for such decision
making . In using the term "bureaucrat" I am not necessarily using it 
in a negative sense. One of the greatest of sociologists, Max Weber, 
has analyzed bureaucracy and the role of bureaucrats in ways which are 
not at all completely negative but which point out the important role 
of bureaucracy in modern society. Nevertheless, those of us who do not 
hoid positions in the bureaucracy, have other tasks as citizens and 
private individuals. One citizen obligation and right is to critically 
reconsider laws already in the books, and to make demands and sugges
tions for changes of such laws . Laws are not given by Our Lord in 
Heaven . Laws are made by legislators elected by the people, and laws 
can be changed. We are thus entitled to discuss whether certain laws 
are justified or not, and that is what we are doing . Of course I do 
understand that until a law is changed civil servants in public ad
ministration must apply the law as it stands - even though there is 
some leeway, you must admit, in how laws are interpreted . I can even 
underst and that a public servant at times may feel a bit uneasy about 
discussing the value and effects of a law "hich he has to a?ply every 
day, but the rest of us certainly are entitled to carry out such a 
critical evaluation, particularly since this particular law was worked 
out without a proper consideration for the role of research. The ethi
cal problems of research mentioned by Mr. Källner this morning are also 
important in this context, but I can assure you that these problems are 
far from new in the scientific community. We have discussed these prob
lems for decades, and what Mr . Källner said this morning thus is more 
or less commonplace to most of us who work in the scientific community. 
The important problem here, however, is to discuss how these ethical 
considerations are to be interpreted and applied in law and practice 
at different junctures of the relationship between the research com
munity and the rest of society. This is what we are trying to do here. 

Pär-Erik Back: 

I want to comment on two issues which have been touched up on here to
night and, in addition, take up an issue which has not yet been raised . 
First the assertion that the scientists do not understand the ways in 
which bureaucrats and civil service departments work . It is true that 
the Data Illspection Board has to keep within certain rules, directives, 
and laws . But I am not willing entirely to retract the criticism which 
I have levied for many years precisely at the Data Inspection Board. 
It is a fact that the civil service departments have a considerable 
degree of freedom. They can behave in different ways within the given 
rules, and it is my opinion that the Data Inspection Board, perhaps es
pecially in the past, behaved in a more unfriendly way towards research 
than necessary. 
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The other comment concerns Hammar's investigation. Tomas Hammar 
is not here and cannot defend himself against the criticism to which 
he has been subjected. As a matter of fact, I have a certa{n insight 
into the matter, since I was an expert in the Bank of Sweden Tercente
nary Foundation (Riksbanksfonden) and observed the project for several 
years before it became a matter for the Data lnspection Board. Karl
Olof Faxen says that there was no criticism of the project based on 
political interests . lnstead, it was simply a matter of people imme
diately becoming irritated at the questions contained in the question
naires. 

The observation is interesting because then we can only acknow
ledge that here is a case where there is a difference of opinion. This 
whole project was subjected to an extraordinarily thorough review and 
discussion concerning its design, question by question. The project 
was gradually changed and finally became one of the most interesting 
social science projects which we have had in several decades. For my 
own part I did not find the questions asked particularly remarkable. 
Nor did the immigrant groups concerned find them troublesorne. Director
general Källner said that the questions were remitted to the respective 
group s concerned and wondered what was wrong with that . How else should 
the Data lnspection Board act, given that it has to obtain material for 
evaluation? But the mistake was, as Hammar himself pointed out, that it 
was not the most important material which was considered. As far as the 
scientific relevance was concerned, decisive regard was paid to the 
point s of view of interest group s in the labor market and which, in my 
opinion, are absolutely untenable. That is the essentiai point which 
has to be made. 

I then come to the third point which I wanted to raise here . lt 
concerns the 11th paragraph of the Swedish Data Act and its rules on 
personal information to be used for automatic data processing abroad . 
Here is one of the most unfortunate things which has happened the last 
few years. During the 1960's we had an interesting methodological de
velopment in many areas of social science in regard to international 
comparative studies. There was also growing cooperation in Europe 
among young scientists. There we re several projects started in which 
5, 6, or 8 countries were represented. The idea was to use similar 
data from the various countries, and much planning was carried out. 
All that is now almost completely wasted: Sweden is left out here. We 
are practicallyan underdeveloped country . If research groups in other 
countries find out that Sweden is to be included and that the Data Act 
even looms at the horizon, they simply say no thanks and goodbye. This 
creates a lot of trouble for us, and it would be interesting to hear to 
what extent there is any reas on for hope in this regard. We are living 
in an era of internationalization and cooperation across national bo und
aries . But on this point there seems to be a kind of neo-nationalism. 
For a scientist, especially a social scientist, national boundaries are 
of ten no more holy than the old county lines. 

Tore Dalenius: 

I want to draw your attention to three topics about which I feel very 
strongly: 

i) researchers' unsatisfactory relations with the public and with 
members of Parliament; 



ii) the tendency of many champions of privacy protection to dis
cuss the privacy issues in terms of "capability" rather than 
"intentions"; and 

iii) their related tendency to depict the computer, rather than 
people, as the villain. 

l will take up these topics in turn. 

l. I think that we researchers seriously overestirnate the appre
ciation that the public and the members of Parliament have of research. 
Do we "market" our product weIl? My answer is NO. 

I want to suggest that some social scientist make an analysis of 
the reports subrnitted to the Swedish Council for Social Science Re
search on projects carried out. Mr. Bruhn-Möller knows how critical I 
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am of the quality of this reporting. If a significant improvement is not 
made we may experience a parallel to what has taken place in the United 
States. Senator Mike Mansfield and others have focused attention on 
Borne projects in a derisive way which is likely to make tax-payers 
(and other senators) reluctant to support research. I want to add that 
in my opinion some researchers have made it far too easy for critics to 
ridicule their research; this problem is, incidentally, not unknown in 
Sweden either. 

2. My second point concerns the regrettable tendency to frame 
the discussion of privacy protection in terms of the great capability 
prbvided by today's information technology of invading privacy rather 
thän in terms of our intentions in this area. As an example which 
(I hope) is extreme, I refer you to the discussion of the contingency 
of a military invasion of Sweden. The discussion of this specific case 
is in many important respects a paraliei to the discussion of inter
national security, and this is aparallel which may lead us astray. 

3. My third point is related to the second one but deserves to 
be discussed in its own right. It concerns the role of the computer 
in the debate about privacy and the need for privacy protection. In my 
firm opinion, the debate has gone wrong, partly due to the great empha
sis on the capability of the computer in the realm of data processing 
(including linkage of records, data storage, etc.). Against the back
ground of the preponderance of this argument in the debate in Sweden 
in recent years, it should be no surprise that the Swedish Data Act is 
geared towards computerized records (in the words of the Act: " ... files, 
records or other items of information being maintained by data process
ing ... ", as translated in P.G. Vinge: Swedish Data Act, Sveriges In
dustriförbund, Stockholm, 1973); it does not apply to files, etc. that 
are maintained manually! From a technicar-point of view, this seems to 
me to be unsatisfactory: privacy protection can be achieved more easily 
and at lower cost in a computerized information system than in a manual 
system . It is worth repeating Senator Sam J. Ervin's thought-provoking 
words: "The threat to privacy comes fr'om men, not machines." 

A conceivable consequence of the Swedish Data Act is that re
searchers may choose to use manual systerns rather than computerized 
systems, thus enhancing both the eos t of their research and the risks 
of invasion of privacy. 
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Barbro Westerholm : 

It has been our experience, in our study in the county of Jämtland in 
which we are recording individual drug purchases since 1968 for a part 
of the population, that the subjects have few objections to the record
ing of such data . I think their positive attitude is due to the fact 
that they were informed very early on about the purpose of the registra
tion, who has access to the data, and the value they themselves could 
get from the registration . 

The other question concerns international collaboration in re
search projects with individual data . I would welcome a more precise 
description of what the difficulties are and why the data cannot be 
handled in an unidentified form . The National Board of HeaIth and Wel
far e is involved in international collaborative research on adverse 
drug reactions and malformations. Here it has been possible to work 
without individual data (although at first we thought this would be 
difficult). There may be solutions to the problem, and we should dis
cuss them before it is concluded that the Data Act hampers research . 

Ole Engberg 

In this discussion I feel like a technocrat among social researchers. 
Also, I am present here as an observer, as we have not yet had much 
public discussion on the integrity issue in Denmark . From this doubly 
isolated point of view I want to add four comments on the problems be
ing discussed here -tonight . 

l . !~~_E~~~gE~~~~_~!_!~~_EE~E!~~ 

I agree with Öyen that a power-struggle lies behind the integrity issue : 
who should have access and who should be denied access to i nformation 
and the facilities to use i t? Who decides what is relevant for me ? And 
on what bas i s? 

As we have witnessed , the answers to these questions are diffi
cult to find and will var y with local conditions even inside Scandinavia 
- and inside Sweden . 

And a further complication: the only power that is to gain from 
the answers is the third largest industry in the world - the computer 
industry . They need our answers to sel l more and they will use our an
swers to sell more . Can we controi the technological and commercial 
development of computer usage just by setting up "Admittance prohibited" 
signs? A sign you can always get around . Databanks in other countries 
(with other more lenient data laws) are an example . 

2 . Q~_!~~=~~~i~g 

This brought the international facet of the problem into the pieture. 
Maybe we have to look at use and misuse of information - produced by 
private industry and public administration - as on that of all other 
consumer goods. Take the pollution/environment problems. Here we find 
two competing schools of thought: the nurses who want to proteet us 
from all bad by setting up the "Danger and prohib i ted" signs and the 
insurance-people who say: "The producer must pay all damages - that 
will make him extra careful". This may work for detergents or tobacco . 
But for automobiles? ,,'here the ear may be perfeet and only the driver 
crazy! 

My observation is that the many group s represented here are trying 
to solve problems created by a new technology by very traditional and 



unimaginative methods and with a narrow horizon. Al as , I have no con
structive models for trying out new ideas . 

Here we are , social science researchers, scholars, statistical experts, 
men of law and medicine and probably a few bureaucrats (in the positive 
Weber-sense) . Each has his own interests , norms and ethics. 

Only modestly represented here is the profession 
systems and keeps them running: the edp system-people . 
ones who still make most of the decisions : What can be 
not be done?/What will not be done? 

that designs the 
They are the 

done?/What can-

My postulate: More and more of the edp specialists feel this re
sponsibility and are looking for ways to handle it . Many professionals 
believe that rules of ethics should be established (the British Computer 
Society has aproposal) . IFIP (International Federation of Information 
Processing) has just established a new task group (no. 9) called "Com
puters and Society" . This group especially asks social science re
searchers for help: IIThere is our technology bringing us?" or still 
better : "How should we try to form our society?" It could be hoped , 
that something useful could come out of such a cooperation . 

4. !~~_Y~~E~_~E~~_~~~ 

Last but not least : I envy Sweden this debate on what data should and 
could be used for . It will focus on the technical problems of using 
data for secondary analysis . 

In Denmark it has been suggested that all sensitive data should 
be destroyed af ter five years - then the data cannot be misused . 

The technical answer to this is that destruction normally is not 
necessary . Af ter five years nobody can find the tapes . If they are 
found by chance they cannot be read - and if that obstacle is finally 
overcome, and the magnetic spots are changed to data, nobody can make 
the data into information whose statistical significance can be evalu
ated. 

In other words, until new "datadocumentation nonns" - not to be 
mistaken for system and program documentation - have been developed, 
adapted and integrated in daily work, you will only have a "misuse
problem" five years from now if you archive not only the tape but also 
the "edp-specialist" who made the job and the administrator who ordered 
the job and knows where the data came from - sometimes even more than 
one administrator has to be archived . 

Anders Klevmarken : 

I would like to support Tore Dalenius' plea for explicit examples of 
threats to someone's personal integrity. What kind of threats are 
there? Would it be possible for some research institute to survey the 
nature of different kinds of threats, who is threatened and also how 
seriously these threats are perceived? Would it be possible to measure 
the intensity of a threat or the probability that a threat is carried 
out? Social scientists might be able to answer these questions and in 
this way bring some facts into a debate which is now veryemotional . 

Another contribution of ours might be to ask ourselves, as con
sumers of data, for what purposes we necessarily need individual data . 
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It is sometimes possible to use transformed data i.e. averages, al
though at a loss of information. For instance, in my own research 
about the relationship between education, age and earnings I needed 
estimates of age/earning profiles. Ideally these profiles should be 
estimated from longitudinal data, panel data, but I had to use succes
sive cross-sections of averages. In this particular case the assump
tions made seemed justifiable and the loss in efficiency was not harm
ful. In general, we should investigate what losses in quality and ef
ficiency are acceptable and try to give measures. 

For some purposes, for instance in simulation studies, one may 
even deal with data on "synthetic" individuals, i.e. individuals who 
have been made up from pieces of information from individuals actually 
observed. Each synthetic individual thus possesses characteristics 
which do not correspond exactly to any observed individual, but in prin
ciple there might exist an individual with such characteristics. Data
banks of synthetic individuals would thus not conflict with personal in
tegrity. 

Finally, a comment on international joint projects and the Data 
Act. This issue was brought up by Barbro Westerholm who would welcome 
a more precise description of the difficulties. Sometimes we find it 
more efficient to process data abroad because we may not have the nec
essary computer capacity or, more of ten, the relevant software. We may 
also have to consult experts abroad. In most instances it is probably 
possible to meet ' the requirements of the Data Act and process data in 
Sweden or, alternatively, process data in unidentified form, but at a 
higher cost and at a time loss. 

Ingemar Fägerlind: 

As a colleague of Prof. Torsten Husen at the Institute for the Study 
of International Problems in Education I have been involved in two 
studies where large amounts of data have been stored. The first one 
is the longitudinal Malmö study which began in 1938, in which 1,500 
persons and their children have been followed up to the middle of the 
19705. The second is the IEA (International Association for the Evalua
tion of Educational Achievement) study where cognitive and attitudinal 
data from about twenty countries were collected. 

The experience of myself and my colleagues in working with these 
two studies leads me to conclude that some of the speakers at this sym
posium are reacting against imaginary problems. In working with the 
longitudinal data since 1963, I have sometimes been frightened to find 
how easy it was to obtain personal data. When the data registers were 
computerized this task became even easier. As a citizen I think it is 
important that there should be some checking of the nature of the data 
collected. I also think that it is important for researchers to give 
careful attention to the manner in which the data are stored and util
ized. 

On the other hand, it is also important to relate that in the 
Malmö study, which began in 1938 and has continued with data from three 
generations, there has never been any complaint by the participants that 
the researchers have misused the data. 

With regard to international research, I consider that Prof. Back 
was too negative. Of cours e there are problems in studies using per
sonal data. In the data bank for the IEA study, there are no names or 



addresses for the respondents whose data are stored. From the data 
thus available many valuable cross-national studies have been performed, 
which leads us to hope that this type of study will be continued in the 
future. 

It was mentioned in this discussion that there is a constant fight 
between different groups in our society . I agree, and when it comes to 
social science research I have noticed a battle between the researchers 
and the "Ämbetsverk" (government agencies) . It is not only the National 
Central Bureau of Statistics that wants to perform all the research on 
their own data within their own institution. You will notice this tend
ency also in other "Ämbetsverk" which do not want to make their data 
available to outside researchers . I find this to be an important prob
lem . 

Dr. Aner suggested that researchers should devote more effort to 
developing methods for cooperation between researchers and participants 
in research projects. I agree that this is very important for the fu
ture and should be discussed further at this conference . This is just 
as important as the need for researchers and administrators to meet, as 
we have done here . 
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3.7 THE INTERESTS OF THE SWEDISH DATA ACT AND THE PRO
DUCTION OF STATISTICS - AN ATTEMPT AT ANALYSIS 

by 

Edmund Rapaport 

l. The issue 

In this lecture I intend to try to systematize and analyze more close
ly the relationship of statistics production to the interests protected 
by the Swedish Data Act as interpreted by the Swedish Data Inspection 
Board. The review is based on the practice starting to be established 
by the various decisions handed down by the Data Inspection Board and by 
the changes in these decisions jnstituted in some cases by the Govern
ment. 

The interests which the new Swedish data legislation are to 
proteet consequently provide the starting point. In Swedish legisla
tion and discussion these interests have be~n summed up in the term 
"personal integrity" . However this concept is defined - a difficult 
question I will discuss later - it obviously covers people's defensive 
interests . It is therefore a question of protecting the individual. 
Regarded in that way, protection of the interests of the individual 
can be roughly translated as protection against different kinds of 
risks. The concept of risk is not used in any accepted statistical 
sense, as the occurrences that constitute these risks can hardly be 
described in probability terms. 

It should at once be emphasized that other interests may run 
counter to those which the Data Act is intended to protect . The possi
bility of conflicting interests in this field is weIl known, and both 
the Act itself and its preparatory study recognize and treat in some 
detail at least some of these conflicts. With reference to the pro
duction of statistics the conflict might be preliminarily formulated 
as follows. 

A modern postindustrial society is heavily dependent for ration
ai management and development on the supply of relevant, correct and 
sufficient statistical information. In a wide perspective, general 
access to statistics is fundamental to the public debate which in 
turn is fundamental to a living and working democracy. In society's 
decision processes, statistics supply essentiai materials . Access to 
statistics is a necessity in other important cases too, e.g. in social 
science research. If this need for statistics collides with the no
tion of personal integrity, which is to be given preference? 

No general answer can be given to this question. Various types 
of personal integrity risks have to be balanced against various types 
of community losses caused by a reduced amount of information. This 
balancing of various types of risks and losses can be done most con
cretely in an actual situation, viz. when a given statistical survey 
is up for consideration under the Data Act. However, in my attempt 
at analysis it is suitable and necessary to generalize on a certain 
level of abstraction. It should be noted, too, that the interest of 
protecting personal integrity is not necessarily opposed to the in
terest of producing statistics . On the contrary, these two interests 
coincide to a great extent. 
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2. The risk of unauthorized access to primary statistical data 
during normal social conditions 

The Data Act and its application to the production of statistics as re
gards protection against encroachment on personal integrity means that 
data about private individuals (primary data) are not to be used for 
purposes other than the production of those aggregated anonymous data 
that constitute statistics. This circumstance and the reasons for it 
are so well known that further comments are unnecessary . It is suffi
cient to note that the interests of personal integrity in this case 
coincide entirely with the interests of the statistics producers, and 
the question is mainly one of protecting the primary data against un
authorized access. In Sweden, the Data Inspection Board exercises 
supervisory jurisdiction in order to ensure that protection is satis
factorily arranged, and this supervision constitutes valuable support 
of the efforts of the National Central Bureau of Statistics (SCB). As 
part of these efforts, the conventional safeguarding of buildings, 
storerooms, transports, etc. has been examined and, wherever necessary, 
strengthened. The protection of computer installations and of computer 
operations in general has also been reviewed and improved. This re
view work has been performed in contact with the Data Inspection Board 
and the Swedish Police Board, and in close cooperation with the govern
ment consulting agency in this field, Statskonsult Ltd. The risk of 
unauthorized access in these (so to speak) conventional ways has prob
ably been reduced by these measures as far as can be justified when the 
cost of protection is balanced against the probability of assault at
tempts . 1t is part of the picture that there is no known case in the 
history of the SCB of a successful attempt to gain unauthorized access 
to primary data. 

1mproved protection against unauthorized access can also be ef
fected through measures directed towards the primary material itself. 
Three kinds of such measures, destruction, de-identification and en
coding of statistical primary material, are at present the subject of 
a special investigation by the SCB in consultation with the Data 1n
spection Board and the Swedish Record Office. This investigation, 
which was started slightly more than a year aga and whose findings will 
be presented shortly, originated as a result of directions about de 
identification issued by the Data 1nspec~ion Board. 

The directions in this matter were the removal of all identifica
tion terms shortly af ter the data collection in order to provide addi
tional security for the individuals who had furnished the information . 
The SCB objected these directions on two grounds. First, the de-iden
tification would make longitudinal studies on the collected material 
impossible, and this would collide with important research interests. 
Secondly, from a legal point of view the collected material would prob
ably be deprived of its confidential classification, while the possi
bilities of so-called backstairs identification, viz. the identifica
tian of private individuals by means of the remaining data, would still 
remain. The Government suspended the decision about de-identification 
by the Data Inspection Board, pending the results of the above-mention
ed investigation. This investigation also discusses the suitability of 
entirely destroying the statistical primary material in certain cases, 
which naturally would give the most far-reaching protection against un
authorized access, but at the same time rend er future processing quite 
impossible. With de-identification, on the other hand, continued sta
tistical processing remains possible, although without any chance of 



supplementing the material with new variables, as mentloned above, of 
longitudinal studies. The third type of measure discussed in the in
vestigation, the encoding of identification terms and perhaps of other 
data as weIl, is a protective measure, having, in principle, no effect 
on the possibility of continued processing or supplementation of the 
material. 

The conventionai protective measures against unauthorized access 
and the special measures now being investigated seem quite sufficient 
to provide perfectly satisfactory protection under normal conditions. 
Probably it can also be assumed that the special measures of destruc
tion and de-identification of the primary material,which in principle 
might collide with statistics interests, in reality hardly need become 
controversial. Probably they will be contemplated only in very special 
cases, when both the susceptibility of the material and the degree of 
interest in preserving it for the future will produce a concerted 
opinion to employ one or the other of these measures. The normal, 
basic safeguarding will usually be sufficient and can if necessary be 
reinforced by e.g. encoding. 

Protecting data about private individuals from unauthorized access 
must also include the prevention of disclosure through published statis
tical results; i.e. published statistics must de facto remain anonymous . 
Intensive development Hork has taken place in this field, particularly 
within the SGB . It might be said that Swed ish statistics production in 
this respect is weIl in hand and that there exist adequate methods both 
to discover and to prevent disclosures. The discussion has been extend
ed to so-called probability disclosure, in which field research and 
methods development work is going on . The problem of disclosure in 
tables has also long been discussed by the Data Inspection Board . The 
directions issued for various statistical surveys regularly include a 
stipulation that the statistical results are not to expose private in
dividuals. For obvious reasons, the interpretation and application of 
this stipulation have been left to the specialist responsible for the 
publication . 

The legal frameHork for protection against unauthorized access is 
naturally of great interest in this connection. By this I mean the de
finition of the protected field in relation to the general Swedish prin
ciple of public accessibility, in other words the secrecy regulations . 
The attitude of the Data Inspection Board as revealed in various dec i
sions pertaining to the SGB seems to some extent influenced by the view 
that, at the present time, secrecy regulations are not entirely satis
factory . As the subject is too complicated to be discussed now, I will 
limit myself to stating that essential improvements and elucidations of 
the secrecy regulations are expected to occur in the near future. 

This review of the interests and various types of risks during 
normal conditions may in conclusion be said to indicate that there is 
no fundamental conflict between personal integrity and the need for sta
tistical information. The prospect s also indicate ample possibilities 
of adjusting the protection level to future personal integrity risks 
without any appreciable conflicts with the risk of public information 
loss . A review of interests and risk situations during conditions 
other than normal is consequently of greater interest. 
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3. The risk of unauthorized access to primary statistical data during 
conditions of war and danger of war 

The risks of unauthorized access discussed in the previous section were 
termed risks under normal social conditions. The types of risk discuss
ed beloware characterized by occurring under conditions other than 
those of an orderly development of a democracy, e.g. conditions of war 
and danger of war. In Sweden the protective measures to be instituted 
in such situations and their preliminaries are constitutionally regulat
ed. These measures also cover the information in traditional documents 
and other data media. It is, inter alia, the duty of each government 
authority to have emergency plans for these situations, including the 
measures removal and destruction of information media. The objective 
seems to be to avoid loss of information in military operations and in 
addition to avoid its capture by the enemy. The two interests might of 
course collide with each other in the same way as they might collide in 
other fields than information. It is to be assumed, however, that such 
information about individuals is to be destroyed which can be used in 
the hands of an enemy power to the detriment of the persons concerned. 
In other words, in the difficult balancing of interests, solicitude for 
the individual takes prefere~ce over general, long-term interests. 
Such information is predominantly found in the countless number of so
called administrative registers on individuals, but the above pertains 
to collections of data for statistical purposes as weIl. 

An interesting question in this connection is whether legislation 
intended to protect personal integrity, such as the Swedish Data Act, 
should consider the risks in war and danger of war. In regard to the 
interpretation of the Data Act the Swedish Government, in a much-noted 
appeal not concerning statistics, has taken the attitude that the treat
ment of such questions falls outside the Act's area of application . The 
Government's formulation deserves to be quoted: "The Data Inspection 
Board gives three main reasons for the decision against which the 
appeal has been made. As first regards the risks in political up
heavals or war, the relevant questions pertaining to e.g. safeguarding, 
removal and destruction of registers of individuals fall primarily 
within the jurisdiction of authorities other than the Data Inspection 
Board. By means of the Data Act and the work of the Data Inspection 
Board it is possible to assess the different registers of individuals 
that exist and the new ones that appear." 

Another risk in a situation of war danger arises if the government 
at that time were to demand access to primary statistical material of 
special interest at the crisis. A well-known example of such a situa
tion is the attempt in the United States during World War II to utilize 
population census material to find persons of Japanese descent . This 
attempt failed. It seems very difficult to anticipate future situa
tions similar to the one just mentioned. If, against all surmises, 
such a situation were again to arise in some country at some time, it is 
to be assumed that the statistics authorities, as in the United States, 
would have sufficient courage and strength to defend their material 
against such attempts and that other bodies in the country will not 
succumb to the temptation of making short-term gains at the price of 
great damage to their fundamental long-term interests. 

In conclusion I would make the assessment that in Sweden the risks 
possihly inherent in the production of statistics and the storage of 
data in times of war and danger of war are already adequately covered 



and consequently do not require any special treatment or further pro
ceedings within the framework of the protection of personal integrity . 

4. Persunai integrity risks in the case ut national uplleavel, etc. 

The discussion about personal integrity has also dealt with the possi
bility of unauthorized access to and use of data about individuals in 
the case of a coup d'etat or similar upheaval, when the usual rules 
about inter alia the use of primary statistical data have ceased to 
function . In regard to such risks, too, it is doubtful whether they 
naturally belong to the field defined by the concept of personal in
tegrity . Irrespective of this, it can be ascertained that the only 
satisfactory protection against the risks now in question is the total 
or partial destruction of material that can be put to improper uses. 

The first question, then, is whether filed primary statistical 
material really presents any risks for private individuals under such 
extraordinary conditions. Available historical experience hardly gives 
any guidance in an evaluation, except possibly hypothetically in regard 
to very speciallimited materials. In general it can be shown that 
primary statistical materials are of ten distributed on rather small 
samples. As far as census registers are concerned the information is 
usually rather limited and usually available in more detail in admini
strative registers kept by other bodies . Also, the information is of ten 
"old" . It is consequently hard to see statistical primary materials as 
presenting any great risk, even during extraordinary conditions. It is 
quite likely that they rapidly lose their value for purposes other than 
statistics and research, even during the conditions now discussed . 

However, the wider and more difficult question is whether it is 
at all meaningful to limit the review to primary statistical materials 
when discussing society ' s preparedness and defence against coups , as 
seems to be the case in the Swedish general debate at present . To me , 
that is beginning at the wrong end . A rationai preparedness plan must 
cover not only the problem about information storage and primarily in
formation storage which has nothing to do with statistics, but also a 
string of exceedingly difficult questions about society's organization, 
the power of various bodies, attitudes, etc . 

Thus, there is the risk that the type of preparedness plan which 
begins and perhaps exclusively deals with primary statistical material 
might be the cause of great information losses without essentially 
strengthening the protection of the individual . In special cases it 
might be quite reasonable to destroy, partiailyor total ly, very deli
cate material . However, a concrete decision for a given primary materi
al must be taken with a sense for distinctions and within the framework 
of a total assessment. 

5 . Fair play for the respondents 

In Sweden the Data Act gives persons the opportunity to check whether 
the data recorded about themselves are correct. Incorrect data are to 
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be corrected if the error is significant from the point of view of in
tegrity. In the same way same of the instructions issued by the Data 
Inspection Board in accordance with the Data Act suggest an interpreta
tion of the concept of personal integrity as of the individual's interest 
in being correctly treated. In regard to the SeB, this has resulted in 
directives about information to be given to the respondents, about their 



86 

rights during the data collection stage and about verifying the con
tents of the computer registers which form a processing link in the 
production of statistics . 

According to the directives regularly issued by the Data Inspec
tion Board, the information to the respondents is to be explicit prima
rily with regard to the rules that govern the collection of data and 
with regard to whether or not participation is voluntary. The respond
ents are also to be informed about the confidentiality classification 
of the collected data and are to be told that collection of supplementa
ry data from other sources might occur and which these sources might be . 
Directives have also been issued stating the right of an interviewed 
person to discontinue an interview or to change information given pre
viously in the interview. 

For the SCB these directives represented no changes in subject
matter in respect to the information given to the respondents and their 
rights, but did involve certain adjustments in the presentation. A de
tailed and correct presentation of the relevant aspects of a survey at 
thc time of the data collection has always been considered impor-tant by 
the SCB, and no conflict of interest vis-a-vis the Data Act in this re
spect consequently exists. 

The Data Inspection Board has taken the attitude that an indivi
dual is in principle to controI the information about himself, and thi s 
has resulted in an injunction against so-called indirect interviews . 
Indirect interviews, which are defined as the collection of information 
about one person from another, occur only sparingly in SCB surveys " 
However, in the labour force surveys they are considered permissible 
in view of inter alia the simple contents of the interview . and they 
form an important means for carrying out these surveys speedily without 
an excessive non-response rate. The Government revoked a decision by 
the Data Inspection Board and permitted the SCB to continue with in
direct interviews, although with certain limitations on the c ircle of 
permitted respondents and on the contents of the interview . 

Another directive of seemingly ethical purport, an injunction 
against imputations , is of great significance for Stvedish statistics 
production . This directive was also issued in the decision concerning 
labour force surveys. Imputation is a procedure for attributing a va
lue of a variable to a person or object on the basis of related informa
tion about this person (object). 

Until last year a method for supplementing the information ab out 
non- respondents was used in the SCB labour force surveys, in which 
"twins" were found between respondents who had participated in the sur
vey and non-respondents , and the values of the respondents were attri
buted to the corresponding non-respondents. This procedure was terrned 
"total imputation" in the SCB repor t to the Data Inspection Board. In 
its decision the Data Inspection Board issued an injunction against im
putations in labour force surveys. In its appeal to the Government the 
SCB distinguished between total and partiaI imputations. By partiaI 
imputations the SCB meant the imputation of a few non-repor ted variable 
values for a respondent who had otherwise participated. The SCB stated 
that the total imputations in the labour force surveys could easily be 
replaced by procedures approximately equivalent from the statistical 
point of view, while partial imputations were of great importance for 
the production of statistics in general . However, in the labour force 
surveys they occurred but very rarely. The government's decision meant 
inter alia an injunction against imputations. The contents of the SCB 



appeal, together with the Government's explanatory statement of its 
decision, permit the interpretation that the Government has in principle 
vetoed total imputations but has not adopted a definite attitude to 
partial imputations. Formally the decision pertains only to the labour 
force surveys. It should be noted that the Data Inspection Board has 
indicated that it is not opposed to imputations per se, as long as they 
do not mean that "faked" data are recorded for identifiable persons dur
ing statistical processing . In other words, there are no objections 
to e . g . imputations on aggregat ed levels. 

6 . Concl us ion 

The compass of this lecture permits only a very summary analysis of the 
field of interest formed by the production of statistics on one hand 
and the interests expressed in demands for per~onal integrity on the 
other. The exposition is not only surnrnary, it is also incomplete . For 
instance, there has been no mention of the great benefits statistics 
production may doubtless expect, at least in the long run, by an effec
tive protection of personal integrity . Nor have the specific conditions 
for research created by the Data Act been discussed . ~1y intention has 
mainlybeen to argue in favour of the possibility and advantage of dis
cussing and analyzing the concepts of personal integrity and statistics 
production in terms of the interests and risks involved . I maintain 
that the discussion so far carried on in Sweden , although extensive i n 
itself, has to some extent neglected to systematize and concretize the 
problems; an urgent task, particularly in view of the approach i ng re
vision of the data legislation . 
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3.8 THE RIGHT OF PRIVACY AND THE NEED TO UNDERSTAND 
by 

Vincent P. Barabba 

It's good to be here in Stockholm - not only because it's my first 
opportunity to visit Sweden, but because I wanted very much to take 
part in this symposium. The sl1bject under discussion is one of deep 
interest to me personally, and to the entire statistical cornrnunity of 
the United States. 

In any society which places primary value on the rights of its 
citizens, the role of a data-gathering agency is naturally one which 
comes under close scrutiny. Statistical agencies in free societies 
are charged with two tasks - to provide the data which are increasing
ly vital to the decisionmaking process, and do this job without in
fringing upon the rights of individuals. I feel these tasks are not 
as much in conflict with each other as they might seem at first. I 
would add, however, the degree to which they are a problem is a func
tion of the degree to which the average citizen perceives them to be 
in confl ic t. 

Because all of us in this room realize the vallle of statistics 
to the functioning of society, we also share similar concerns. My 
purpose today is not to make direct comparisons between the approach 
taken by Sweden and that taken by the United State s in an attempt to 
determine which is most proper. My purpose is to exarnine the problem 
in the context of the United States experience - and share with you 
how legislation has been shaped to guarantee the confidentiality of 
individually identifiable records and yet keep a free flow of statis
tics available to decisionmakers . Specifically, I want to tell you 
how this legislation affects the Census Bureau, the primary data col
lection unit in the quite decentralized U.S. Federal statistical sys
tem . 

The original title of this talk was to have been "The Right of 
Privacy and the Need to Know" . I changed it to "The Right of Privacy 
and the Need to Understand", because I see a different connotation 
between the words "know" and "understand" in the con text of this 
problem. Surveillance systems need to know information about the in
dividual . A statistical system needs t~derstand society as a 
whole. In a surveillance system, information about the individual al
ways remains identifiable, regardless of the data format. In a sta
tistical system, information about an individual is amalgamated with 
information abol1t many other individuals. Personal identification is 
lost in the process of creating surnrnary data. 

The specter of government intrusion into the affairs of indi
vi dual citizens in democratic societies has always been a highly 
emotionai subject - mainly discussed in the framework of newspaper 
headlines. Events of recent years in the United State s have brought 
the issue in to sharp focus: military surveillance of civilians, wire
tapping, the bugging of offices, and industrial and political espio
nage. 

My files are crarnrned with clippings on the subject, with head
lines such as: 
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"Reversing the Rush to 1984", or "Big Brother Society Feared". 
Such headlines reflect the fear that information gathered for legiti
mate purpose will be used later in a different context whichcould in
jure either the individual or his family. 

This fear was summed up very weIl by the noted Soviet author 
Alexander Solzhenitsyn in his novel, Cancer Ward. He wrote: 

"As every man goes through life he fills in a number of forms for 
the record, each containing a number of questions . . .. . There are 
thus hundreds of little threads radiating from every man, millions 
of threads in all. If these threads were suddenly to become visible, 
the whole sky would look like aspiders web . .. .. They are not vis
ible, they are not material, but every man is constantly aware of 
their existence . Each man, permanentlyaware of his own invisible 
threads, naturally develops a respect for the people who manipulate 
the threads." 

This fear of the misuse of personal information is exaggerated 
by the popular image of the comput.er . That image of ten casts the com
puter in the role of avillain . It becomes the too l of the all-per
vasive, yet unidentified "They". Whenever we find fault with some ac
tion of government , business, school, or any other segment of society , 
i t's a l ways "they" who did it, and increasingly the computer is blarned 
for making it possible. 

Though every technological advancement does have the potential 
for concentrating power in the hands of those who controi the equipment, 
this power can be diffused as that technology spreads - at least in a 
democratic society . For example, letts look at the computer . Is the 
computer only a too l of the powerful, whether it be big government or 
bi g bus ine ss? My answer is no . I base my contention on the fact that 
as camputer technology has advanced , computers have come increasingly 
within the grasp of those who want to use them. Inexpensive computer 
kits are available, desktop models are offered for sale, and entire 
systems are sold by firms replacing them with newer modeis . You dontt 
even have to own a computer to be able to use one because of time
sharing . Additionally, the power of information can be diffused through 
the use of computers . 

A good example is the network of Summary Tape Processing Centers 
established around the United State s on local . initiative. Summary sta
tistical tapes not containing any individually identifiable records 
from the 1970 U. S. census were sold by the Census Bureau at cost to 
these centers, which use them to make special tabulations for data 
users in the public and private sectors . 

Another factor is that the public generally over-estimates the 
abilities and the applications of camputers - thanks in part to futu
ristic movies and television. Tagether with recent headlines, this 
image of the computer has led to vague fears of an ominous National 
Data Bank, which would store every face t of our personal lives for 
instant retrieval by any government agency which requested information. 

For this fear to be realized in an open society - for a society 
to move that close to the nightmares described by Alexander Solzhenitsyn 
and by George Orwell in his 1984, these societies would have to abrogate 
not only current law, but their entire democratic tradition. 



Let me underline this thought as far as the U.S . is concerned 
by quoting to you a portion of apaper written by Otis Dud1ey Duncan 
which concerned plans for the 1970 U.S. census: 

" .. . In this country we have proved that a statistica1 system can 
incorporate rigid safeguards of confidentia1ity. The institutiona
lization of these safeguards has proceeded to the point where it is 
inconceivable that they would break down, except in the catastrophic 
event of a breakdown in our whole system of institutions protecting 
the rights of the individual . " Then he adds the se key words: "In 
the case of such a catastrophe, my guess is that much more direct 
ways of infringing these rights would be found than that of making 
inappropriate use of statistical records secured ostensibly in con
fidence." 

However, I would be glossing over the subject if l didn't say 
there is an inherent conflict in gathering data from individuals. That 
conflict is between the individual's right of privacy on the one hand, 
and, on the other, government's use of mandatory processes to obtain 
the information it needs for valid purposes. 

Basic to this discussion is the question: what is the right of 
privacy? It is a very easy term to use, but a very difficult one to 
define . Legal and academic scholars in many nations have wrestled with 
the problem for the bet ter part of a century. Obviously, privacy does 
not exist in an absolute sense, any more than freedom does . Oliver 
Wendell Holmes, a famous Chief Justice of the U.S. Supreme Court, in
cluded this thought in a celebrated opinion: "Freedom of speech does 
not include the freedom to yell 'fire' ~n a crowded theater." 

Privacy , as freedom, has meaning only in the con text of human 
society , and society changes as time passes. As society becomes more 
complex, it needs to know more about its composition in order to estab
lish priori ties and properly allocate its human, financial, and natural 
resources. 

The right of privacy is of ten expressed as " the right to be left 
alone" . But that concept is inconsistent with the individual ' s respon
sibility to society . 

Each man, woman, and child in a society reaps benefits from being 
a member of that society. Of course, the se benefits vary from place 
to place and within the subgroups of society. Yet the individual ob
viously derives benefits from dwelling among other people. 

It is axiomatic hat we never get anything for nothing . Hhat, 
then, is the trade-off when it comes to the individual and society? 
The obligations of an individual living in a highly complex, densely
populated industrial civilization are greater than any in history . 
Sometimes the price the individual pays is in money - such as taxes; 
in other cases, it is time, such as serving on-a-]Ury, a jail sentence, 
or du ty in the armed forces when required. Sometimes it is establish
ing qualifications to do certain things - such as driving a car, or 
practicing certain occupations . 

If we grant that we all operate in the con text of human society, 
and that we have a responsibility to that society, we can arrive at a 
definition of the right of privacy along these lines: It is the right 
of the individual, to the extent possible, to control what information 
about himself he releases, to whom he releases it, and under what con
ditions. 
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All of which is a roundabout way of saying there is a right of 
privacy, but it is a right which may be circumscribed to allow the 
expression of other freedoms. Obviously, any limitation of dur right 
of privacy must be made with extreme caution and only af ter careful 
consideration of the consequences. 

Former United States Senator Sam Ervin - for many years a most 
respected Constitutional authority in Congress - once said: "Somewhere 
a balance must be struck between the individual's desire to keep silent 
and the government's need for information. If it is proved necessary 
to invade certain rights, clearly it is the Constitutional duty of 
Congress to establish precisely how and under what circumstances this 
may be done . " 

It occurred to me as I thought about this quote that there would 
be great difficulty in establishing the Census Bureau as it exists to
day with its present authority. If the administration asked Congress 
to create an agency with the power to decide what questions it would 
ask of the American public, the power to compel a response, and the 
power to impute characteristics for non-respondents - such a request 
would be drowned in a howl of protest from both the members of Con
gress and the media . 

I believe the fact that the Census Bureau exists in its present 
form and has the authority I described is because a unique contract of 
trust with the American public has come into being as the Bureau evolved . 

This contract of trust has several unique properties. It is based 
solidly in law , but its main force lies in intangible aspects such as 
tradition, practice , and professionaI pride . While it took man y de
cades to build up, it is nonetheIess fragile and could be easily dam
aged . Finallyand perhaps most important - even though it could 
be easily damaged , the entire weight of the U. S. statistical system 
rests squarely up on it . 

We know that a census or a survey is onlyas good as the contract 
of trust with the people who answer the questions . If there were gen
eral public disbelief that we were keeping our word that their answers 
are confidential , these answers would not be as accurate , or given as 
willingly . Indeed, this situation would take place if the public felt 
that even the potential for such violation of their trust existed . 

If this situation ever occurred on a large scale, the quaIity of 
the summary statistics would deteriorate . As a result, the United 
State s would lose its mai n decisionmaking tool, and society would be 
the loser . But our experience over many years does not justify this 
concern . 

In our evaluation of the 1970 Decennial census of Population we 
estimated an undercount of 2.5 percent of the population - an improved 
performance over 1960 and 1950. Of course, the census is mandatory. 
On the other hand, a study of five long-running household sample sur
veys shows very high voluntary response rates. The oldest and largest 
of these is the Current Population Survey, taken monthly of some 50,000 
households. Outright refusal to take part in this survey stood at 1 . 5 
percent in 1965 - and 2 . 2 percent in 1975 . That is a remarkable re cord 
when you remember all that occurred which had the potential of increas
ing the mistrust of authority on the part of the average citizen during 
that decade . 



The contract of trust which makes response rates such as these 
possible has been a long time in forming. Its foundation - and that 
of the census itself - lies in the U.S. Constitution, written in 1787. 
Article One stipulates that seats in the House of Representatives will 
be apportioned according to the distribution of the population, and 
that an enumeration of the population will occur at least every ten 
years. Beginning with the first census in 1790, that provision has 
been carried out, and forms the basis for representative government in 
the U.S. 

Through 1830, confidentiality of private records was not a factor. 
In fact, federal marshals, who supervised the first five censuses, were 
required to post copies of the list of names in public places in their 
districts. 

Between 1840 and 1870 the re were no legal restrictions, but cen
sus takers in the field were instructed to treat all information they 
gathered as confidential . Those instructions became law in 1880 . All 
enumerators took an oath not to disclose any personal information. 
Oddly, this requirement did not extend to their supervisors. 

That loophole was closed for 1900 - when all census employees 
were made subject to a 500 dollar fine for violation of their oath . 

In 1902 the permanent Census Bureau was established . It had 
become apparent that the need for statistics was a continuing one, 
and that the size of the job was such that a full time trained staff 
was much more efficient than setting up and disbanding a new organiza
tion every decade. 

Up until 1910, census law required the Direetor to furnish on de
mand to governors of State s or heads of loeal governments certain parts 
of an individual's return - name, age, sex, birth place, and race. The 
act for 1910 changed that wording to read that the Director could - at 
his discretion - furnish information for genealogical and other proper 
purposes. 

The year 1910 also marked the start of another tradition - the 
presidential proclamation. The one issued then by President Taft told 
the American people their replies to census questions were to be used 
only to compile general statistical information, and that their answers 
were protected by law . In part, it read: 

" The census has nothing to do with taxation, with Army or jury 
service ..• or with the enforcement of any National, State, or 
local law or ordinance, nor can any person be harrned ~n any way by 
furnishing the information required." 

The current law under which the Census Bureau operates is Title 
13 of the U.S. Code, most of which dates from 1929. This census law 
is very specific when it comes to personal information . It requires 
that information obtained from an individual be used only for statis
tical purposes. It also requires that published data be in such a 
form that it is not possible to identify an individual or a single 
business establishment. The law stipulates that no one other than 
sworn officers and employees may have access to individual information, 
and each census employee has signed an affidavit of nondisclosure to 
uphold the law. Each employee is offieially reminded of this law 
twice a year. 
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The current law still has wording much like that of 1910, which 
allows the Director at his discretion to provide copies of individual 
information for genealogical and other proper purposes. The key word 
here is "discretion". Over the years, the application of this power 
has become restrictive rather than permissive. 

Beginning irnrnediately following the strengthening of Census law 
in 1929 , a number of events occurred to strengthen the Bureau's opera
tions under that law. In 1930, the Attorney General ruled that even 
the name and address of an individual collected during the census are 
confidential. His ruling touched upon two requests for personal in
formation from census files - the Women's Bureau of the Department of 
Labor had asked for names , addresses, occupations, and status of em
ployrnent of workers in Rochester, New York. These were to be used in 
connection with a planned survey to determine the economic effects on 
family and cornrnunity life of women working in industry . The second 
request came from several sources and asked for the names and addresses 
of people who could not read or write . This was turned down even though 
the requests were for the purpose of aiding publ i c education and the 
drive to eradicate illiteracy. 

At about the same time , the Secretary of State asked the Census 
Bureau for data about individual farms in one county in the State of 
Washington . Clouds of sulphur dioxide gas from a smelter l oca ted acros s 
the border in Canada were causing extensive damage to crops in the U. S. , 
and the matter had been handed over to an international tribunal . The 
Census Bureau refused to release the information , and the tribunal de
cided not to press the point . The reason? Because it would have caused 
the U. S. Government to breach a promi se it had made to its citizens as 
weIl as to violate the census law . 

Now we jump to 1942 . It ' s hard to imagine now , but f ol l owing the 
attack on Pearl Harbor , there was near hysteria about the Japanese -
Americans living on the West Coast of the United State s - emotion which 
led to one of the most embarrassing moments in U.S . history , the intern
ment of large numbers of these loyal Americans. At the height of this 
feeling, the War Department requested that the Census Bureau supply the 
names, addresses , and ages of all persons of Japanese extrac tion living 
on the West Coast who were counted in the 1940 census . 

The Census Bureau sent one of its officials to California to act 
as liaison. He, in effect, was conscripted by the War Department for 
the project . Considering the wartime emergency, this official could 
have asked the Bureau to comply with the request for names and addresses. 
Instead, he worked to get the job done by being responsive within the 
law as it was then understood . 

The Bureau made special tabulations for the War Department for 
certain States, counties, and municipalities , but did not release in
dividual names and addresses in conformance with census law . 

In 1947, during the rising concern about possible foreign 1n
filtration and sabotage, the attorney general requested information 
about certain individuals in Census records on behalf of the FBI. 
Again, the request was denied. 

A loophole in the law turned up in a case in the early 1960's 
when the courts ruled that file copies of census forms retained in 
company files could be subpoenaed . This resulted in Congress amending 
the law to extend confidentiality to include even copies of census 
questionnaires. 



Just last summer, IBM had requested a U.S. District Court judge 
to order that census questionnaires from firms selling computer prod
ucts and services be admitted as evidence in a trial. Af ter reviewing 
the law and the history of confidentiality, the judge refused to do so, 
saying in part: 

"Maintenance of confidentiality facilitates the functioning of 
Government by encouraging the submission of full and free census 
data. Secondly, it protects the privacy of members of the public 
who are required by law to subrnit information, of ten of a confi
dentiai nature. The court believes that these policies outweigh the 
defendent's need for the information, and that, accordingly require
ments of due process do not compel disclosure." 

That briefly is a summary of how confidentiality grew to be an 
integral part of census taking in the U.S. Keeping that information 
in mind, and my earlier remarks about generalized fear of the computer, 
let's look at how the 1970 U.S. census was processed. 

Af ter all the forms were collected, the data on them had to be 
transferred to computers. It used to be that the data on each form 
were manually transferred to punchcards, and the punchcards fed to 
computer tape. Now, we bypass this laborious process. The forms, 
specially designed for the purpose, were microfilmed on highspeed page
turning cameras. This is the last time each original form was handled 
until it is destroyed. 

The first page of the census form was not microfilmed. This page 
contained the address of the household. So, the rolls of microfilm, 
which have names and personal information, contain only a geographic 
code relating that information to the area on which the household is 
located. In order to gain access to personal information, the name 
and address must once again be linked to the data, a process requiring 
the efforts of many people. This separation acts to reinforce confi
dentiality. 

Another electronic device pro duc ed by the Bureau reads the micro
film. It transfers directly onto computer tape the dots formed when 
respondents filled in the circles by the appropriate answers. This 
machine cannot read handwriting, so the names of individuals are sepa
rated from their personal information at this point for the rest of 
the tabulation process. 

Even this is not enough to guarantee that a person could not be 
identified in the statistical summaries. Some areas have such a small 
population that it would be possible by deduction to identify personal 
characteristics in the tables. Our computer processing program is set 
up so that if this would be the case, that information is suppressed -
both on computer tape and in the printed publications. 

When it comes to suppression of data from the economic censuses 
even the disclosure rules are confidential - because that information 
by itself could be used for deduction, since the number of firms in
volved is so man y fewer than the number of citizens. 

We are looking in to adopting other techniques being developed by 
other countries for protecting confidentiality. These include rounding 
numbers to the nearest five, and a "random noise" system, in which 
values of one and negative one are scattered throughout the tabula
tions, balancing to zero at certain geographic leveis. Such a systern 
would have no substantiai effect on statistical analysis. 
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I hope it is clear that confidentiality of personal records can 
be enhanced, not necessarily weakened, by the us e of computers . 

When the tabulation is finished, the original paper forms which 
have been stored in guarded buildings on a government facility are de
stroyed . They are shipped in sealed boxcars and recycled, with Bureau 
official s watching until the y drop into the pulping vats. With this 
step, easy access to personal information disappears. 

That leaves the microfilm copies. Where does it go af ter we are 
finished processing the data? The rolls are sent to a Bureau facil ity 
which we refer to as the Age Search Service. This is a unique, self
supporting operation which has helped millions of people. Every day 
the Bureau receives more than a thousand requests from people who need 
to verify some item of information about themselves. Most requests are 
for substitutes for birth certificates which either never existed, or 
have been lost or destroyed. People need them to qualify for retire
ment, for Social Security benefits, for government medical programs, to 
obtain a passport, and many other uses. For a small fee, this facility 
will search old census records and issue a cer tificate which is offi
cially accepted for such purposes . 

This service is provided only at the 
self . For example, a son cannot ask about 
power of a ttorney or a death certificate. 
use made today of the Director's authority 
tion at his discretion . 

request of the person him
his father unIess he has a 
This operation is the only 
to relea se personal informa-

Finding information for those who request it is not an easy job. 
It takes an expert to utilize the microfilm. The Age Search Service 
is a completely manual operation, with no computers involved. Since 
the census is based on addresses, there is no such thing as a computer
ized master list of records arranged alphabetically by name to make the 
search easier. 

The very size of the U.S. population helps to guarantee confi
dentiaIity. It took more than 8,000 kilometers of microfilm to process 
the 1970 census . To locate the correct reel of film the person making 
the request must supply information about where he or she lived at the 
time of the census. 

For us to make this process of working backward to arr~ve at per
sonal data any easier would be an enormously complex and costly under
taking. Indeed, some suggested laws regarding privacy would have re
quired us to organize our records in just such a way in order to comply 
with accountability procedures. While designed to protect personal in
formation, in the case of Census Bureau records, it would have had the 
effect of making personal data more accessible. 

At one time, the re were more than 60 proposed laws dealing with 
privacy before the Congress, many of them very restrictive in nature . 
The version which was finally passed - the Privacy Act of 1974 - is, 
in principal, a very good law. It calls upon the Federal Government 
to follow fair information practices, and widens the area of Federal 
conduct which is open to public inspection and accountability. 

The act applies only to personal information main tained by Fed
eral agencies in a record systern - whether computerized or not. It 
does not apply to private organizations or State and local governments. 



It does not regulate the method of obtaining information. How
ever, the law does establish specific requirements for advising in
dividuals in advance of certain items: the law authorizing the col
lection of the information being requested; the uses to which the 
data may be put ; whether response is voluntary or mandatory; and if 
there is a penalty for not responding. 

The Privacy Act perrnits the individual to review his personal re
cord and request amendments within a specified time. If the agency 
does not amend or correct arecord upon request, the refusal is subject 
to review and ultimately, to judicial review. 

However, the Privacy Act of 1974 takes into account the reputa
tion and the needs of the Census Bureau. It does so by recognizing 
the difference between administrative and statistical records. Ad
ministrative records are maintained as a basis for decisions about in
dividuals, while statistical records do not directly affect the person 
whose information forms part of an overall statistical picture. The 
initial dialogue about the need for privacy legislation did not make 
this vital distinction. That the final version of the law did so has 
allowed the U. S. statistical system to continue to function in its 
present form without measurable effects on the quaiity or costs of sta
tistical products . 

The key provision in this regard is one which allows the heads 
of government agencies to exempt certain records -systems from in
dividual access and correction. Such an exemption is authorized where 
the records are required to be maintained by law and are used solely 
for statistical purposes . 

The Act also permits Federal agencies to disclose individually 
identifiable records to the Census Bureau for the purpose of planning 
or carrying out a census or survey under the provisions of census law . 
This transfer of information to the Bureau may be done without the con
sent of the individuals involved. 

This provision recognized two points . The first is the Census 
Bureau ' s reputation for safeguarding personal information. No employee 
has ever been prosecuted for violating his oath regarding disclosure 
of personal information. Even at the height of the Watergate revela
tions, the name of the Census Bureau never appeared in even the most 
speculative stories about abuse the personal data. 
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The second point is a practical one . The exemption acknowledges 
that certain statistical programs can make use of existing administrative 
records both to save money and to avoid requesting individuals to pro
vide data they have already provided for other agencies. 

We at the Census Bureau believe the exemption from the most re
strictive provisions of the Privacy Act for the Bureau stems from three 
factors: 

First is the constitutional mandate to take the decennial census 
every ten years. This means that the Bureau has the best national 
population sampling frame in existence, one which, by law, cannot 
be borrowed . Some of the work done utilizin? this sampling frame, 
requires administrative records from other agencies which may have 
to be transferred to the Bureau. 

Second is the obligation placed on the Federal government by law 
to avoid or minimize duplicate data collection mechanisms. 
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Third is the fact that the Bureau has been a nermanent statistical 
agency for more than 70 years. During that tlme it has pioneered 
in the development of sampling theory and statistical me'thodology, 
and has provided the expertise and research capability to dramat i
cally improve the quality and accuracy of statistical work in the 
past few decades. 

As for accountability, the Privacy Act directly affects the Bureau 
in several respects. As with all agencies, we must publish a notice of 
the existence and character of every system of records we maintain. 

The Bureau may also be affected by the procedures adopted by those 
agencies which provide information to us for statistical use. Although 
individual consent is not needed to make such transfers, the suoplying 
agency may have to keep an accounting of the transfer of certain records 
and make this information available to the individuals named . The agency 
would have to do this to be able to forward to us any correction or no
tation of dispute which becomes attached to the original record in ac
cordance with the Act . 

It is still unclear how far this provision might be carried, but 
it appears doubtful that isolated corrections to administrative records 
should, have any significant bearing on statistical operations. 

Two provisions the Act requires were already being carried out by 
the Bureau on its own. One stipulates that when records are transferred 
from one agency to another, the receiving agency must treat them as if 
it had original ly compiled them. For the Census Bureau, this has been 
a orie way street, with all transferred records coming under the provi
sions of the Census law, and no Census records transferred out of the 
Bureau. 

As I mentioned before, the Bureau is also accountable, along with 
other statistical agencies, to inform respondents in writing at the time 
of data collection. We have sent such advance letters for some time, 
but the Act will cause us to make sure that the message is as clear as 
possible. 

Perhaps the section of the Privacy Act with the most potential ~m
pact is that which creates the Privacy Protection Study Commission . 

For example, the privacy commission is expected to exarnine the 
developing practice in the private sector of matching and analyzing 
statistical data - such as census data - with other sources of personal 
information . The goal of such commercial organizations is to recon
struct individual responses to statistical questionnaires for comme r
cial or other purposes. The result can violate either implied or ex
pressed confidentiality. While the state of the art in this area is 
relatively primitive, the Bureau will have to devote increasing atten
tion and concern to the manner in which we prepare and disseminate 
aggregate statistics . 

The Commission is also expected to determine specific categories 
of information which Federal agencies should be prohibited by law from 
collecting to avoid violating the individual's right of privacy. Even 
if the Commission does not explore this area, it is guaranteed to re
ceive more attention in the next few years . I say this because such 
concerns always are voiced before and during the decennial censuses. 

With four years to go until the next census, there are legislative 
proposals which would require Congressional approval for census ques
tions , or limit the number of mandatory questions, or make all ques-



tions voluntary. Even without new laws, it appears likely that pro 
posed census questions will receive a more thorough examination by Con
gressional committees than before. 

Clearly, the Privacy Act and the concerns it reflects make pub
lic official s more accountable for the collection and handling of per
sonal records. But even with the increased accountability, and the 
strict provisions of law, the Census Bureau continues to exercise a 
large measure of discretion in fulfilling its role as the Nation's 
prime fact finder. 

One example is imputation . Since individual data records are 
used only in combination with many others to form statistical totals, 
the Bureau has traditionally refined incorrect or missing data col
lected in the field through direct and indirect allocation . 

A direct allocation is made when a response is imputed on the 
basis of information given in another item for the same respondent. 
For example, if there was no response to the question of marital status 
for a woman , but she was repor ted as the wife of the head of the house
hold , the computer is programrned to automatically assign the response 
"married" to that question . 

Another form of direct allocation is the consistency edit . This 
is used when the information reported in a given item is inconsistent 
with other information reported for the same respondent . Areported 
age of 10 years for a grandmother of the head of the household is not 
allowed to stand , for instance . 

An indirect allocation is made when ~ response is imputed on the 
basis of information in items reported for a different respondent . For 
examp le, missing income may be imputed from the computer record of the 
last person processed with the same sex , race, household relationship, 
and similar age and employment characteristics . 

Sometimes - because of nonresponse or mechanical processing prob
lems - it becomes necessary to impute characteristics for respondents 
for whom almost no information is available . In this case, the record 
of a nearby respondent is guplicated and substituted for the missing 
record. Of course, this procedure is not appropriate for certain items 
such as place of birth or occupation . 

Since individual statistical records cannot be used for any ad
ministrative determination , these imputation procedures do not harm 
the person who responded to the original question . We believe that 
allocation and substitution provide better data than could be obtained 
otherwise . For one thing , these procedures reflect local var ia tions 
in characteristics. 

Another example of the Bureau's freedom of action involves the 
interpretation of its authority to collect data . Historically, this 
authority has been viewed broadly , rather than in a restrictive fashion. 

The Constitution of the United States, written in 1787, estab
lishes the census for the purpose of apportioning seats in the House 
of Representatives to assure equal political power . That language 
reads, in part: 

"The actual eV'lmeration shall be made within three years af ter the 
first meeting of the Congress of the United States, and within every 
subsequent term of ten years, in such manner as they shall by law 
direct. " 
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Congress has delegated the authority to take the census to the 
Secretary of Commerce. The most recent words now read: 

"The Secretary shall in the year 1960 and every 10 years thereafter 
take a census of population, employment and housing (including util
ities and equipment) as of the first day of April which shall be 
known as the census date." 

The same law also contains these words regarding surveys: 

"The Secretary may make surveys deemed necessary to furnish annual 
and other interim current data on the subjects covered by the cen
suses provided for in this title." 

In turn, the Secretary has delegated the se authorities to the 
Director of the Census Bureau, one of the agencies in the Department 
of Commerce. 

Much as the contract of trust with the public has developed 
through the decades, so has the trust Congress places on those it has 
charged to take the census. This trust has allowed a broad interpreta
tion of the enabling language, with the result that the census has grown 
into a vital statistical resource on the whole spectrum of social and 
economic characteristics of the American people. 

The same is true regarding surveys. This has allowed us to add 
supplemental subjects to authorized surveys so that a wide range of 
social and economic trends are identified between the benchmarks of 
a census. These include school enrollment, educational attainment, in
come, marital status, birth expectations, and a number of other charac
teristics. 

Once again, this practice saves time, money, and reduces respond
ent burden . lt allows the most efficient use of a data collection net
work which is already in existence. 

That is the background of how the Census Bureau became the unique 
organization that it is in the United States, and how it relates to the 
Privacy Act and concerns about the right of privacy . 

However, just because our re cord is good, and we have been ex
empted from certain portions of the Privacy Act, does not mean that 
all problems are solved and all questions answered. One problem deal s 
with the one way street of data transfer I mentioned before, in which 
the Bureau can accept records transferred from other government agencies, 
but can not release any of its own records. This creates a definite 
hardship for many agencies in performing their own required, legitimate 
statistical work. 

There are also a number of questions we need to continuallv deal 
with if we are to maintain the unique position which has evolved. For 
example - are we taking every reasonable precaution with the physical 
protection of personal information? Are we taking an undue risk of ad
verse public reaction with a particular set of census or survey ques
tions? Have we insured that in making available summary tapes we have 
taken all necessary and desirable precautions for preventing potential 
disclosures by inference? Have we sufficiently advised all employees, 
especially field interviewers, as to the safeguards, regulations, and 
policies that govern their conduct? Have we educated data users to 
maximize the utility of existing data as an offset to collecting new 
information? How many yea rs are census records to be kept confidential? 
These are just some of the considerations we must keep in mind. 



Earlier, I quoted from Alexander Solzhenitsyn about the threads 
which radiate from every person - reoresenting the questions he has 
filled out on forms during his lifetime. To balance this ominous per
ception, and retain the analogy of Solzhenitsyn, I would like to offer 
a portion of a poem by Edna St. Vincent Millay: 

"Upon this gifted age, in its dark hour, 
Rains from the sky a meteoric shower 
Of facts . . . they lie unquestioned, uncombined. 
Wisdom enough to leech us of our iII 
Is daily spun, but there exists no 100m 
To weave it into fabric ... ". 

The most magnificent tapestries are made up of countless threads. 
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To get the full impact of a tapestry, you don't exarnine a tiny portion 
with a magnifying glass or a microscope. Instead, you stand back at a 
distance and see it in its entirety. And when you do so, the individual 
threads are no longer discernible. To protect each thread to the point 
of being able to keep track of where it is in the tapestry, remove it 
up on demand and, change it - would simply me an that there would be no 
tapestry. 

In the same way, society's need is for the whole cloth of statis
tics for rationaI decisionmaking. The statistician and the decision
maker are concerned with information about individuals only insofar as 
it forms part of the general statistical portrait of a given area. 

The Census Bureau's perception of its mission is to gather ac
curate, timely, relevant and complete data from individuals, bus i
nesses, and governments and to make available to the public general 
statistical surnrnaries of that data while protecting the individual's 
privacy by keeping personal information confidential. 

In this role, the Census Bureau can serve as the 100m in Edna 
St. Vincent Hillay' s poem, producing the statistical cloth increasing
ly needed by today's decisionmakers. It is my sincere hope that this 
100m - and others like it around the world - will be allowed to con
tinue their vital task. 



3 . 9 DISCUSSION 

Chairman: Ingvar Ohlsson 

Ingvar Ohlsson: 

We have heard two lee tures on the conditions of statistics production, 
and it is obvious, as has been said many times here, that science and 
statistics production face the same problems. We all think it is natural 
to distinguish between administrative files on the one hand and scien
tific and statistical files on the other. We only want information on 
individuals as building blocks in a statistical process or a research 
process. For that reason these lectures have dealt with the problem of 
protection, both legal and technical, and with the need for maintaining 
the confidence of the suppliers of information. We have about an hour, 
and the first speaker to whom I give the floor is Professor Gastwirth 
from George Washington University. Re is also chairman of the American 
Statistical Association's Committee on Confidentiality. 

Joseph L. Gastwirth: 

First let me thank all of you from Europe for the gracious hospital ity 
I have had in Sweden and I apologize I can't speak your language. Pro
fessor Dalenius asked me to make a few comments about the work of our 
committee and some of the problems that I foresee in the States that 
may also happen here and indeed may already have happened here ahead of 
us. The basic problem stems from what Mr. Barabba mentioned in his 
paper that it is the right of the individual, to the extent possible, . 
to controi how information about himself is used, to whom and for what 
purposes it is released. Because our government is made up of a variety 
of Departments, each of which has slightly different regulations and 
code s of fair information practices, some statisticians felt that the 
American Statistical Association should study the issues and the di ffi
culties existing and proposed laws create in the statistical community. 
Most of the members of the committee have had wide experience in gov
ernment and although I come from an academic background, I did spend 

103 

a year with Office of Management and Budget and have testified in a 
variety of law cases. To help get the discussion going, let me just 
mention some of the problems that our survey of government agencies has 
led us to foresee. A major problem of our act is the requirement that 
the public be notified of the uses of the data at the time it is col
lected. This may cause an unintended burden on statistical uses since 
it is difficult to communicate all the possible uses of, say, the Census 
data. By this I mean it is difficult to communicate succinctly the sev
eral hundred tables generated from the basic Census data. Thus, our 
committee will try to develop areasonably accurate and compact state
ment of uses of survey data. Secondly, it is impossible to notify re
spondents of new uses of data . For example, you may wish to study the 
effects of the oil embargo on employment by comparing current (1976) 
data with the data taken in 1972. lt would be extremely costly to try 
to find all the people interviewed four years ago. Our committee is 
considering recommending some type of public review board if a drasti
cally new use of data is to be made. 

There are two other related topics which you may find interesting. 
A fundamental problem we are facing is the merging or linking of differ-
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ent data sets, usually using social security numbers (in the States) . 
Indeed, our ~rivacy ~rotection Commission has been asked to study this 
issue. It is especially complicated in our country because we have 
mandatory data sets derived from tax data on draft and military serv-
ice records in addition to survey data which is usually collected on a 
voluntary basis . I perceive an ethical problem when researchers com
bine voluntary data with administrative data when , to the best of my 
knowledge, the survey respondents are not told that the information may 
be merged with administrative data . In particular, if respondents re
fuse to answer a few "sensitive" questions (e . g . income) in a voluntary 
survey, is it honest and ethical for statisticians to obtain that in
formation from administrative records? These problems speak to the 
major fear the public has in the United States, namely the fear of a 
massive data bank storing "everything" known about them in a master file . 
Here is where the statistical profession will have to help the public 
understanding. We will have to stress that good statistical practice 
does not require the linking of all Census records with all tax records 
with all drivers license data, etc. Statistical purposes may require 
the linking of survey and administrative records in small samples . Pro
vided that the probability of any pe rson being in a stati s tica l fil e i s 
of the order of one in 500, you can feel confident that the fil e is not 
going to be subverted since there is so little chance of finding the 
subject being investigated in it . Moreover, the most s ensitive items 
of personal information, e . g., medi cal data, are usually not found in 
general purpose statistical records . 

The other area statistic i ans should explore is how can we use 
micro-aggregation or merging grouped data efficiently . In some of my 
research on income inequality, I was able to obtain quite accurate esti
mates of several measures of inequality from groupe d da ta . Currently a 
Ph . D. student of mine is working on est i mating the corre lation coe ffi
cient of a bivariate normal distribution from grouped data and the pre
liminary results are quite promising . Recently , Haitovsky has wr i tten 
a whole book on regression with grouped data . Thus , with further devel
opments in statistical techniques, we can probably resolve the confi 
dentiality problems inherent in merging different record systems . 

Finally, we know that working with large masses of complete data 
sets (e . g., the entire tax records) is not only more cumbersorne but 
usually leads to less accurate results than working with data collected 
from a carefully designed sample of respondents when the data is col
lected by trained interviewers and is processed through care ful editing 
procedures. 

Sune Äkerman : 

This will be an unusual and rather unexpected confrontation for me with 
the decision makers who participate in drawing the lines for the re
search which will be possible to carry out in countries like our own or 
the USA by future historians and other scientists who want to devote 
themselves to changes in the society in a longer perspective. 

It has struck me how important it is to make clear to oneself that 
~n this regard the United States represents an entirely different tradi
tion from that of the Scandinavian countries . It is well-known fact 
that you are strongly influenced by your Anglo-Saxon background when it 
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comes to the organization of the system of justice, the political struc
ture in general, and in regard to many central values. Such a value is 
the suspiciousness vis a vis the state. But in the Scandinavian coun
tries we hardly re gard the state in general as something threatening; 
on the contrary, it can be thought of as the protector of the small and 
underprivileged . For that matter, that is the whole idea of the welfare 
state . This difference, I think, is important for the way in which the 
integrity debate is carried on. Against that background I would like to 
warn that we not only buy your technology but also uncritically accept 
your values in issues like the integrity issue. It is alarming to me 
that to such a large extent the discussion has been led into technical 
problems in connection with so-called file splitting, with codes designed 
to prevent access to information, and deformation and destruction of ma
terial . Instead we ought to devote much more energy to underlining how 
necessary personal information is to both the individual and the society 
and how indispepsable it is for research . 

And then a more direct comment to Vincent Barabba's elegant pres
entation . I was rather shocked by its content as a historian . What you 
are doing in the United States influences our research possibilities in 
the future , too, and I want to ask Vincent Barabba if there hasn ' t been 
a rather sharp reaction on the part of the scientists. How on earth will 
it be possible to conduct longitudinal , individually oriented studies a 
hundred years from now in the United States? It is an unusually inter
esting country in man y ways, and evidently we will have no improvement 
in the future in comparison with the very difficult situation which we 
have now when we try to reconstruct the very fragmentary information 
from the censuses of 1850, 1860, 1870, and 1880. The census of 1890 
has burned up, as you may know . Af ter a great deal of hesitation the 
census of 1900 has been released recently . I want to present a plea 
f rom scientists on thi s side of the Atlantic , too : Show more consider
ation to us in thi s connection . Approach the Scandinavian mentality 
more if possible . Scientists constitute no threat here , and least of 
all those who will conduct research in the distant future about what has 
happened in post-industrial society in the United States . Unfortunately, 
their task will not be a particularly easy one, if I have understood the 
contents of Mr . Barabba ' s presentation correctly . 

Vincent P. Barabba : 

You may be correct that our expressed concerns in this area may be found 
in our Anglo-Saxon background. However, the researchers in the United 
States, even with their Anglo-Saxon background, hold the same position 
researchers here in Sweden have expressed when it comes to access of 
personal records . In fact , in the U.S . at this very moment the re is a 
rather vigorous debate taking place related to access to our historical 
census records . As I indicated in my talk, prior to 1910 a promise of 
confidentiality was not made to the American people and, as such, those 
records have been maintained and made available by the Archivist of the 
U. S. The ,critical question that arises is what to do about the records 
of 1910 and following decades. The Census Bureau feels that the promise 
of confidentiality is essentiai to continued high response rates. In our 
promise to the American people there was no distinction made as to how 
long that period of confidentiality would be . The debate that is taking 
place right now in the U. S. focuses on how long should it be before the 
Archivist of the U.S . is granted the authority to release those records 
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for research. Part of the debate involves the extent to which the Cen
sus Bureau can still be responsive to the needs of the individual re
searcher, relative to the archival data, by releasing the information 
in anonymous individual sample records or with the consent of the re
spondent. 

Our position is that the Constitution says there will be an enume
ration of the people and the primary purpose for that enumeration is to 
apportion the members of the House of Representatives among the States . 
If releasing the individual information causes a concern in the American 
people which results in lower response rates, then we feel that the cost 
of access to the individual records is too high a price to pay even for 
research. 

Now, that ' s the general position we take. We realize there are 
approaches we can take which do not affect our ability to enumerate the 
American people. For example, there was a study dealing with Scandina
vian immigrants to the U.S . where the National Institutes of Health 
wanted to measure the incidence of a particular disease among Scandina
vian immigrants in the U.S . as compared to their siblings who remained 
in Scandinavia. In this instance, the Census Bureau drew a sample of 
the immigrants as recorded in the census, searched out those individuals, 
interviewed them, and received their consent to contact their siblings 
to participate in this survey . The information was then turned over to 
the National Institutes of Health with the consent of the individual . 

Another way that we try to meet the needs of researchers is 
through the use of public use sample tapes . We drawasample of one
in-a-thousand people, or one-in-ten-thousand people depending on the 
need of the researcher . We eliminate any personal identifiers and fur
ther depersonalize records by not naming any geographic area of less 
than 250,000 people . We make that micro-record available to the re
search community in machine-readable tapes, and the re is no way that 
one can identify the individuals. So, to this extent, we do a service 
for the research community by g i ving them a machine-readable tape for 
further analyses . There are series of projects of these types which we 
try to do while always reminding ourselves that our first responsibil
ity is to enumerate the total population . 

Ulf Himmelstrand: 

A lot of the data collected and statistics recorded by the census bureaus 
in most countries of the world are collected and recorded in order to 
serve governments, that is as a basis for government decisions, local , 
regional, and federal. Some decision-makers in the business community 
may also find some of these statistics relevant . The time horizon of 
such decisions probably is rather limited in most cases. It could be a 
period up to the next election, or it could be a somewhat longer period . 
For researchers in this field the time horizon is also sometimes very 
short, very short indeedj but with the advent of futurological concerns, 
and also of course in a historical perspective, in looking backwards 
toward history, you have a much wider time horizon . Yesterday our dis
cussion touched upon questions like these with reference to the access 
to longitudinal data . 

There is also another eons ide ration here which makes the use of 
census data appear in a different perspective, namely the fact that 



governments natural ly are trying to attain certain goais, and they 
thus need data which is immediately relevant for what they are plan
ning and for the policies they want to pursue and implement, whereas 
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at least same researchers involved in policy research may question the 
very basic assumptions underlying sueh government policies, and may 
wish to prove or falsify such assumptions as weIl as alternative assump
tians providing quite different premises for the making of policy and 
for decision-making. Assume now thät the testing at 5uch premises re
quires the study of changes in individual variables over time. The 
question is then to what extent censUs data are available to tes t such 
underlying assumptions, or to prove that a certain line of policy and 
decision-making renders effects which are not wanted, perhaps, even by 
the policy-makers themselves. 8uch efrects do turn Up . I am thinking 
here of technology assessment not onl)' in a limited sense but also of 
assessments of legislatian as weIL as "non-decision". 

Another relevant question is whether such a critical perspective 
and data analysis threatens personal integrity of citizens more than 
do the policies of the government itsslf . I suppose governmene offi
~ials and same politicians take ie for granted that the personal in
tegrity of citizens is less thteatened by government decisions and laws 
~ including the Data Act - than by researchers who want to "intrude" 
and find out about individual GaSeS in Drder to be able to aggregate 
certain trends in changes of individual conditions over time. lt is 
one of the duties of research workers tD test what is taken for granted. 
Therefore I think that we should consider also in this discussion this 
basic question whether the crit ica l approach of social scientists in 
analyzing and evaluating tendencies over time is more threatening to 
the personal integrity of citizens than same of the decisions taken by 
government, or more threatening even than an application of, 5ay, a 
data law which implies a refusal of access to same critical data. Per
haps in same cases people 's integrity may in the long run be more 
threatened by the absence of research findings of such a critical na
ture than by research based on controversial personal data . 

Joseph L. Gastwirth : 

I am sorry that I can't pronounce the name of the last speaker . I agree 
with his major point . One of the suggestions of the privacy report of 
the Health, Education and Welfare Department was to erase the individ
ual identifying number as soon as possible. Then public use tapes, as 
noted by Mr. Barabba, could be issued, making possible various re-ana
lyses of the basic data. This would allow researchers to study the 
effects of economic policy, say, without jeopardizing the personal in
tegrity of the people interviewed . Also Professor Boruch is re-ana
lyzing educational data . The problem facing the research community is 
how can we en courage independent analysis of the data used for govern
ment decision-making and preserve the anonymity of the respondents. 

Vincent P . Barabba: 

If I heard your question correctly, that ",asn't a complete answer . Be
hind your question is the nation that government data collectars can
cern themselves only with data requirements to do an adequate job for 
government officiais. But, that what is adequate for the government is 
not necessarily best for the people . And further, you feel that the 
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answer to the question you just raised is a much more important ques
tion of "integrity" than the maintenance of confidentiali ty provisions. 
I would grant you that we have stressed at this conference that confi
dentiality is a critical part of a data collecting system. There is 
no empirical evidence to my knowledge to support that contention. It is 
based sol ely on our own experience. We have, however, recently con
tracted with the Natioeal Academy of Sciences to investigate whether 
it's even possible to design a methodology to determine the impact on 
response that a promise of confidentiality has, as distinguished from 
that which a statement relative to no promise of confidentiality might 
have. That project is initially under wayj and our position is that if 
the promise of confidentiality is not as important to the collection of 
statistics as we believe, then I think we will take a different look at 
how we make information available. 

Your question is an excellent one because in any society these 
questions of personal integrity always seem to revolve around the point 
that information be generated for some good purpose. I think there are 
too many examples that even though adequate statistics have been pro
vided that the well-being of the individual in a society has not been 
improved . Most statistical agencies spend considerable resources deter
mining whether the data they have collected are accurate and reliable. 
We normally depend on the leaders in the government to determine whether 
we are collecting relevant or meaningful information . If the government 
is not correct in its function, then these veryaccurate and reliable 
data are less useful to society. As an example, in the U.S. there is 
an increasing interest in neighborhood governments - i . e . , small groups 
which are , in a sense, outside the realm of the traditional municipal 
governments . These are people who live in an area which is described 
best as a neighborhood and it may not have the normal political bound
aries that we are familiar with . Some participants in this movement 
have come to the Census Bureau and have pointed out to us that we have 
as much an obligation to provide information in a form which is meaning
ful to them as we do to provide data to the Federal, State, or local 
government . It is now up to us to plan for the dissemination of in
formation to this public as well as to the Federal Government. If we 
can provide meaningful information to these groups, it will give them 
a chance to compare their "well-being" against the "well-being" of other 
neighborhoods as well as the larger comrnunities of which they are a part. 
So I think the central point of your question is a very meaningful one 
and I wish we had better evidence to support our contention that confi
dentiality is as important as the amount of time we have allocated to 
it during this conference . 

If we are wrong in our concerns and priori ties about confidential
ity, we have perhaps inhibited some valuable research from being taken . 
However, if we are correct, and we released the individually identifi
ab l e information, we have created a situation from which we cannot re
cover without serious damage to the data collection systern. We would 
have broken a long-time promise. So that's one of the reasons we seek 
empirical evidence . I would point out that our position on this matter 
with the Archivist is to oppose the release of data for which we have 
made a promise of confidentiality. We intend to keep the promise. If 
we can demonstrate that information can be released af ter a certain 
period of time without affecting response rates, then, in future data 
collection activity, we will make the promise with the condition of 
release clearly stated. 



Tore Dalenius: 

I would like to elaborate on a point which I consider most important 
but nonetheiess somewhat neglected: the public image of statistics, 
and especially official statistics. 

I think that it is safe to state that we are presently witnessing 
a development toward less public appreciation of official statistics. 
The increased rate of refusal to cooperate in surveys is but one piece 
of evidence for this. It would be irresponsible to do nothing, arms 
folded, and hope that this development will soon come to an end and 
perhaps be reversed. I am convinced that the force s responsible for 
the present development are far too strong to be given free rein . 

In the past, the National Central Bureau of Statistics (SCB) has 
been fortunate in facing situations which have offered it an opportu
nity to act in away that may contribute to improving its public image. 
Such a case occurred when SCB refused to turn over schedules from the 
recent population census to the law-enforcement authorities to serve 
as a basis for searching a certain suspect. I hape this agency will 
get more such cases and deal with them in the same way! 
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But it is by no means sufficient to be passive and wait for oppor
tunities to appear; the SCB must exercise leadership in this area . More 
specifically, it must initiate an educational campaign to educate the 
public about the benefits of official statistics . For such a campaign 
to be effective, it is necessary to have better information than now 
available about what the public knows about official statistics and 
about its fears and values in the realm of privacy , etc. I am glad to 
learn that the SCB has at last decided to devote some resources to a 
survey in this area. l 

An educational campaign is clearly only one way of tackling the 
problem I referred to in the beginning of my contribution. I will point 
to another supplementary way. The SCB is - let's face it - a contrib
utor to the "paperwork burden" in Sweden . It is interesting to note 
that we speak about "paperwork burden" (or "response burden") . Observe, 
please, the negative attitude induced by the word "burden" . I suggest 
that it is feasible to take a positive approach, emphasizing the im
portant role that survey respondents play by providing the factual basis 
necessary for sound decision-making. 

Finally , I want to focus your attention on the role of "linkage of 
records" . Many ardent champions of privacy protection take a negative 
view of "linkage of records"; in my view, they put far too much weight 
on the potential threat to the privacy of people stemming from uses of 
this technique. What they seem to forget is that limiting the use of 
"linkage of records" makes it necessary to collect the information 
sought in other ways, thus increasing the volume of paperwork and in
creasing the costs . I hope that Dr . Aner and her colleagues in the 
Parliament will keep this in mind in their endeavors to proteet our 
privacy; they must not be allowed to forget that what it is all about 
is to strike a calculated balance between the citizen's right to pri
vacy and the need to know. 

l A report on the results of this survey is expected to appear in the 
fall of 1976. 
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Edmund Rapaport: 

I would like to continue with the line of thought that Sune Äkerman 
followed in his contribution. Re was anxious over the possibilities in 
one hund red years of doing research on the individual oriented data that 
is collected today. I believe that this is a justifiable worry. In our 
discussions through the last years here in Sweden we have of ten had a 
very short-sighted perspective on the use of data, with the long term 
perspective falling by the way-side . Future research is in a rather spe
cial disadvantageous position with respect to current demands regarding 
the use of data for it is today so difficult, if not impossible, to fore
see what typ e of problems and what kind of methods researchers will be 
dealing with one hundred years from today . The only thing one can do is 
to extrapolate from the cases in which old archive-stored material was 
used with great success in research. Rowever, if one were to pose one
self the question "How much did those who collected the data foresee of 
its eventual use when storing it?" Then the answer must surely be that 
they did not have the slightest idea about this. 

A paralIeI can here be drawn with environmental protection . Today 
when one speaks about protection of the environment, one is usually fo
cusing on the more short term aspects, i.e . our own environment, but 
also to a degree on the long term aspects, i . e. the consideration for 
the coming generations. The situation can be said to be the same when 
we are speaking about protecting the research that will be conducted 
many years from now. This is not to say that this weighing of the short 
term interests against those of the long term must always be decided in 
favour of the long range historical perspective. We must even here make 
subtIe judgements and weigh the different interests against each other. 
The results will have to depend up on this balancing of interests . The 
information problem in this weighing procedure is extremely large . How 
are we to argue in order to convince people of the need of material which 
will occur in three, four, five generations? Even if I am in principal 
looking at the problem in the same way that Sune Äkerman did, I would 
like to mention one difference we have concerning the comparison of the 
Anglo-Saxon and the Scandinavian political traditions. Äkerman implied 
more or less that the values, especially as expressed in their attitudes 
towards society and governmental organs, are different, that they have 
different attitudes towards the private sector . I believe that this 
point of view held for perhaps ten years ago, but I strongly doubt that 
it is accurate today. On the contrary, I believe that one can see ob
vious signs of a rapid diffusion of ideas and their penetration of the 
national boundaries, even to the extent that we hear the echoes of each 
other's opinions,attitudes,and arguments across the national boundaries. 

In this discussion about the role of information I would like to 
take up something thatKerstin Aner mentioned yesterday. Unfortunately, 
she is not here today. She focused on the word group-integrity and meant 
by that the need for the protection of interests of groups of individuals. 
Extending her arguments as they are we are forced to conclude that in
formation about groups may be dangerous and therefore needs to be cen
sored. I believe that this understanding of the situation is quite con
trary to that possessed by most social scientists. When we as statisti
cians speak about protecting the privacy of information we mean informa
tion about individuals. This concern is however part of an attempt to 
make it possible to bring forth and disseminate information about groups. 
This is af ter all the aim of a statistician and it is the purpose for 
which statistics is studied. To legisIate protection of group informa-



tion contains the risk of censoring that kind of information that is 
necessary for the continued development of a modern democratic society. 
The results can be an impoverishment of open debate, this we should 
strongly resist. This is not to say that in extreme cases the re can
not exist information about groups that must be handled with caution. 
I do not want to imply that no problem can arise, rather that abasic 
principle must be established: in a democratic society statistical in
formation should not be censored and withheld. 

Ulf Himmelstrand: 

I would like to address myself very briefly to the problem of informing 
the public about the meaning of statistics, and also of how to assess 
public understanding empirically; what people mean by confidentiality 
and so forth . Such studies are very urgent indeed, as a basis for in
forming the public more adequately about the uses of statistics and 
the meaning of confidentiality. 

I was a bit surprised about Edmund Rapaport's concern with the 
fact that certain data on individuals were collected, say, fifty years 
ago or perhaps eighty years ago, without these induviduals understand
ing that Sune Äkerman, say, today would like to look at these data; 
would these individuals in fact agree to such a use of personal statis
tics fifty or eighty years later? I think such considerations are al
together bes ide the point if you want to inform the public correctly 
about research based on such statistics. It is beside the point be
cause, as pointed out by Mr. Barabba, what a researcher does is not to 
200m in on each single individual, but rather to take a look at the 
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whole web of aggregate statistics over time. As Chairman of the Swedish 
Association of Sociologists I have written a letter from this association 
to the Data Inspection Board which you have in your conference file; 
here we have pointed out that the kind of registers that we are inter
ested in are not essentially registers of persons but of variables. 
Individuals are incidental attributes to these variables. Information 
about individuals is needed only to administer the whole thing before 
we 200m out to get a broader view. So I think that the kind of informa
tion that Tore Dalenius was asking for is extremely important. We must 
make our way of using personal statistics perfectly clear. Any refer
ences to the rights of individuals , whether they lived fifty or hundred 
years ago or are still alive, are simply irrelevant in this particular 
context, that is in the context of research. That is an essentiaI dif
ference between the uses of data by researchers and by decision-makers. 
Of course, there are borderline cases when researchers work for govern
ments and decision-makers in the business community, for instance . Such 
cases must be handled with special care . But the main distinction, be
tween the ways in which government agencies and business firms use per
sonal statistics and the ways in which researchers use such data, must 
still be maintained. 

ärjar Öyen: 

The remark I would like to make is concerned with the request for pub
lic relations on behalf of social research. Sure enough, a great deal 
of effort could be made to sell the projects; I am talking about the 
need to sell research through some kind of public relations activities. 
We could do much better. 
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But the issue of public relations is not a straightforward one. 
The impact of public relations may be very diffe rent from discipline 
to discipline . In medical research it is always possible to argue in 
terms of the basic motive of prolonging life. It is a universal ly en
dorsed goal. Everybody would be in favor of any project designed to 
gain knowledge about prolonging life, or at least this has been uni
versally accepted until quite recently when troubles are i ntroduced 
even in selling research on the basis of this kind of argument even in 
medical research. But in social research it is very of ten an entirely 
different matter . Almost every social science research project in some 
way is controversial to some group in society. I think that almost any 
project in some way is perceived as a threat to some groups and there
fore it would be in the interest of some group or other to make an ef
fort through whatever channels are available to prevent the research 
from being done . In this situation public relations easily becomes an 
attempt to adjust a project, or the rationale for a project, to what
ever ideology is in controi and this is to me one of the gravest dangers 
inherent in the existence of data laws and data inspection. It is prob
ably quite true, as it has been said, that the Data Inspection Board is 
restricted in its activities and its judgments by the existence of the 
Act itself, and the activities are carrie d out within the margins set 
by the Act. We know this has to be true . But we also know that there 
are wide margins of judgment, and then public relations on behalf of 
some social science research project easily becomes an effort to esti
mate the ideological preferences of the members of the board in control 
of the data inspection, and I am sure that the Swedish social scientists 
have been able to make some fairly intelligent estimates of the ideolog
ical composition of the Data Inspection Board. So this is a system that 
will, I should say, en courage the presence of a dishonest kind of public 
relations, and I think we should guard against any kind of public system 
that creates conditions for that kind of dishonesty. Thank you: 

Arne Grip: 

I will only make a brief comment on Rapaport's somewhat distorted de
scription of Kerstin Aner ' s thoughts on personal integrity and group 
integrity . I take the liberty of reading from my book ADB-system och 
kommunikation (Administrative Data Processing Systems and Communication), 
(Lund , 1974, p. 62) which deals , among other things, with this question. 

"Concentrating the discussion to personal integrity implies an un
fortunate individualization . Turning social problems into private 
ones impedes the understanding of social relationships . Each indi·
vi dual is part of a society . Only a few data are specific to the in
dividual. It follows from this that the problem of personal integ
rity is a social problem which concerns large groups. Which are the 
groups whose social integrity is in danger? Hhich are the groups 
whose integrity is threatened by "improper intrusion"? 

Speaking of 'improper' implies problems of legitimacy. Prisoners, 
the social ly disabled and the mental ly iII are groups where 'intru
sion' becomes proper more easily. But what about people looking for 
work, those receiving work rehabilitation, other hospital patients , 
those registered with the national health insurance agency, school 
students, etc.? 

A fruitful way would be to concentrate the discussion to social 
integrity, i.e . that certain groups should not be more subje~ 
arbitrariness than others, and to determine the meaning of proper in-



trusion. Af ter the meaning of proper intrusion has been determined, 
the meaning of improper intrusion can simply be determined as that 
which is not proper . " 

Ivith this I want to point out one of the difficulties in the dis
cussions on data and integrity. People talk about data as form but 
forget what is most important for research: that which is contained 
in the data, what the data are used for and what they should not be 
used for. 

Edmund Rapaport : 

I will try to briefly discuss the question of group-protection. If 
by group protection we mean that individuals belong to various groups 
and that the groups in a social perspective have different interests 
which should be taken into consideration, then I am in agreement. If 
one looks at it in that way then it is important that information 
about groups becomes extensive, that it illuminates more aspects, more 
groups and more problems than it has until now and thereby contributes 
to subtie and weIl thought out solutions to different problems. But 
unfortunately the concept of group-protection as presented in a few 
discussions or suggestions has amounted to something that requires the 
suppression of information about groups . The underlying reasoning ap
pears to be that information may be harmful to a group and therefore 
it should be suppressed . This I find alien , but I would be very 
pleased if the problem with group protection was solely a question 
whose nature was as the previous speaker presented it, namely, one of 
creating nuance-filled and weIl balanced information . Then I would be 
completely satisfied . 

Ulf Himmelstrand : 

Örjar Öyen mentioned the problem of possible ideological contamination 
in the public relations attempt. I think that it is necessary for re
searchers, particularly in the social sciences, in their appeal s not 
only to the public but also perhaps to the various agencies that make 
decisions about our access to data files, to emphasize a kind of over
arching ideology of democracy which we all profess. That kind of ideo
logy implies a freedom of speech and right to information . We must try 
to get institutionalized the right to research , the right to access to 
information - exactly as Edmund Rapaport said. The very decisian to 
try to conceal certain information and make it unavailable - and I am 
thinking here of aggregat e data based on individuals - is in itself 
an infringement on such rights . He must appeal to these rights in the 
name of democracy . 

Vincent P. Barabba: 

I find it interesting that discussion of the two points of view tends 
to identify areas of agreement upon many items relative to access and 
the availability of information. It even occurred to me when I was 
listening that, perhaps, in addition to the many recommendations that 
were made, a more meaningful dialogue might occur between those of us 
who collect information for general purpose statistics and those of us 
who seek more detailed and furter analyses of those data . This dialogue 
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might lead to methodologies that could be used in such a way to allow 
better access and allow us to maintain what we perceive to be a con
tract of trust with those with whom we deal. This is something that 
is beginning to evolve within the U. S. , as legitimate pressures for 
additional access to these records are coming forward. It also occurs 
to me that the computer and the various methods of analysis that are 
now available to us can perhaps offer partiaI solutions to this very 
complex problem. I can onlyassure you that, as it relates to the in
stitution that I represent, this is a dialogue that we have found to 
be most meaningful and important - because data that are not used, are 
not very valuable data. Thank you very much~ 

Ingvar Ohlsson: 

With that the discussion ~s ended. I just want to add a few point s of 
view on what Tore Dalenius and Ulf Himmelstrand have said . There is 
the conflict , mentioned by Dalenius, between the integrity of the in
dividual as supplier of information and the need for statistical in
formation . Various groups in the society need information , not just 
governments and other decision makers, as Himmelstrand noted. It is 
important , as Tore Dalenius said, that the problem is to get people 
to understand the user side, to realize that science is important to 
us all, and that statistics can give statistical insights inta the so
ciety . But it is difficult to reach suppliers of information and oth
ers with that information at the right time . We are working on this 
a great deal at the National Central Bureau of Statistics, for example 
in connection with the latest population census . \-le devoted a lot of 
work to informing people about it and its use . I can also mention 
tha t the Central Bureau has just appointed a relatively comprehensive 
investigation of the questions of loss of statistical information due 
to lack of response or erroneous information and information problems 
concerning individual statistics in order to improve the situation of 
suppliers of data . When suppliers of data are to decide whether or 
not to answer, they also ought to know what is lost if the statistics 
are not obtained . Ulf Himmelstrand spoke of the need for democratic 
checks on what is going on in the society . It is important to make 
clear what role science and statistics can play . I will not dwell 
upon this and will refrain from trying to summarize. He thank Mr. 
Barabba and Edmund Rapaport for their talks and also those who have 
participated in the discussion. 



4. Theme No . 3 

1. Background 

A REVIEW OF CURRENT METHODOLOGICAL 
DEVELOPMENT 

4. 1 RANDOMIZED RESPONSE 
by 

Jan Lanke 

Much research in social sciences 1eans heavi1y on information provided 
by individuals in some population under study; most of ten these indi
viduals are se1ected by sampling but sometimes even the who1e popula
tion is investigated . The information is of ten co11ected by means of 
personal interviews and we sha11 in what fo1lows concentrate on that 
case . 

In those frequent instances when the questions concern matters 
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of a personal or even intimate nature, it is reasonab1e to expect that 
some interviewees will be re1uctant to participate; this reluctance may 
manifest itself in refusa1s to answer or , even worse, in fa1se answers . 
In such cases some benefit may be obtained by introducing anonymity- pre
serving measures ; one may e . g . equip the questionnaires with detachab1e 
identification tags which are removed prior to the data processing . 

On the other hand, such devices c1ear1y do not overcome the re-
1uctance caused by hesitation to inform a fe110w human being, the in
terviewer , about the true state of affairs . An ingenious device for 
reducing such embarrassment and thus increasing the interviewees' wi1-
1ingness to cooperate was introduced by Stanley L. \<larner in 1965. 

The Warner technique , which has become known as Randomized Re
sponse (RR , for short), has as its main feature a de1iberate and con
tro11ed introduction of randomness into the answers . For simplicity, 
consider a question that can be answered by ' yes' or 'no' . Somewhat 
loose1y one may then say that in an RR interview, a yes-answer does 
not necessari1y mean 'yes' - rather, it means 'yes' on ly with a cer
tain probabi1ity; similar1y it is on1y with a certain probability that 
a no-answer stands for 'no' . 

The original Warner scheme was constructed for the simple situa
tion in which the object of the investigation is to estimate the re
lative frequency of those individuals in the population that have a cer
tain property. Since 1965 a host of variants of Warner's method have 
been developed, both for the simple problem of estimating a relative 
frequency and for more comp1ica t ed problems such as that of estimating 
the mean, say, of a quantitative characteristic. 

The object of the present surnmary account is to explain the main 
idea behind RR; the ambition is thus by no means to provide information 
on different variants of RR or to discuss those important problems of 
a practical nature that arise when an RR investigation is to be per
formed. 
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2. A simple example of a technique for RR 

Suppose that we want to estimate how many drug users thereare in a 
certain group of individuals; thus we assume that some reasonable and 
easily understood definition of 'drug user' is agreed upon. Since use 
of drugs, although not criminal - at least not in Sweden - is general ly 
looked upon with disapproval, some embarrassment may be connected with 
answering the question 'Are you a drug user?" in particular if the 
true answer happens to be 'yes'. Then we may apply an RR technique to 
diminish the reluctance to take part in the interview. 

Instead of giving the interviewee the straightforward question 
'Are you a drug user?' we may for instance give the following more 
complicated set of instructions: 

Here is an ordinary well-balanced die; throw it a few times to con
vince yourself that it has in no way been tampered with . - Now throw 
it once more in such way that the result can be observed on ly by 
yourself and then say either 'yes' or 'no' according to the outcome: 
if the die showed 1, 2, 3 or 4, then answer the question 'Are you a 
drug user? '; if the die showed 5 , then say 'yes'; if the die showed 
6 , then say 'no' . 

Since a yes-answer does not necessarily mean that the interviewee is a 
drug user, this procedure may be considered less annoying than a usua1 
interview. 

Then the question arises how to extract the information obtained by 
this randomized procedure . To be specific, 1et us assurne that in 600 
interviews we have got 180 yes-answers . Out of the 600 interviewees , 
we expect 100 to have answered 'yes' because the die showed 5; thus on1y 
80 of the 180 ye s-answers can be supposed to be genuine . Furthermore , 
only 400 interviewees can be expected to have got the outcomes l, 2 , 3, 
4 when rolling the die and thus only 400 are likely to have answered 
the question on drugs . In conclusion: out of (probably) 400 inter
viewees that have given information on their use of drugs, (probably) 
80 answered 'yes'; the estimate of the frequency of drug users thus is 
80/400=0 . 20 , i .e. 20 %. 

The randomized procedure just described has c1ear1y made it pos
sib1e for the investigator to obtain valid information on the incidence 
of drug consumption although the interviewer cannot identify with cer
tainty any single interviewee as a drug user. However, this protection 
of the interviewees' privacy must be paid for in a certain sense; a 
simpl e way of describing how this happens is to say that the estimator 
is less precise than it wou1d have been in an ordinary interview investi
gation, had all the interviewees been wil1ing to answer the straightfor
ward drug question truthful1y. On the other hand, owing to the sensi
tiveness of the matter we believe that an ordinary interview wou1d re
su1t in untruthful reporting, causing an unknown systematic error in 
the estimate and leading, most probably , to underestimatian of the nurn
ber of drug users . Thus a randomized procedure can be said to change 
an unknown and inestimable amount of bias into ordinary statistical va
riation, the effects of which can easily be assessed by standard statis
tical procedures. 



3. Some statistical comments l 

In the type of randomized interview described in the preceding section 
it was quite clear on intuitive grounds how one should find the esti
mate TIA of the unknown relative frequency TIA. The result TI ~ = 0 . 20 in 
our numerical example can of course also be obtained by means of the 
following straightforward ' statistical argument. 

Let A denote the probability of receiving a yes-answer in an 
interview of the type considered. Clearly the conditionai probabil
ity of a yes-answer is TIA if the die shows l, 2, 3 or 4 while it is l 
if the die shows 5 and O if it shows 6. The theorern of total probabil
ity then gives 

which means that 

If x interviewees out of n give a yes-answer, x/n is the only reason
able estimate of A: 

A* = x 
n 

Thus we have 

which for x = 180 , n = 600 gives TI1 = 0 . 20 . 
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So far this more formal approach has told us nothing that intui
tion did not tell us in Section 2. But when we want to discuss in 
quantitative terms the precision of the estimator, the present forma
lism is indispensable . From standard statistical theory it follows that 
the standard error dCA*) of the estimator A* is given by 

d(A*) = VX*(l-A*)!n : 

Hence the standard error of our estimator TI! 

d(TI!) = t VX*(l-A*)/n 

and in the numerical example where A* 180/600 

d(TIA) = tV 0.30 · 0.70/600' = 0 . 028 . 

Thus a 95 % confidence interval for TIA is given by 

0 . 20 : 1.96 . 0 . 028, 

i.e . 

(0.14, 0.26). 

1:..) is 
6 

0 . 30 , n 600, we have 

l This section is written for those who have some prior knowledge of 
statistical theory . 
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Just as a comparison, suppose a straightforward interview investi
gation had been possible and that a sample of 600 persons had given 120 
yes-answers resulting in the same nurnerical value 0.20 of the estimate 
TIA = 120/600 as we had in the randomized interview. Then the standard 
error would have been 

d (11 *) = Vif* (1-TI*) /n' 
A A A 

VO.20 . 0.80/600' = 0 . 016 

giving 

0.20 ± 1 . 96 . 0.016, 

i . e. 

(0 . 17, 0 . 23), 

as a 95 % confidence interval for TIA. 

Since the RR interval is larger than the interval from the ordinary 
non-randomized investigation, it is clear that there is no point in using 
the RR technique in situations when the interviewees are likely to tell 
the truth in a non-randomized interview. On the other hand , in those 
cases when an ordinary interview would give an unknown bias, it is clear
ly of value to obtain an interval which, although larger, does have the 
confidence coefficient that it claims to have . 

4 . Some problems that can be treated by RR 

So far we have concentrated on the simple problem of est i mating one 
single relative frequency . A natural generalization of this is the 
problem of estimating simultaneously two or more relative frequencies, 
all relating to sensitive characteristics; one may e.g . wish to estimate 
in one single set of interviews both the frequency of people using hard 
drugs and the frequency of people using drugs but not hard drugs . This 
type of problem can also be handled by RR methods . 

A somewhat more intricate problem is to estimate the correlation 
between two sensitive qualitative characteristics; as an example may be 
mentioned the hypothetical research topic "Is illegal abortion cornmoner 
among drug users than in the population as a who le ?" The RR technique 
can be adapted to take care of that situation as weIl . 

Let us also mention that RR is by no means restricted to investi
gations of qualitative properties; some quantitative variables that may 
be investigated by RR are: 

the nurnber of times that the interviewee has used drugs during the 
last year, 

the number of illegal abortions that the interviewee has undergone, 

the amount of income that the interviewee suppressed on his last in
come tax return. 

Finally, it should be pointed out that in those cases when the RR 
technique is utilized, one does usually not randomize the whole inter
view. In general only a few questions of a very private nature are in
cluded in a questionnaire; the remaining part of the interview is per
forrned Ln the ordinary way. 



4 . 2 APPLICATIONS OF THE RANDOMIZED RESPONSE TECHNIQUE 
by 

Sven Eriksson 

Aims 

The randomized response (RR) interview method l has of ten met with scep
ticism from researchers who have not heard of it before. One reason is, 
of course, that one cannot expect the respondents to understand how the 
answers they give can be used to obtain information on the distribution 
of a sensitive variable in the population. 

Another reason for the scepticism may be that it is overiooked 
that the method is designed only for very restricted use . The applica
tion of RR interviews is limi ted to the following situation . 

a . the usual measurement rnethods work very unsatisfactorily, 

b . very experienced and skilful interviewers are available, 

c . th e RR interviews are used only for one or a few sensitive 
questions at the end of a relatively long interview . 

The RR method serves two purposes : 

l . Protection of privacy 

The kind of protection is different from that offered by other rnethods 
such as anonymous answers and confidential handling of data . Nobody , 
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not even the interviewer, is aware of the respondent's true value of the 
sensitive variable . In other words, there exists no sensitive informa
tion tha t may be misused . Individual records a r e meanine ies s, wh i l e data 
on t he group or aggregate level are informative . 

It is important to note that this kind of protection of int egr i ty 
is not achieved at the price of lost identifiability. Therefore the 
possibility of longitudinal studies rernains even if RR interviews are 
used. 

2 . Reduction of systematic errors 

The original airn of the rnethod was to dirninish the rate of partiai re
fusal and the rate of false answers . 

As RR interviews induce an additional random error in the responses, 
the accuracy of the estimates can be improved only if the reduction of 
systematic errors is larger than the added random error . 

As random errors of estimates decrease with increasi ng sample s i ze 
while systernatic errors are independent of sample size, reduction of the 
total error (if possible) is obtained only if the sample exceeds a cer
tain size . 

It may be questioned whether protection of integrity and improved 
accuracy are conflicting interests . The answer is probably no for with 
unsatisfactory protection of privacy (too revealing RR measurement pro
cedure) the systernatic errors will also be large . In order to avo id 
systematic errors as far as possible one will therefore have to provide 

l An introduction to this method 1S given by Lanke in another paper 1n 
this volume (pp . 115-118). 
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adequate protection of privacy. Certain requirements on the degree of 
protection may be given in advance in terms of probability . It may be 
prescribed for instance, that the probability that a person belongs to 
a certain sensitive group given a certain answer may not for any answer 
exceed a given level . 

Types of analysis possible 

The analys is of RR data is not limited to estimation of means and pro
portions. Cross-classification with one or both variables observed 
with the RR technique (Eriksson (5)) and regression analysis (see a 
forthcoming paper by Eriksson) are also possible . 

As mentioned above, time-series studies of different population 
subgroups may also be conducted . All these types of analysis, however, 
require relatively large samples . 

Empirical studies 

The development of the statistical theory of randomized response tech
niques has been very rapid since it was first proposed by Warner in 
[18]. During the last few years there has also been a relatively rap-
id growth of the number of empirical studies published in scientific 
journals and technical papers , a~d probably seve~al more will appear in 
the near future . 

A list with examples of applications, nearly all from the USA , 
is given below. The numbers refer to the list of references at the end 
of this paper . 

Induced abortion 
Illegitimate births 
Contraceptive use 
Sexual behavior 
EmotionaI problems 
Use of narcotic drugs 
Arrests 
Drunken driving 
Contact with organized 
crime 
Illegal gambling 
Involvement in bankruptcy 
Voting behavior 
Income 

(l), (Il) , (13), (15) 
(2) 
(11) , (15) 
(15) 
(Il) 
(3) , (10) , (14), (17) 
(7) 
(8), (9), (16) 

(14) 
(14) 
(16) 
(16) 
(12), (17) 

lt has been surprisingly easy in all the surveys to explain to 
the respondents how to interpret the instructions using the randomizing 
instrument (e.g. the deck of cards, the coin or the die) . The method 
has worked even among illiterate respondents. 

The partiaI refusal to answer sensitive questions has been very 
low when the randomized response technique has been used. 

A problem is whether the respondent trusts the method or suspects 
that a trick is involved in the measurement process . The extent to 
which the interview instructions have been followed is difficult to 
measure. Comparisons of the size of the estimates from randomized 
response estimates and estimates from controI group s given open inter
views indicate, however, that the systematic errors of randomized 
response estimates of ten are the smaller ones if the investigations 



are conveniently designed . 

Surveys without control groups, especially two American abortion 
studies Hith i3pproximately 3,000 respondents, have also produced esti
mates considerably higher than estimates from earlier conventional sur
veys. 

In some studies a projective technique has been used to elucidate 
the views of the respondents. Questions such as "Do you think that 
your friends would honestly answer a direct question concerning induced 
abortions?" and "Do you think that your friends would honestly answer a 
randomized response question concerning induced abortion?" have been 
used . The answers to sllch questions, which of course must be inter
preted with caution, and also the size of the estimates of the para
meters of the sensitive variables, indicate that the majority of the 
respondents do not dis trust the randomized response method . 
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Matters that are highly sensitive in one country are not necessari
ly so in another country. Nor does the fact that randomized response 
interviews have been shown to ~mrk well for some sensitive variables 
imply that they will also do so for others. Therefore there is a great 
need for further evaluation studies of randomized response interviews 
eoncerning various sensitive matters . 

A Swedish field study 

A small-scale test of the randomized response technique was made in a 
Stockholm suburb in 1973 by the author and the National Central Bureau 
of Statistics (SCE). The main purpose was to discover whether or not 
the measurement method was accepted by the respondents. 

Two non-random groups of persons living in a certain area partie i
pated in the survey. Both groups were given the same questions con
cerning their household members, their flat, the service in the area 
and the economy of the family. The only difference was that the respond
ents in one of the groups answered two questions on public relief (so
cialhjälp) using the randomized response teehnique while the respondents 
in the other group gave direct answers. The number of eompleted inter
views is given in tab12 l. 

Table l. Non-response and nlJffiber of interviews completed 

Total number planned 
Empty dwellings 
Occupied dwellings 

Interviews 
Refusa1 2 3 
No con tact 

Group given 
randomized re
sponse interviews 

100 
3 

97 

Group given 
open inter
views 

100 
6 

94 

l One interview was conducted by mistake as a randomized response 
interview instead of an open interview. The figures in the tables 
below wi lJ therefore add to 78 and 73 respeetively. 
2 Tota l refllsal, no questinn answered (independent of interview method). 

3 Af ter several trials. 
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A number of persons participating in the survey were selected 
from the register on public relief (socialregistret) with permission 
of the authorities (Swedish Board of Health and Welfare). Therefore 
it was possible to analyze separately the answers of persons who had 
received public relief during 1972 and those who had not. (The inter
viewers were not given this information . ) This o?portunity was not 
available in other evaluation studies as no records have been existent . 
The possibility of separating persons possessing the sensitive attrib
ute from those who do not is very important as the two categories per
haps do not react in the same way to the randomized response technique . 

Table 2 shows the composition of the sample of respondents given 
open interviews and the answers to question 26 which reads as follows. 

Question 26: Have you or your family during 1972 received public 
relief or borrowed money from "socialbyrån"? 

Even if the sample size is very small it is obvious that public 
relief is a sensitive variable which causes large systematic measure
ment errors. 27 % of the respondents (6 out of 22) deny the receipt 
of public relief . This means that the ratio between the "estimate" 

Table 2 . Question 26 . Number of persons admitting receipt of public 
relief in the sample given open interviews 

Answer 

True state 

Have got public 
relief 

Have not got 
public relief 

Total number 

Have got 
public 
relief 

16 

16 

Have not 
got public Total 
relief number 

6 22 

51 

57 

51 

73 

p = 16/73 and the true value p = 22/73 of the proportion of the 73 
persons receiving public relief is 0.73. 

At the end of the interviews the respondents were instructed on 
the randomized response technique and given the randomizing instrument, 
a deck of cards with the following composition: 

Give a true answer 
Say: "No" 
Say: "Yes" 

35 cards 
5 " 

15 

The interview technique was first demonstrated using a question 
on month of birth. Then it was used to obtain answers to question 26 
(see table 3). The expected number of answers is calculated under the 
assumption of completely truthful reporting. The deviations between 
outeornes and expectations are accounted for by the combined effect of 
sampling fluctuations in the selection of cards, untruthful reporting 
and memory errors. The ratio between the estimate (obtained as de
scribed by Lanke in another paper in this volume) of the proportion of 
persons receiving public relief and the true figure is now 0.75 (slight
ly larger than for open interviews). But the sample sizes are too 
small to allow any comparisons with the results of open interviews with 



regard to the accuracy of the methods . Either of the methods may be 
the more accurate one. 

Table 3. Question 26. Randomized response interviews. Number of 
persons asserting receipt of public relief 
Expectations (E) and standard deviations (a) conditional 
up on the number of answers (34 and 42 resDectively) 

Answer 

True state 

Have got 
public relief 

Have not got 
public relief 

Total number 

Have got 
public 
relief 

22 
(E=30.9) 
(0= 2.81) 

16 
(E=ll. 5 
( 0=2.70) 

38 

!lave not 
got public 
relief 

12 
(E=3 . 1) 
(0=2.81) 

26 
(E=30 . s) 
(0=2,70) 

38 

Re
fusal 

(2) 

o 

(2) 

Total 
number 

34(+2) 

42 

76(+2) 

The respondents were also asked a question on the amount of 
public relief received . 

The deck of cards for the randomized response procedure now 
had the following composition: 

I 
:CIVE THE TRUE ANSWER: 

that is the true one of the 
following alternatives : 
Have not received public relief 
or 
Less than l 500 kr 
or 

~Between l 
or 
More than 

500 and 3 500 kr 

3 500 kr 

[CIVE -THIS ANSWER: 
i"I have not received 
ipublic relief" 
.--
r~~;~-T~~S ~NSWER : -... 
,"Less than l 500 kr" 

r-
fCIVE THIS ANSWER : 
I "Bet:-:.~.en l 500 and 3 500 kr 

ICIVE THIS ANSWER: j 
i"More than 3 500 kr" --_ .. _ .. _---,~ - "-------. - ... ----------_.-

30 cards 

5 cards 

5 card s 

5 cards 

5 cards 

' 23 
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The interviewers we re positive about th.e rnethod. The tech
nique had been easy to explain, even in the quantitative case, and 
the extra time consumed in explanation was on the average 2 minutes. 

The respondents generally accepted the method without objection; 
on ly 2 refusals were obtained. When aske d about their opinions the 
majority of the respondents we re positive, some characterized the tech
nique as ridiculous or silly and the two persons who refused to answer 
the questions 26 and 27 were, of course, wholly negative. More detail
ed reports of the reactions are found in Eriksson (4) and in an unpub
lished paper from SCB, Utredningsinstitutet (Dertell, H. [1973J. För
söket med randomiserad response). 

Data banks 

The randomized response technique may be used, as described 
above and also by J . Lanke, in the interview phase in order to pre
serve the privacy of the respondent. 

Alternatively it may be used with the same aim in later stages 
of data handling 

a . data can be transformed using the same technique before they are 
stored in registers. In this case it would be possible to trans
form data without distortion of the population means and other 
parameters . The advantage of this over disidentification is e.g . 
that time series studies for different subgroups would still be 
possible, 

b . data stored subject to disclosure restrictions can be transformed 
using some randomized response technique before they are made 
available for scientific and other purposes . 
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4.3 COMBINED QUESTIONS: AN ALTERNATIVE DATA-GATHERING 
DEVICE TO RANDOMIZED RESPONSE FOR SENSITIVE QUESTIONS 

by 

Bengt Swensson 

l. BackGround 

Two measurement methods widely used in surveying human populations are 
data collection by means of personal interview and data collection by 
means of mail inquiry. Both methods present considerable difficulties 
when the questions are of a sensitive or embarrassing nature. 

When faced with sensitive questions some respondents will refuse 
to answer, while some respondents will deliberately give false answers 
- both cases giving rise to non-sampling errors. This fact has for a 
long time been, and still is to a considerable degree, a great obstacle 
to collecting data on sensitive matters in a statistically satisfactory 
way. 
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During the last few years researchers, government offices and sur
vey institutes have witnessed a rapidly increasing unwillingness among 
the public to cooperate in surveys, even those not dealing with sensi
tive matters. Thus, as is also evidenced by the present symposium, there 
is an urgent need for methods which make possible the gathering, and pro
teetion, of survey data. Such methods have been under development by 
survey statisticians since 1965. 

2 . Warner's breakthrough 

In Warner [4] a new technique for coping with the problem of evasive 
answers is suggested. The technique is meant for data collection 
based on personal interviews with purpose of estimating the proportion 
of units belonging to a specified group (A) characterized by a stigma
tizing attribute, and it is designed on the assumption that cooperation 
of the respondents will increase with increasing anonymity, thus elim
inating or at least largely reducing evasive answers. 

The method of assuring the respondent's privacy consists in allow
ing every respondent to select one of two complementary questions (con
cerning group A affiliation) using arandom device. The respondent is 
then asked to answer the selected question truthfully - without revealing 
which of the two questions he is answering. Knowing the probability of 
selecting either question, the statistician will be able to estimate the 
unknown proportion unbiasedly. 

The Warner technique of eliminating evasive answers to sens~t~ve 
questions has been extended in several papers. In this paper no account 
of these extensions will be given, since they will be found in the ma
terial gathered by Prof. Dalenius and in the lectures by Dr. Eriksson 
and Dr. Lanke. 

3. The purpose of this paper 

The purpose of this paper is to draw attention to an alternative to 
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randomized response proposed by the present author (Svensson [3]). 
The technique assures the respondent's anonymity without the use of 
random devices. It is applicable to data collection by means of per
sonal interview as weIl as by mail inquiry. This is in contrast to 
randomized response techniques, which usually demand personal inter
views (although some work has been done to adapt the technique to mail 
inquiries as well). 

The technique consists of using combined questions on the sensi
tive attribute (A) and two insensitive complementary attributes (Z and 
Z = not-Z) . 

4 . The idea 

We will study two dichotomies, A, A (= not-A) and Z, Z (not-Z) and com
binations of the two in a well-defined population of N units (persons) . 
!t is emb~rrassing or condemning to have attribute A, while attributes 
A, Z and Z are neutral. 

The purpose of the survey is to estimate PA - the proportion of 
the population belonging to group A (consisting of persons with attri
bute A) . 

Since attribute A is stigmat~z~ng, direct questions concerning 
this attribute will lead to evas~ve answer bias. To avoid this we now 
propose the use of combined questions. 

There are several ways of combining questions, different combina
tions giving more or less anonymity for the respondents . Before giving 
two examples of how to combine questions we will consider the following 
four-fold table: 

Z Z 

A PAZ PAZ PA QA P-
A 

I - PA 

where 

A PÄZ P--AZ QA Qz P-
Z 

I - Pz 

Pz Qz 

The table gives the proportion of persons in the population be
longing to various sub-groups; e.g., PAZ is the proportion of persons 
in the population having both attribute A and attribute Z (the propor
tion belonging to AnZ). (For example, let the members of group A be 
characterized by having used nareotics at least once, and let the mem
bers of group Z be characterized by preferring pink roses to yellow 
roses . Then PA is the proportion of the population having used nareotics 
at least once, Pz is the proportion of the population preferring pink 
roses to yel10w roses, and PAZ is the proportion of the population having 
used nareotics at least once and preferring pink roses to yel10w ones.) 

1 A more comprehensive account of the technique will be found in a 
fortheoming Ph.D . thesis . 



Now consider the following two combined questions : 

(i) "Do you belong to group AUZ?" 
(ii) "Do you belong to group AUZ?" 

where members of group AUZ are characterized by belonging to group A 
or group Z (or both) , and members of group AUZ are characterized by be
longing to group A or group Z (or both). 

Further, suppose we don't know whether a person is a member of 
group Z or not. 

Then it is obvious that if a person truthfully answers "yes" to 
question (i) we don't know if he has attribute A, or if · he has at tri
bute Z but not A. That is, we don't know whether he be langs to group A 
or not . 

Finally , if another person truthfully answers "yes" to question 
(ii) we don't know whether he belongs to group A or not . 
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In the next section we will show how the two questions can be used 
to estimate PA unbiasedly while at the same time preserving anonym i t y 
for the respondents . 

To do this we will first introduce the following notation: 

PI PA + PÄZ the true proportion in the population having attribute A 
or attribute Z (or both) 

P2 PA + PAZ = the true proportion of the population having attribute 
or attribute Z. 

Using the fact that PÄZ + PÄZ QA it is easily verified that 

(l) 

5 . An unbiased max~mum likelihood estimator of PA 

To estimate PA we draw two independent simple random samples with re
placement of size nI and size n2 from the population . We will then ask 
different questions of the persons in the two samples. 

The respondents in sample l are asked to reply "yes" or "no" to 
the combined question (i): "Do you belong to group AUZ?" 

Let vI be the number of "yes" answers. 

A 

The respondents in sample 2 are asked to reply "yes" or "no" to the com
bined question (i i ) : "Do you belong to group AUZ?" 

Let v2 be the number of "yes" answers. 

Under the assumption that the respondents reply truthfully, it is now 
possible to prove the following theorem. 

THEOREM l. An unbiased max~mum likelihood estimator of PA ~s given by 

(2) 

where 
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The variance of PA is given by 

V(P A) 
P1Ql P2Q2 

+--, 
nl n2 

which is estimated unbiasedly by 

v(P A) 
P1Ql P2Q2 
--+ 
nl-l n2-l 

where 

Under an optimum choice of nl and ~2' for fixed total sample 
size n (= nl +n2), the variance of PA reduces to 

v 
O 

(3) 

(4 ) 

(5) 

(6) 

The above theorem gives the information necessary for measuring 
and controlling the degree of uncertainty associated with approxima
tions of PA based on combined questions and simple random sampling, 
assuming truthful answers from the respondents . (Truthful answers 
will unless otherwise explicitly stated, be assumed throughout the 
paper . ) 

One pertinent question is now : How does the technique of com
bined questions per form relative to the techniques of randomized re
sponse? The answer to the question must be based on theoretical as 
well as on empirical considerations . In this paper we will deal pre
dominant ly with the theoretical side . 

To throw some light on the relative merits of combined questions 
(CQ) in comparison with randomized response (RR) we will start by dis
cussing the degree of protection given by CQ . 

6 . 
. l On the degree of protect~on 

To measure the protection given the respondents we will follow closely 
the suggestions for RR-plans by Lanke [2] and Andersson [l] . 

Let Pr(A!yes) = the conditionai probability that the respondent 
belongs to group A, given the respondent has 
given the answer "yes" 

and let Pr(A!no) be analogously defined . These two conditional probabi
lities will be called risks of suspicion. 

Then Pr(A !no) = O for "no"-answer respondents in sample l as well 
as in sample 2. 

l Here and in the rest of this paper we will for simplicity assume 
that A and Z are statistically independent, that is PAZ = PAPZ' 



For "yes"-answer respondents in sample l Pr(Alyes) is given by 

Prl (Al yes) 
PA 

(7) = 
Pz + PAQZ 

while for "yes"-answer respondents in sample 2 Pr(Alyes) 1S given by 

(8) 

Finally , define 

(9) 

as the measure of proteetion. 

For this measure of protection we have: the smaller the value of 
M, the larger the degree of protection (for respondents with the 
largest risk of suspicion). 

7 . Combined questions versus Warner's original RR-plan 

In the original RR-plan given by Warner [4] the measurements on n 
units (persons) of a simple random sample with replacement are ob
tained as follows. 

Every respondent selects one of the two statements 

(i) "I belong to group A" 
(ii) "I belong to group Ä" 

in that way the probability of seleeting statement (i) is Pv and the 
probability of seleeting statement (ii) is l-p·W \.Jithout reporting 
which statement he has seleeted the respondent says yes if he has 
seleeted the correct statement about his group membership, no other
wise. 

With x units reporting a "yes" answer Warner gives the unbiased 
maximum like1ihood estimator 

(la) 

and its variance 

(ll) 

For the measure of protection we have 

( 12) 
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if 

;;, l 
"2 (13) 

Due to the symmetry of the Warner model we can, without loss of 
generality, assume that (13) is fulfilled. 

Since both CQ and RR are built on the assumption that cooperation 
on part of the respondents will increase with increasing anonymity, it 
seems fair to compare the two techniques under equal degree of protec
tion . The following theorem gives the basis for such a comparison. 

THEOREM 2. For every value of Pz there is a unlque value of PW' namely 

tCI'P,) if Pz ~ 1/2 

PI' (14 ) 

1/ (l+Qz) if Pz > 1/2 

s uch tha t CQ and RR are equally proteetive. 

Now let the cost of survey operations leading to the RR-estimator 
be k times the eost of survey operations leading to the CQ-estimator . 
Then it is possible to prove the following theorem. 

THEOREM 3. For given Pz ehoose PW aeeording to theorem 2 . Then the 
cost effieieney E of the RR-estimator eompared to that of 
the CQ estimator (using optimum ehoice of nI and n2)' for 
Pz ~ 1/2, is given by 

E (15) 

The eost effieieney for the case Pz > 1/2 can be computed from formula 
(15) by exehanging Pz for QZ' 

Assuming truthful answers for RR as weIl as for CQ and approxi
mate knowledge of k, PA and Pz we will, with the help of (15), have 
guidance for the choiee between RR and CO . 

For the ease k = l (that is, the eost of survey operations 
leading to the RR estimator is the same as the eost of survey opera
tions leading to the CQ estimator), we give in figure l the approxi
mate boundaries in the (PA, PZ)-plane where CQ is more effieient than 
RR . 

From figure l we see that there are rnany situations in whieh CQ 
is more effieient than RR, even under the assumption of equal costs . 
For example, we see that CQ is always superior to RR when Pz must be 
chosen in the interval ( . 37, .5), whieh eorresponds to a ehoiee of Pw 
in the interval ( . 67, . 73) . When RR must be based on personal inter
views and CQ can be based on mail inquiry , CQ will be superior in many 
more situations. 



Figure l 

FZ 

.5 

. 37r--__ 

'---------------'--------~ 
~~ 

~~ 
,--------------------~----------------'-~~-.PA 

. 5 l 

Note: Hatched area indicates the region where Vo < VW' for Pz ~ 1/2. 

8. Combined questions versus Simmons' unrelated question RR 

From the articles gathered by Prof . Dalenius and from the lectures by 
Dr . Eriksson and Dr. Lanke it is seen that RR-plans more efficient than 
the original Warner plan have been deve1oped, some of them based on an 
idea by Simmons. In a near future a report by the present author in 
Prof . Da1enius' research project Confidentia1ity in Surveys will show 
that there are situations where CQ is superior to many of these plans . 
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4 . 4 PROTECTION OF INFORMATION STORED IN A COMPUTER SYSTEM 
by 

Ingemar Ingemarsson 

l. Introduction 

The need for information protection is certainlyas old as the need for 
communication. As soon as we have information to convey to a specified 
destination there is always the risk that the information may be de
stroyed, changed or lost in some unpredictable way. In earlier days , 
when information was process ed by human beings, we either trusted the 
persons involved or hid the information by using sealed envelopes or 
ciphers . 

The security problem was not widely recognized until the advent 

135 

of electronic data processing (EDP) . There are several reasons for this . 
In my opinion , the most important one is the lack of widespread know
ledge about EDP systerns . Automated information processing seems more 
mysterious than manual, and thus we react with suspicion and fear . 
There are other, more technical reasons for the accentuation of the 
security problem in EDP systems . They handle more data and have higher 
processing speed than manual systems . An EDP systern is complicated and 
may be vulnerable to misuse and technical errors . The fact is, however , 
that an EDP system is not more complicated than many other systerns that 
are in use . The problem is that we have as yet no "theory of computini' 
which wou1d enable us to make more precise statements about the per for
mance than we are able to make today . 

2 . Overview of mode l s and methods 

Some work has been done towards usable models for data processing . 
These may be roughly divided in to two types of approach . The firs t , 
which is used mostly by computer scientists, regards the computer as a 
logical machine responding to input programs and data. The response is 
dependent on the previous input to the machine . The goal of the de
signer is that the system shall respond onlyas predicted. 

The other type of approach, used mainly by communic arion sc ien
tists , is to regard the computer as a part of a communication system . 
This stresses the difference between data and information . Information 
is transmitted from a source, stored and processed in the EDP systern 
and conveyed to a destination . The important thing is to protect the 
information thus circulating in the communication systern . Data, in 
the sense of strings of binary symbols, may be ch ange d or lost without 
change or loss of the information in the data . 

Which type of model we use depends upon the problem to be analyzed. 
Our goal is to design the systern so that information is protected against 
unpredicted change, loss or destruction . Several features are included 
in the EDP system to facilitate information proteetion. The basic pro
tection mechanism is based on identification (of users, machines and pro
grams) and authorization . The methods may be divided inta ticket-orient
ed and list-oriented systems . To describe these methods w~u~ 
model of an EDP system consisting of guards, wal1s and doors. Different 
areas (in the abstract sense) are separated by logical walls. This 
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means that an ongoing process has access to the facilities in one area ; 
to be ahle to perform processing belonging to another area the process 
must pass the wall through a "logical door" . The door is opened if the 
process satisfies specified requirements . This is controlled by a "10-
gical guard" who operates the door . 

In a ticket-oriented system the user (or user program) has a 
ticket (a binary word) . The ticket is controlled by the guard (i . e . so 
as to satisfya defined condition) at the door to an area to which the 
user is authorized . A drawback to a ticket-oriented system is that the 
user must have as many tickets as the number of areas to which he is 
authorized. 

In a list- oriented system the guard posses ses a list of those 
users who are allowed to pass the door . The user identifies himself 
and the guard searches his list to see if he is included . The operation 
is of course done automatically . A draVlback of a list- oriented system 
is the time delay due to the repeated list searches . Another is the 
vulnerability of the lists . 

Most EDP systems have a combination of ticket and list-orientation 
The user identifies himself and is then (via a list) given a number of 
tickets for temporary use during the processing . 

The model with walls, doors and guards is appropriat e for the ba
sic protection mechanism described above in the sense tha t it describes 
how the access routes are controlled rather than the information i tself . 
It is analogous to locking up secret papers in safes and drawers and 
then equipping the users with a system of keys . In addition to basic 
access control , it may , moreover , be necessary to proteet the i nforma
tion as such . This can be done by the use of encryption . This means 
that the information from the sourc e is converte d (translated, if yo u 
will) into a form which i s readable only by authori zed users who poss ess 
keys to decrypt the data . Encryption i s described in mor e detail below . 

More about methods can be found in refs . (l) and (2) . 

3. Identification 

Basic to all methods of information protection are reliable identifica
tion methods . The information source , whether it is a human being, a 
computer terminal, a computer or a prog,am, must be properly identified . 
It is equally important, however, to identify the destination of the 
information . 

Identification may be described as an exchange of common informa
tion . The source is emitting some information which it has in common 
with the destination . In the case of human beings this information may 
be contained in something the person has (e.g. an identification card) 
or knows (e.g . a decimal number) or it may be a personal characteristic 
(e.g. signature or fingerprint) . The most reliable method today is a 
combination of the first two . The person to be identified possesses a 
card or a similar piece of hardware containing an identification number . 
He also remembers another number (with fewer digits) that is a secret 
transformation of the number on the card . During the identificat i on 
process the card number is transformed and the result is compared to 
the memorized number . If they coincide the person is surely the legi
timate owner of the identification number on the card. 



The most effective methods of mutual identification are hand
shaking procedures. Handshaking means that information is transmitted 
back and forth between the source and destination. This obviollSly fa
cilitates the most reliable form of exchange of common information . 

A note of warning is appropriate here: Always choose identifi
cation numbers randomly ! A person selecting his own identification 
number very of ten chooses a familiar number such as his birthday, age, 
street nllmber, 1984, 4711 or anything like that. Though easy to re
member, sllch numbers are also easy to guess . 

4 . Information transformation 

As mentioned before, the ultimate goal is to protect the information 
contained in the data. To achieve better information protection than 
is accomplished by llsing data protection alone we may employ informa
tion transformations . These may be divided in to two groups: invert
ible (or information-preserving) and non-invertible (or information
reducing) transformation . The first type of transformation (with 
secret inverse) is usually called encryption. 

Encryption (or enciphering) of information has been used for se
veral hundred years to protect the contents of transmitted messages. 
When it is used in EDP systems two new problems arise . The first is 
that EDP systems have more than one information source and more than 
one information destination. This causes some complications which, 
however , may be overcome by generalizing the methods used in single
user cryptography . The second problem is that the central processing 
unit in general cannot process encrypted data . Vie have to decrypt at 
least those parts of the data which are essential for processing . This 
is a potential risk because the data are processed in readable form 
and becallse the key (see below) must be stored in or transmitted to 
the primary memo~or registers . 

It would take too long to describe encryption methods here . We 
merely mention that the U. S. National Bureau of Standards is in the 
process of standardizing a particular method (see ref. (4); the 
standard will probably be in operation in the fall of 1976). This me
thod uses 64 bits for the input and output words and 56 bits for the 
key . Thus there are 256 different transformations . Which one is used 
is known only to those who know which key is used . The transformation 
is contained in a piece of hardware or software and the particular 
transformation is chosen simply by " inserting" the key , Le. the 56-
bit binary word . Decryption is don e with the same unit. 

Non-invertible transformations can be used when some information 
contained in the original data may be destroyed . This is for example, 
the case when statistical data are published. In this case we may want 
to publish data about the persons in a survey without revealing the 
identity of the persons. Non-invertible transformations may be used 
directly at the source (e.g . randomized response) or in the EDP system. 
In the lat ter case one method is to use stochastic transformation. 
This means that the data are transformed randomly, so that the informa
tion to be preserved is disturbed as little as possible but the un
wanted information is heavily corrupted (see ref. (4». 
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4.5 RECORD LINKAGE IN LONGITUDINAL AND CORRELATIONAL 
RESEARCH: ITS JUSTIFICATION AND IMPLICATIONS FOR 
INDIVIDUAL PRIVACy l 

by 

Robert F. Boruch 

l. Introduction 

In social survey research, the respondent's identification ordinarily 
serves as an accounting device. Both identification and associated 
data are maintained under the proviso that they will be used only for 
research purposes and, in particular, will not be used to make personal 
judgements about identified individuals. Despite the proviso, the need 
for identifiers may bring social research inta sharp conflict with the 
law and social custom. This paper deals with two features of the con
flict - the products of such research and the way in which privacy of 
the respondent can be assured regardless of the product . 

In particular, Parts 2 and 3 cancern longitudinal and correlation 
research in which identifiers are normally deemed essential . There is 
a special emphasis on the practical consequences, including loss and 
distortion of information, engendered by thoughtless abridgement of 
one's ability to track individuals over time . And because the social 
benefits of the research will of ten clearly offset the privacy depre
ciatian effects , there is a special emphasis on benefits of the re
search product . Our illustrations are taken from medical studies, 
economics , education , psychology, and sociology . 

Part 4 briefly covers a topic which is already familiar to same 
of you - the privacy problems implied by social research efforts in 
general, and by the illustrations in particular . In Part 5, same gen
eral strategies for resolving problems are laid out, tagether with a 
few examples of their application. Here too the discussion is brief 
but broad in its coverage of procedural, statistical , and law-based 
solutions to the problems . The main theme here is minimizing degrada
tian of privacy without preventing good research designed to better 
understand human behavior. 

2 . Longitudinal Inquiry: Its Definition, Justification, and Bearing 
on Record Linkage 

Longitudinal research refers here to the process of tracking a group 
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of individuals over time to establish how the state of that group varies 
and, more importantly, to establish the average relation between an in
dividual's state at one point in time and his state at same other time. 
For example, one may conduct a study of adults to learn not only how 
health status of the group changes with age, but also to understand 
how the individual's health at one age is correlated with status at a 
later age . Obtaining an accurate characterization of this sort is nec
essary for describing and predicting health status . And it is crucial 
for the more demanding task of explaining the bio-social mechanisms 
which underlie health status development . 

l Background research for this paper was supported under a contract 
(NIE-C-74-0ll5) with the National Institute of Education. 
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Usually, this methodology requires that an observation on a 
person at a particular time be linked with observations made on that 
person at subsequent times, for each person in a sample. The vehicle 
for linkage is typically, though not always, the individual's identi
fication. The linkage implies some degradation of privacy, and so it 
behooves us to ask why such research is justified, to ask what we can 
learn or have learned from such research . 

In the following remarks, some evidence bearing on these ques
tions LS presented. Section 2.1 covers some of the logical traps in 
which we can easily be ensnared if we choose not to do longitudinal 
research. Sections 2.2 and 2 . 5 consider a few-discrete examples of 
longitudinal research and their products. 

2 . 1 II~E~L_~I~i;~s~~L_~~~_giIS~l~Ii~y 

One of the simplest ways to illustrate why longitudinal data may be es
sentiaI for even primitive understanding is to compare it with a (osten
sibly equivalent but) less demanding mode of data collection. Cross
sectional studies, for example , have been suggested as a way of learning 
as much ab out human behavior as longitudinal investigations . And be
cause they involve observation of a large sample at only one point in 
time, they are said to degrade privacy to alesser degree than the 
longitudinal approach. 

Consider, for example, the problem of understanding how intelli
gence (or certain intellectual achievement) varies with age . One might 
conduct a survey of a sample of children of age 3, say, and then continue 
to survey those individuals annually until they reach an advanced age . 
Or, in the interest of saving time and perhaps on privacy grounds , we 
might choose to conduct a single survey of a representative sample of 
(anonymous) 3-year-olds, a sample of 4-year-olds , and so forth at on ly 
one point in time, under the assumption that this cross-sectional sur
vey would yield roughly the same results as the longitudinal survey . 
This last assumption, that a growth curve based on longitudinal data 
will be roughly equivalent to a growth curve based on cross-sectional 
data , is critical. 

The assumption also happens to be wrong with alarming frequency . 
In particular , its espousal by some human-development experts has led 
to some erroneous, not to say embarrassing, folklore about the develop
ment of human intelligence . The same assumption has been a trap in 
some economic welfare research , in some epidemiological work, and in 
other areas. 

To understand one of the logical traps here , consider Figure la, 
a chart commonly used during the 1940's and 1950's to illustrate the 
gradual increase in IQ from childhood to early adulthood , and the grad
ual decrease thereafter. The implication of the graph, which is based 
on actual cross-sectional data, is that at age 30 one's IQ is at its 
peak, and things go downhill soon af ter that. vfuat makes the chart 
much more persuasive is that sirnilar inverted-U patterns show up in 
other investigations of human ability based on ctoss-sectional data. 
This includes the quality of treatises written by eminE,nt philosophers 
(rated by eminent philosophers) when plotted against the age at which 
the author wrote the document. And it includes the level of innovative-



Figure l . Examples illustrating the confounding of age and cohort 
differences in cross-sectional research 
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ness of theory and invention of chemists when plotted against the 
chemist's age at the theory's production, and similar data (see, for 
example, Birren [1964]). 

Suppose now that instead of the cross-sectional data, there 
existed longitudinal data on exactly the same individuals. The dotted 
lines in Figure lb illustrate how actual IQ may increase consistently 
with age without a notable decline, and how the rate of increase can 
depend on year of birth, i.e., on cohort. The points connected by the 
solid line correspond exactly to what appears in the plot of cross
sectional data . The chart suggests that individuals born in 1910 in
crease in intelligence as they grow older. But their rate of increase 
is lower than the corresponding rate for a younger cohort, e.g. indi
viduals born in 1930. The reasons for differences in development rate, 
or "cohort effects", are a matter of speculation. They may involve any 
number of bio-social factors; the differences may even be an artifact 
of the increasing reliability or culture-relatedness of such tests. Re
gardless of the reasons, the point is that the longitudinal data offer 
us a less misleading picture of human development than the cross-sec
tional data . Moreover, the theory generat ed by the former will differ 
markedly from theory generated by the latter. It is clear that relying 
solely on the cross-sectional data can lead one to a conclusion which 
is quite contrary to the way nature behaves. In point of fact, there 
is reliable evidence from studi es by Barton et al. [1975], Schaie [1965], 
and other s that Figure lb is a more realistic portrayai of nature than 
Figure la. 

Exactly the same inferential problems occur for a variety of 
physical and social measures of individual characteristics. Plots 
of height, for example, when plotted against age, of ten show an in
verted-U pattern if based on cross-sectional data , simply because 
rates of growth and upper limits on growth are quite high for 
children recent ly born, relative to the growth rate and upper limits 
for those born 80 years ago . Plots of cross-sectional data on level 
of extroversion and age of adolescents in certain areas of the United 
States make it appear that extroversion declines through adolescence 
when it actually increases on the average and increases most quickly 
for recent ly born cohorts. Longitudinal data on adolescent tough 
mindedness (autonomy, assertiveness) suggests a fair degree of sta
bility over ages 12-15; more recent ly born cohorts general ly ex
hibit higher levels of trait . But cross-sectional data showa 
declining trend. 2 

Some of you may regard "soft" social data, like psychological 
measures, as particularly susceptible to the inferential trap just de
scribed. The fact is that even data on "hard" social variables, such 
as income, are no less immune to the problem. Consider, for example, 
estimates of lifetime income for individuals. These predictions are im
portant in the commercial arena, e.g. in some credit and loan research 
in the insurance business. And they are no less important in the govern
ment sector, e.g., in planning social security benefits and the like. 
Of ten there is a choice between using cross-sectional data or using 

2 For empirical data, theory, and policy implications of longitudinal 
studies in development, see Schaie (1965), Wohlwill [1969,1970], and 
Magnusson, Duner, and Zetterblom (1975). The results of a variety 
such studies in Britain, the United States, France, and Germany are 
summarized by Hall and Hillianis (1970). 



longitudinal research, and if both provide equally accurate estimates 
then one might choose the cross-sectional approach for manageriaI 
reasons or on grounds that a cross-sectional survey involves less de
gradation of the privacy of individuals since one can presumably elicit 
anonymous responses. Miller and Hornseth's [1970] attempts to esti
mate lifetime income for certain segments of the population, is inter
esting in this respect. 

That estimates of lifetime income based on the two kinds of data 
will not be the same is clear from Tables l and 2. Table l, based 
entirely on cross-sectional survey, suggests that annual income in
creases up until age 35, stabilizes during the 35-54 year age inter
val, then declines. The pattern is similar whether one considers 
data collected in 1947, or 1948, or 1949. Table 2, on the other 
hand, is based on longitudinal data and illustrates a much less 
drastic pattern, notably that increases in income persist over a 
wider age range, and rates of increase are substantial. The longi
tudinal data are, of course, affected by inflation and other factors 
uniquely associated with a given cohort , but similar patterns occur 
af ter adjustment for inflation . They are more accurate than the 
cross-sectional data in the crude sense that they better describe 
the way observable income behaves as a function of age. 

Though the example is recent, the problem of estimating lifetime 
earnings from cross-sectional data is not a new one for economists. 
Klevmarken [1972] gives a tidy and brief description of the history of 
the problem in this context and points out practical needs for better 
estimates in labor negotiation, actuariaI sciences, and elsewhere. 
More important, he has managed to show, using both longitudinal and 
cross-sectional data, how one could develop less misleading models 
of lifetime income curves if one had available only the cross-sectional 
data . He makes the same point as we do, however, in observing that 
there is no general ly reliable way to establish longitudinal trends 
from cross-sectional data alone . Any attempt to do so must be based 
on assumptions which, for the social scientist, may easily fail to be 
met in reality . 3 

A different but no less important trap is the failure to re
cognize that longitudinal rather than cross-sectional data may be 
essentiaI for detecting subtIe influences on human behavior . The 
problem of designing precise investigations is particularly important 
in estimating the impact of social programs whose effects, we know, 
are of ten weak but may nonetheIess be politically important . Achieving 
that objective of ten depends on the availability of longitudinal data. 
There is a large array of analytical techniques, for example, which 
employ the correlation between behaviors at different points in time 
to expunge irrelevant variation from the data. The use of longitudinal 
research techniques , especially in conjunction with randomized experi
ments, usually makes it easier to detect influences which might other
wise be obscured by the normally high variation in human behavior. 
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3 Cohort effects have been recognized only recent ly by commercial market 
researchers as an important variable in predicting and explaining the 
demand for certain consumer goods. Systematic cohort variation in what 
is regarded as a luxury item, for example, has some important implica
tions for planning the allocation of an industry's manufacturing re
sources (see Business Week, January 12, 1976, pp. 74-78). 
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Table 1. Estimates of Mean AnnualIneorne in Dollars for Age 1_~ 

~E_?~8.h 64 ; Based on a Cross-Seetion of Men Sampled in 
1947, a Cross-Seetion Sampled in 1948, and a Cross-
~i~~T'?E. . s.arnpie~.in 1949 - -- - _ .-

Year/Age 

1947 
1948 
1949 

25- 34 

2704 
2898 
2842 

35-44 

3344 
3508 
3281 

45-54 

3329 
3378 
3331 

55-64 

2795 
2946 
277 7 

Adapted from data presented by Miller and Hornseth [1970] . 

Table 2. Estimates of Mean Ineome in Dollars over 10-Year 
l!.J..terväTs -(2.L Six CoP._().E .~~ ofi!1.J.ivid~§-I§ '--'--' 

Year/Age 25-34 35- 44 45-54 

1. 1947 2704 (1947) 5300 (1957) 8342 (1967) 
2. 1948 2898 (1948) 5433 (1958) 8967 (1968) 
3. 1949 2842 (1949) 5926 (1959) 9873 (1969) 

Year/Age 35-44 45-54 55-64 

4 . 1947 3344 (1947) 5227 (1957) 7004 (1967) 
5 . 1948 3508 (1948) 5345 (1958) 7828 (1968) 
6 . 1949 3281 (1949) 5587 (1959) 8405 (1969) 

Note . Eaeh eohort has been surveyed every 10 years . 
The first eohort, for examp1e, eontains individuals who 
were 25.34 years of age in 1947 and had an average of 
$2,704; in 1967, when they were 45-54 years of age, their 
mean ineome was $8,342 . Adapted from Miller and Hornseth 
[1970 l. 



Consider , for example, the Cali, Colombia experiments on the 
impact of nutritional supplements on children's physical growth. 
Special nutritional supplements were assigned randomly to a sample 
of malnourished children; supplements, which were in short supply, 
were unavailable to an otherwise equivalent sample of comparison 
group of children . The impact of the supplements was not evident 
from scrutiny of me an changes in treated and untreate~roups; 
the simple natural variation in heights of even malnourished 
children is sufficiently large to obscure real differences. More 
sophisticated analyses , using correlations between repeated meas
ures of height of the children, did yield estimates of program 
effect which differed notably from chance level . As a consequence 
of the positive finding, the supplements are being improved, put 
i nto local production, and tested on a much larger scale in three 
other less weIl developed countries . (Bejar [1975]; Sinesterra, 
McKay , & McKay [1971]). 

The same use of a longitudinal approach for the sake of sensitive 
analys i s of program effects is evident in other areas. Heber et al . 
[1972] , for example,have conducted 6-year studies to determine the 
relative i mpact of special programs for reducing the risk of functional 
retarda t i on among infants and young children ; based on these Wisconsin 
pilot tests , similar test programs are being mounted in North Carolina 
and elsewhere . Beyond the midpoint in Kaiser Permanente ' s lO- year 
experiments , Ramcharan et al . [1973] find evidence for the impact of 
multiphasic screening on prevention of disease, an impact which is 
bound to be neglig i ble during the first few years of the program . In 
the economic area, the Housing Allowance Experiments require 8-l2-year 
followups to determine incremental benefits of income sub s idy plans 
on the poor , and to provi de inf ormation for effective leg i slation in 
the area . I n these cases and in innumerable others (see Riecken et al . 
[197 L~· 1 t he effe cts may be undetectable in the short run, and difficult 
to detect in the long run , especially if the groups involved are quite 
small . There is simply no reliable substitute for longitudinal follow
ups in these instances . 

The final logical trap of interest here bears on both longitud
inal and correlational research; it involves the analysis of data based 
on aggregat e of individuals in order to make judgements about individ
uals within the groups . To establish the average relation between 
literacy and race in the United States , for exampIe, one might obtain 
published census statistics on the proportion of literate persons and 
the percentage of Negroes for each of 48 states and then compute the 
correlation between the two variables . Aggregated data might be used 
here on grounds that the relevant informat i on is easily accessible 
from published tabIes . Or, we might justify our action on grounds 
that the use of published data does not present the privacy-related 
problems which might be engendered by a special survey . 

There are two weaknesses implicit in the argument that aggregat e 
data can be used in lieu of individual data . The more obvious one is 
that inferences made about groups are not necessarily appropriate to 
the individual and in fact may be quite inaccurate . The second weak
ness, more a matter of precision than accuracy, is that analyses based 
on grouped data are of ten considerably less likely to reflect changes 
in individuals than analyses based on data at the individual level . 
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To be more specific, consider the literacy-race example. At a 
particular point in time the correlation between literacy rate (per
cent literate) and co10r (percent Negro) computed on the basis of the 
nine census regions of the United States is .95. When individuals 
are grouped by state rather than region, the correlation is .77. 
Finally, when individuals are not group ed at all, but the entire dis
aggregat ed population is considered, the correlation is .20. (The 
example is from Robinson's fine paper [1950] on census data prior to 
1950.) A similar problem with a different resolution appears if we 
try to determine the relation between color (white-nonwhite) and occu
pation (domestic service - other) for female emp10yees in Chicago in 
1940. Though a corre1ation based on percentage data for each of nine 
areas is .34, the actual correlation based on individuals is . 29, not 
too differ~nt from the area-bas ed estimate (see Duncan & Davis [1953] ; 
Goodman [1953]). 

In the literacy-race example, the high corre1ation obtained from 
the regional data might be interpreted as suggesting that i11iteracy 
is pervasive among blacks, and furthermore, that a massive program of 
education must be put into effect to counteract the problem. In point 
of fact, if we look at indiduals' data, rather than at data based on 
opportunistic group s into which individuals may fall, we reach a con
siderably less pessimistic and a more accurate conc1usion: that the 
relation between race and 1iteracy was small but notable. Any attempt 
to reso1ve the problem of il1iteracy by making a massive investment 
in rehabi1itating the reading ski11s of each individua1 based on the 
. 95 regional corre1ation, is bound to be a wasteful a110cation of 
scarce resources. 

An obvious problem in these matters is the use of aggregates of 
individuals -as a surrogate for i ndivi dua1 persons. Since the aggre
gates are usua11y constructed for political or administrative purposes 
(e . g. census regions, hea1th care service regions), it is un1ike1y 
that these "natural" aggregates will constitute valid replicas of rea l 
persons . We have only a little theory to guide us in se1ection of 
"proper" aggregates . And it is impossib1e to predict whether an 
aggregat e will be proper without some data at the individual level . 

The problem is a chronic one in the social and administrative 
sciences which must re1y heavi1y on aggregat ed data - socio10gy, 
epidemiology , economics, statistical geography . It is particu1ar1y 
crucial in attempts to evaluate the impact on national social programs 
on individuals. Many such eva1uations, in education for example, rely 
on data aggregated at the school district level to estimate the impact 
of a nationally support ed compensatory reading program for disadvan
taged youth . The inferences made about individuals (based on ana1ysis 
of aggregates rather than on individuals) are generally biased in an 
unknown fashion (the individual data not having been analyzed), and 
are imprecise because the aggregate data are insensitive to changes, 
even some marked changes, in individuals (see Burstein [1976) for 
examples) . This is not to say that the aggregation problem will al
ways yield biased estimates. It is to say that the problems are 
crucial and cannot be reso1ved unequivocally without some evidence 
based on individual rather than aggregated data. 



2.2 Medical Research 

There is a fine tradition of longitudinal studies in medical research, 
dating at least from Hippocrates's efforts to characterize the progres
sive stages of disease among his own and his colleagues' patients 
(King [1971)) . The systematic tracking of both the healthy and the iII 
remains abasic weapon in medical research armamentarium . At its best, 
the approach not only helps to identify the existence and incidence of 
a disease entity , to determine symptom development and disease conse
quence , but it is essentiaI in laying out the array of possible pro
genitors of the disease. Longitudinal methods in this sector have be
come considerably more efficient over the last 40 years with the de
velopment of survey sampling technology. And when coupled to other 
methods, such as randomized experimental tests , the approach can be 
drama tic in identifying whether and how weIl particular treatment pro
grams work . 

Examples of the process are not hard to find . But for the sake 
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of detail , suppose we exarnine a complex research area which , by virtue 
of gifted science writers (such as Gilmore [1973))and researchers (such 
as Kannel et al . [1961)) , is among the best documented . Modern work on 
coronary heart disease appears to have reached a turning point during 
the 1940s and 1950s with autopsy studies . Those investigations , because 
of their small size and cross-sectional nature, provided thin support 
for the linkage among natural development of arteriosclerosis , heart 
disease, and bio-physical conditions (blood pressure, etc . ) , and more 
importantly, provided the evidence necessary to justify longer term 
longitudinal study of the problem. The Framingham Study (Kannel et al . 
[196l))among the largest of subsequent efforts, was designed to better 
establish relations between prior condition and subsequent death due 
to heart attack . Spanning 25 years in the lives of 9,000 men , the 
effort was of sufficient size and duration to permit computation of 
risk factors operating in the population : ActuariaI tables were de
veloped to illustrate the likelihood of heart attack as a function of 
earlier serum cholesterol level, blood pressure, EKG abnormalities, 
and so forth . Other studies - animal experiments and comparative in
vestigations of populations with natural differences in these factors -
yieldedevidence which added to speculation about the role of serum 
cholesterol level and other factors in heart disease . 

Because the ability to describe and predict based on longitudinal 
research does not necessarily yield unequivocal information on causes of 
the disease, and because study of human population yields results which 
are similarly ambiguous, long-term, experimental tests of alternative 
treatment programs have been mounted . The best of those tests generally 
involve large samples tracked over long Lime periods and, moreover, ran
domized assignment of individuals to one of the competing treatments. As 
a consequence , they raise problems more serious than those engendered by 
longitudinal research alone . NonetheIess, pilot efforts, such as the 
Diet Heart Feasibility Study, have been completed to furnish data on 
the practical difficulty of field tests and somewhat less equivocal 
small-scale data on the impact of diet controI on heart disease . Such 
short-term (two-year) studies have paved the way for longer term studies 
which focus on the more plausible and tractable causal mechanisms, 
notably reduction of heart disease through diet or drugs which reduce 
serum-cholesterol leveIs. The largest of current clinical trials will 
run five years and involves over 50 institutions and 8,000 patients; 
it is designed to evaluate the effectiveness of alternative drugs and 
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drug dosage level for reducing ehoIesteroI level in the bloodstream 
(Coronary Drug Project Research Group [1973]). Although the primary 
response variables are mortality rate due to heart disease and related 
illness, a variety of social, biologieal, and physiological measures 
are being obtained. The social measures - smoking habits, lifestyle 
measures, race, job characteristics, and so on - are expected to add 
precision to results and to help identify variables which though in
fluential are less amenable to direct control. 

The products of earlier longitudinal studies coupled to experi
mental tests are readily accessible (see Boruch & Riecken [1975]; 
R.iecken et al. [1974] and references cited therein). Long-term followup 
of released prisoners who have had cosmetic surgery to remedy facial 
disfigurement has given us evidence for lower recidivism rates among 
prisoners so treated. Longitudinal experiments on the effectiveness 
of physician surrogates - nurse practitioners, physician extenders -
has yielded information essentiaI for reducing costs of medical service, 
for planning innovative programs in health care utilization, and the 
like. A new generation of pharmacy research focuses on both short
term and long-term drug-taking behavior - determining level of patient 
compliance with medication regimens, determining how special packaging 
of medication influences compliance especially among the elderly, and 
so on . In preventive medicine, tests of the impact of multiphasic 
screening by Kaiser-Permanente, are being run for a 10-year period to 
assure that long-term effects of annual screening on detection and 
amelioration of disease are weIl documented. 

In brief, the se examples and others like them teach us that there 
is no way to establish etiology of disease or to evaluate the effec
tiveness of prevention and treatment programs without longitudinal 
study . Not that longitudinal research is sufficient . Its natural 
limitat ions mu s t usually be broadened by coupling this approach to 
others, notably experiments, designed to establish cause-effect rela
tions . But the idea is central to medical research and, in principle 
and in practice, generalizable to other areas. 

2 . 3 ,Psychology and Psychiatry: Biochemical Bases of Schizophrenia 

For the past 100 years, the scientific and lay arguments over the 
causes of schizophrenia have been support ed largely by ambiguous data. 
The information at its worst has been unreliable and no more than 
ane cdotal in form; at its best it has been based on longitudinal study 
of very small numbers of individuals and heavily reliant on retrospec
tive reports of unknowable reliability. The debate's focus has changed 
markedly during the years, however, in part because of longitudinal 
research which depends heavily on re cord linkage (Mednick & McNeil 
[1968]; Mednick, Schulsinger, & Garfinkel [1975]) . 

One of the basic problems in discovering the origins of schizo
phrenia, as many of you know, is to disentangle the biochemical causes 
of the problem from t he environmental influences . To resolve the prob
lem, researchers at Denmark's llew School for Social Research, at the 
Psykologisk Institute (Copenhagen) , and at the Kommune Hospitalet (also 
Copenhap,en) have conducted longitudinal studies of over 4,000 adopted 
children to discover how incidence of schizophrenia among them varies 
with occurrence of schizophrenia in their natural families and in their 



adopted families. If, for example, the schizophrenia among children 
born of schizophrenic parents but raised by adopted nonschizophrenic 
parents is high, then one has more reas on to believe that the malady's 
origin has agenetic component. Schulsinger's findings, obtained in 
collaboration with David Rosenthal, Seymour Kety, and Paul i,lender of 
the United States are that: 

The incidence of schizophrenia is substantially higher among 
adopted children who had schizophrenic natural parents than 
among adopted children whose foster narents were schizophrenic. 

There is a very low incidence of schizophrenia among children 
who had schizophrenic parents than among adopted children whose 
parents were schizophrenic . 

If children whose natural parents are not schizophrenic are 
later adopted by a schizophrenic foster parent, the re is no 
increase in likelihood that the child will become schizo
phrenic . 

The information is an elementary but important step in establish
ing the credibility of the idea that the origins of schizophrenia are 
part ly environmental and partly genetic , and it is important in di
recting attention to more fertile areas of research . The lat ter in
clude careful studies of the possible genetic mechanisms and of the 
role played by certain enzymes (for example) which may produce a pre
disposition toward schizophrenic behavior. 

These findings could not have been made without longitudinal 
data on adopted children and their natural and adopted parents, and 
without the crucial linkage-among existing medical records, social 
service records, and followup data collected more recent ly on the 
basis of the national address registry . 

2.4 Longitudinal Study in Manpower Economics 
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In human resources research, good evidence for the usefulness of longi
tudinal data has been scanty in part because the relevant data have 
been in short supply . The recent buildup of longitudinal files has 
helped great ly to understand the data's benefits and limitations, how
ever . Of particular interest are the National Longitudinal Surveys 
(NLS) of the U.S . labor market, begun in 1966 by Herbert S. Parnes 
[1975]. Those data are based on repeated surveys of a national prob
ability sample of 20,000 individuals in four labor market strata: 
middle-aged men (45-59 years old at the survey's beginning), women 
(30-44 in 1966), young men and young women (14-24 in 1966). The re
sultant data are being updated periodically and, stripped of identi
fiers, are being made available to the community of manpower research
ers. Aside from their obvious benefits for temporal description of 
the labor market, the data can be very informative on account of their 
longitudinal feature . Parnes [1975] maintains that: 

Perhaps the single most important contribution of longitudinal 
data is that they facilitate the identification of causal relation
ships that cannot confidently be identified in any other way. Take, 
for example, the relationship between attitudes and behavior. In 
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cross-sectional data, such relationships are ambiguous, since one 
cannot be certain whether the attitude produces or reflects the 
behavior. Does job dissatisfaction lead to turnover, or -does an 
association between the variables sirnply mean that individuals who 
quit jobs are likely to rationalize their behavior by reporting 
(retrospectively) that they were unhappy? When attitudes rneasured 
at one point in time can be related to subsequent behavior, such 
ambiguity disappears. The NLS data for middle-aged men have clearly 
demonstrated that the degree of job satisfaction predicts the like
lyhood of a voluntary job separation and that R commitment to work 
in general, as weIl as satisfaction with one's particular joo, de
creases the likelihood of early retirernent. 

The usefulness of longitudinal data in clarifying causal rela
tionships is, of course, not confined to instances in which one of 
the variables is attitudinal. For example, finding that the re
ceipt of training by middle-aged men between 1966 and 1971 was as
sociated with a net earnings advantage in 1971 (controlling for 
such other factors as education, hea1th , and region of residence) 
Avril Adams went on to demonstrate that the trainees-to-be had al
ready enjoyed higher earnings in 1966 (again controlling for the 
same variables). Thus training was found to be a selective pro
cess, presumably attracting the more highly motivated or otherwise 
more productive individuals . To put the matter differently, some 
part of what would doubtless have been identified by a cross-sec
tional analysis as training's contribution to earnings was found to 
have reflected an incomplete1y specified model - i.e., the failure 
to controi adequately for factors associated both with earning and 
the probability of receiving training . (Parnes [1975] pp . 246-247.) 

Professor Parnes is optimistic about the fruits of research 
based on his data files . We do not share that optimism, since longi
tudinal data alone is of ten insufficient to make unequivocal judge
ments about the impact of manpower training programs. We do agree 
that such data are essentiai for better understanding dnd prediction 
of gross labor market behavior, for establishing tentative hypotheses 
which can be later verified using more controlled studies , and for 
prediction. 

2 . 5 Longitudinal Study in Child Measurement 

The National Child Development Study (NeDS) hegan in 1958 with a sur
vey of some 5,000 pregnant women. Its main objective (like the United 
Kingdom's earlier study, the 1946 Population Investigation Committee 
survey) is to establish the linkages among prenatal conditions, en
vironmental factors, and growth of young children. According to Wall, 
the resul ts of- 1966 followup data on over 9,300 children showed, de
spite strong suspicion to the contrary, the following variables are 
not singly predictive of lowered reading ability: maternai hyper
tension, breech presentation or forceps delivery, Caesarean section . 
Further, there is an unexpected and strong relation between departure 
from normal gestation and reading and social adjustment test scores 
at age 7; gestationai maturity is a better predictor than the more 
commonly accepted birth weight measurement. 

The Population Investigation Cornmittee Study yielded other con
clusions which could not have been reached without longitudinal data. 
Taken verbatim from Wall and Williams ([1970], pp . 42-43), we have: 



That the effects of social mobility and increasing material 
prosperity have differential effects according to the educational 
levels of the parents and the number of children in the family. 

That a relatively poor social envirorunent is cumulative in its 
effect on children's height, girls being more sensitive to this 
than boys . 

That separation from mother, as weIl as being much more prevalent 
than had been thought, seems (in the period from birth to five 
years) to provoke less serious permanent disturbance than might 
have been expected from clinical studies of a post hoc kind. 

That by the age of 5, broken homes apparently do not provoke more 
than temporary disturbance (bedwetting), and this only in non
manual families . 

That the proportions of mothers taking up full or part-time work 
increased as their children approached the age of 5, but that there 
was no evidence that their children were less emotionally stable 
at this age . 

That early toilet training leads to earlier bowel control, less 
bedwetting, and less breakdown later . 

That a high proportion of bedwetters bite their nails and have 
speech defects, difficulties which persist even af ter they become 
dry . 

That children prematurely born are more vulnerable physically 
during their first two years but not afterwards; that although 
rather smaller than normal children in later childhood, this is 
not the result of prematurity, and that by the age of 8 they tend 
to be handicapped in mental ability, particularly in reading. 
(Wall & Hilliams [1970], pp. 42-43) . 

2 . 6 Education and Its Impact 

For the sake of better allocation of scarce resources to education, 
it is reasonable to learn how education affects academic achievement, 
and subsequently, earnings . We need to know what the most effective 
elements of the education process are, how they work, and how they 
affect the individual' s intellectllal and economic development. The 
impae:t question is especially relevant to novel programs designed to 
overcome disadvantages under which some social groups labor, i.e. 
designed to introduce more equity into the social system through edll
cation. 

Most research designed to get at these iss ues begins with cross
sectional surveys and even a brief incursion into history shows that 
these have been useful despite the limitations of the cross-sectional 
approach. Abraham Flexner's 1910 report of his studies of medical 
schools in the United State s relied solely on this methodology and on 
Flexner's standards of performance to produce a major reformation in 
medical training. The Thorndike and Ayres studies of school record 
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systems were similarly useful in moving schools toward higher quaIity 
(though still imperfect) record-keeping practices (Goslin & Bordier 
[1969]). The cross-sectional studies have been, and still are, enor
mously useful in this context, especially in clarifying the scope of 
educational problems, especially where standards of quaIity are fairly 
clear. 

But the difficulty of making inferences about the impact of educa
tion, of understanding individual growth, based on cross-sectional 
data, are no less severe in this sector than they are in the medical 
arena. It is difficult, of ten impossible, to discriminate accurately 
between the influence of background variables and those of the school . 
It is not generally possible to layout growth and assay impact with
out at least some longitudinal data . The scientific and political 
traps here are exemplified by the current U.S. controversy over busing 
students from the school district in which they live to another in the 
interest of fostering equitable, quality education. James Coleman's 
advocacy position five years ago, bas ed largely on cross-sectional 
data , is considerably different from his opposition now based on longi
tudinal data and demonstration projects . 

Better interpretation, inference, and prediction are conditionaI 
on better theories (models) for simulating social behavior and on data 
necessary to support that theory . As a consequence of the shortcomings 
of earlier data, a number of longitudinal studies have been mounted to 
better understand education impact. We cannot summarize those here 
- there are far too many to do so reasonably . So we content ourselves 
with examining a nice study by Fägerlind. 

This analysis of longitudinal data was designed, in part, to clarify 
polar views of the results of public investment in education: that 
duration of educational experience has a major import on earnings, a 
view exemplified by Nobel Laureate Paul Samuelson, and Jenck's (and 
others') view that the impact on earnings of education beyond the post
secondary level is marginal. The Fägerlind research manages to avoid 
the traps of cross-sectional data and of short-term longitudinal study, 
by considering individual growth over a 30-year-period. It is an ef
ficient study of a weIl defined social group insofar as it builds on 
survey data initially collected in 1930 on a subpopulation of children 
in Malmö. It obtains both economy and completeness of sampling through 
the use of population registries for follow-up surveys . Accuracy and 
temporal relevance of data are enhanced by relying on archival re-
cords - military selection test-scares for men, data from tax registries 
on earnings of the respondent and the respondent's parents, and data 
from census records on demography, geographic and occupational mobil
ity, etc. Fägerlind supplernented archival records with survey data 
collected during the 1940's, '50s, '60s, and early '70s. 

The product of this particular research is interesting not on ly in 
adjudicating polar views: Fägerlind's data, of higher quaIity than 
Jenck's ,supports Sarnuelson's theory. It also hel ps to specify the pro
cess , the mechanism underlying education's irnpact on earnings through 
an otherwise tangled mass of cornpeting influences such as horne, family, 
and so on. And it has helped to understand shortcomings of cornpeting 
data and modeIs: quaIity of education, for example, has been ignored 
in rnany such analyses and this one uncovers strong, plausible linkages 
between quality and earnings from age 30 onwards. 



Still, the longitudinal approach used here is on ly an interim 
step. It is naturally limited in the extent to which it can be applied 
in specific, particularly novel settings. More recent research, for 
example, stresses small longitudinal experiments, mounted alone or 
in conjunction with larger observational studies, to obtain finer ap
praisals of innovative educational programs and practices. Some, like 
the Heber et al. [1972] ,,,ork is dedicated toward inhibiting intellect
ual deprivation from infancy. Others, like Middlestart, invo1ve ran
domized tests of programs designed to improve academic performance of 
adolescents who are unusua1ly deprived by virtue of their very poor 
economic condition. Still other axperiments, designed to improve 
medical school education, police training, and manpower training and 
the like, follow participants through adulthood in the interest of ob
taining less ambiguous information about the short-term impact of 
expensive and specialized education programs (see Boruch & Riecken 
[1975J; and Riecken et al. [1974]). 

3 . Correlational Research: Definitions, Justification, and Relevance 
to Record Linkage 

Correlational research refers here to the process of establishing how 
two characteristics of an individual are related to one another. The 
average relation, for a large sample of individuals, may be represented 
in statistical form by a simple correlation coefficient, by the proba
bilities in an actuarial table, and so on. For example, to identify 
the relation between level of health status and level of physical ac
tivity during work, one might obtain measures of both variables from 
each member of a suitable sample of individuals, link the two elements 
of information on each individual, then compute an index of the rela
tion based on that linkage. The correlation may be of descriptive in
terest alone in that it reflects the existence and strength of a rela
tion between two variables . It may be more important to an individual, 
in that the correlation helps to predict future health status from 
current physical exertion leveIs. Finally, such data make it possible 
to form tentative ideas about the biochemical mechanism by which ex
ertion influences health status (or vice versa), i.e ., to build theory 
nec essary for the development of better controI of health status. 

In principle, correlational investigation is a general activity 
of which longitudinal research is an important subclass. Both types of 
research Ilsually require some form of record linkage to sustain statis
tical analysis. They are discussed separately here on account of tra
ditionaI differences in the emphasis of each type of research. 

Correlational research of ten requires that the contents of re
cords which are maintained by independent archives be linked . The 
special functions of linkage vary considerably, but most can be grouped 
into one of the following categories: 

To assess and improve the quality of available data from any 
source; 

To reduce costs, duplication of effort, and respondent burden 
ln Sllrveys; 

To clarify and enrich the data ba~e for applied social research 
and pol icyanalysis. 

The illustrations of the benefits and limitations of linkage are pre
sented below Ilsing this taxonomy to organize our experience. 
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3.1 ~~~~~~i~B_~~~_9~~!i~~_~i_~~~~_~~~_!~EE~~i~g_~~~_9~~!i~~_~i_~~~~ 
~!!~!E~~ 

"Response validity" refers to the association between an individual's 
response to inquiry under one set of conditions and his response to 
inquiry under a second set of conditions which are thought to facili
tate near-perfect reporting. Most such studies involve one form or 
another of record linkage. Census data on income of identifiable 
respondents may be linked to Internal Revenue Service reports, for 
example, to assay the adequacy of the census interview process. Data 
from interviews made on one occasion under normal conditions may be 
linked similarly to later, more intens ive, interviews to gauge the 
adeqllacy of the "normal" interview condi tions. Some mechanism for 
linkage is critical for computing quantitative indices of average 
agreement between the two types of reports. 

Without some empirical basis for judging the data's credibility, 
it is impossible to lend any meaning to statistical analysis, uniess 
of course, one is willing to cover the whole matter with a secular act 
of faith. The absence of validity statistics is especially crucial 
not only in interpreting descriptive statistics but also in using them 
to monitor and eval ua te social programs. Errors in reporting ,,,i 11 
usually make it more difficult to detect changes in human status, and 
in situations where data imperfections go unrecognized, data analys is 
may result in wildly inaccurate conclusions. 

Examples from descriptive survey research. Hany of the better 
validity studies in the U.S. have been conducted by government agencies 
and by university-based research groups. The studies are frequently de
signed to furnish sufficient evidence to support an administrative de
cision about whether or not to continue a particular typ e of inquiry . 

In health survey research, for example, a good deal of the use 
of record linkage is reported in the proceedings of a recent nation
al conference (Reeder et al. [1975]) . The deficiencies in physi
cians' records, for example, have been examined by matching record 
content with data from interviews with patients . Distortions in 
reports made by physicians to their own medical societies have been 
investigated by linking those reports with intensive interviews sub
sequently conducted with physicians themselves. Methods of inter
view designed to minimize embarrassment in health-related surveys 
have been tested and evaluated using individuals' hospital records 
as the standard for accuracy. Surveys ofhealth services utiliza
tion, necessary for planning such services at the national level 
have been validated using side studies which link individual re
sponses to records maintained by providers and third-party payers . 

Analogous examples appear in manpOWE'T research. For example, 
to appraise the validity of self-reported "occupation five years 
ago", a question which has appeared in many cross-sectional man
power surveys, the U.S. Census Bureau conducted tests on 2,800 
households in 1968, for whom 1963 data on actual occupation were 
available. Despite the use of a variety of methods to elicit the 
retrospective report, the differences between retrospective report 
and actual status were in the range 23-28 % (Jabine & Rothwell 
[1970]) . The linkage here, between 1963 archival records and the 

1968 survey, was essential in establishing the validity rate and in 
the pattern of invalidity. And the statistics themselves influenced 



the Census Bureau's decision to drastically reduce the use of the 
retrospective question in its own surveys, and to routinize the 
correction of other survey researchers' occupational mobility sta
tistics. 

Housing statistics are no less immune from biasing influences 
and, in some cases, intensive reinterviews are necessary to estab
lish validity of initial interviews . For example, it is not un
reasonable to expect that interviewers will vary notably in their 
ability to rate quaiity of housing. In testing alternative methods 
for assuring accuracy of the rating, the U.S. Department of Housing 
and Urban Development and the Census Bureau found, using reinter
views as a standard, that no particular method of interview classi
fication yielded ratings at a reasonable validity level. And as a 
consequence, the rating scheme was dropped entirely in the 1960 
census. Instead, crude indicators of quaiity (cooking facility, 
indoor toilet, etc . ) were included in the enumerator's protocol. 
Again, neither the collection of validity statistics nor the sub
sequent administrative actions would have been possible without 
some mechanism for linking initial enumerator reports with more 
expert reinterviews. 

In estimating undercounts in the census of 1960, Marks and 
Waksberg [1966] repor t both positive benefits and negligible bene
fits in using archival records . The use of 1950 Census records, 
hospital records of birth during 1950-60, records from intermediate 
census research, and records from the U.S . Immigration Service for 
special subsamples yield useful and credible evidence for under
enumeration of 2.6 to 4.7 % in the 1960 census . Similarly , for 
special subgroups, undercount estimates were obtained. Lists of 
college students were obtained from colleges to estimate undercounts 
in the enumerated count of 2 . 5 to 2 . 7 %ö Social Security addresses 
were used in estimating a 5.1 to 5.7 undercount in beneficiaries in 
the 1960 census. On the other hand, matching of census rolls 
against lists of relatively inaccessible individuals - list of wel
fare recipients , postal service listings - "provide no special en
couragement for use of matching special lists as a coverage improve
ment progra~' . Horwitz [1966] conducted similar studies in rural 
areas which suggested that 20 to 25 % under-reports in death rates 
and 15 to 20 % under-reports of birth rates are not unusual when 
hospital and state medical records are used and as a standard. 

These examples illustrate how validity statistics, generated 
through record linkage, can help to delimit the credibility of social 
survey statistics and can serve as a basis for ~aking decisions about 
the conduct of a survey effort. 
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The practice of conducting side studies such as these, based on 
limited record linkage, is practically nonexistent in cornrnercial survey 
efforts. It is, however, typical in some governrnental surveys and in 
research conducted by some university-based research groups. That the 
practice is increasing even in these sectors is evident from the biblio
graphies published on the topic (notably Scheuren & Alvey [1975), 
from new reporting systems such as Studies from Interagency Data Link
age for describing the products of the work, and other evidence. 

Examples from program evaluations. Imperfections in either social 
survey data or administrative records make it difficult to detect and, 
in the worst cases, can produce statistical artifacts which make pro-
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grams appear harmful. Estimates of validity, whether based on record 
linkage or not, are of ten essential for refining the design of an 
evaluation to accommodate the problem. 

More specifically, one of the chronic problems encountered in 
the United States has been the production of biased estimates of pro
gram effects under some special but common conditions. Conventional 
statistical techniques, such as regression analysis, covariance analy
sis, and matching, when applied to fallible data obtained in some ob
servational evaluations, yield consistently biased estimates of pro
gram effects, in part because imperfect measurement goes unrecognized. 
Consider, for example, the Westinghouse-Ohio evaluations of "Head
start", a preschool program for the economically deprived. The ini
tial evaluation relied on a textbook application of covariance analy
sis of survey data to explain how children's verbal ability varies as 
a function of demographic characteristics. of the chiidren and of 
their families, and other variables. The estimates of the impact of 
Headstart were actually negative, implying that the program had a harm
ful effect . It is clear from secondary analysis of the same data that 
if one adjusts the conventional analysis so as to recognize imperfect 
measurement, the program's effect is negligible and perhaps even slight
ly positive (Magidson, Campbell, & Barnow [1976]) . Similar biases have 
been discovered in the evaluation of manpower training programs (Direc
tion [1974]) , in the estimation of the impact of special medical treat
ment regimens (James [1973]), and elsewhere (Campbell & Boruch [1975]) . 

To summarize, we observe that measures of social, psychological, 
medical, or economic behavior are usually imperfec t. If the imperfec
tions go unrecognized, then statistical analysis of the impact of pro
grams designed to amelioratp relevant problems will be insensitive at 
best , misleading at worst. Statistics bearing on valid i ty and reliabil
ity of response are necessary for rational adjustment of conventionai 
statistical analyses so as to reduce bias in estimates of program im
pact . Record linkage is of ten, though not always, necessary for pro
duction of the necessary information on validity of the observations . 

The view that administrative records ought to serve as the stand
ard against which survey records are judged is , at times , c learly un
justified . Administrative records are tied to administrative action, 
and for that reason, are normally susceptible to a variety of biases 
and sources of error which do not affect survey data . One of several 
ways to appraise the credibility of statistics based on those records 
is through specialized designed surveys. 

Prior to 1910, for example, studies by the noted e ducational re
searcher E. L. Thorndike on the adequacy of school records led to major 
reforms in school record-keeping practices . Those studies relied part
ly on record link?ge to furnish evidence concerning deficiencies in 
existing record systems (Gos1in & Bordier [1969]). Later studies, con
ducted by eco~omists, contributed to what we now know about needs for 
re cord accuracy, publicity, and adequacy in preventing abuse of power 
by public utilities (see Shi1s [1938]). More recently, Campbell [1975] 
and others have tried to enumerate more ful1y the reasons for corrup
t~Qn of administrative records and to develop some crude theory to ac
count for the phenomena. Most of the theory building depends in one 
way or another on the conduct of surveys to appraise the quaiity of an 
archieve's contents. The U.S. Army reporting system for drug abuses, 
for examp1e, were assessed during the ear1y 1970s using an experimen-



tal interview method which generally yields less distorted information 
on actual abuse by identified individuals (see Section 5) . The debat
able quality of criminal records maintained by police has led to Fed
erally funded victimization surveys, conducted by the Census Bureau to 
determine the nature and incidence of unreported crime, the elasticity 
in police definitions of crime, and so on. These more recent examples 
do not depend on record linkage to make their point. But whether a 
social scientific survey can be mounted to verify the quality of an 
archival record system depends heavily on administrative endorsement 
of the idea that multiple indicators of a period that are desirable. 
As the practice of conducting this kind of study increases , the need 
for more depth of inquiry and, consequently, linkages between archival 
record and survey record will undoubtedly increase. It is of ten pos 
sible to eliminate confidentiality-related problems in this context by 
using the insulated data bank strategy described in Section 5 below.4 

3. 2 g~~~Ei~g_~2~!~L_~~EliE~!i2~_2!_~f!2E!L_~~~_g~~E2~~~~!_~~E~~~ 

Partiai duplication of a data collection effort by several agencies 
may be justified on several grounds. Independent archives which main
ta in some overlapping information, for example, may be warranted by 
legislation which requires independent collection and maintenance of 
the data, they may be justified as a device for periodic cross-valida
tion of the contents of files . Nonetheiess, exact or nearly exact du
plication may be costly to the data collection agencies and to the 
respondent who must contribute the time required to supply the informa
tion to each agency . 

Although existing archival records have not of ten been used as a 
basis for eva1uating the impact of experimental social programs , they 
do have some promise in this regard . The argument that archival re
cords can be used to mount more economical and more informative evalua
tions of social programs has been advanced persuasive1y by the Commit
tee on Federal Program Evaluation of the National Academy of Sciences. 
We quote verbatim from that report: 

Once the major administrative archives of government, insurance 
companies, hospitals, etc . , are organized and staffed for such 
research, the amount of interpretab1e out come data on ame1iorative 
programs can be increased tenfold. For example, Fisher [1972] re
ports on the use of income tax data in a fo110wup on the effective
ness of manpower training programs. Whi1e these data are not per
fect or comp1ete for the eva1uation of such a training program, they 
are high1y relevant. C1aims on unemp10yment compensation and we1-
fare payments would a1so be relevant . Cost is an important advanta
ge. Using a different approach, Heller [1972] reports retrieva1 
costs of $1 per person for a study of severa1 thousand trainees . 
Even if $10 were more realistic, these costs are to be compared 
with costs of $100 or more per interview in individual fo110wup 
interviews with ex- trainees. Rate of retrieval is another potential 
advantage . Followup interviews in urban manpower training programs 
have fai1ed to locate as manyas 50 % of the population, and 30 7, 

loss rates would be common. Differential loss rates for experimen-
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4 Conducting special social surveys to assess the quaiity of rou
tinely issued governmental statistics is not a new idea. Neither is 
government's attempt to suppress the resu1ts of special surveys novel . 
See Boruch [1976] for a review of suppression efforts at the local, 
regional, and nationallevel . 
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tal and controi groups are also common, with the controi groups 
less motivated to continue. In the New Jersey Negative Income Tax 
Experiment, over three years, 25.3 % of the controls were lost, 
compared with a loss of only 6.5 % of those in the most renumerative 
experimental condition. While retrieval rates overall might be no 
higher for withholding tax records, the differential bias in co
operation would probably be avoided, and the absence of data could 
be interpreted, with caution, as the absence of such earnings. 
(Campbell et al. [1975]). 

It takes little imagination to see how relying on existing 
archival data can reduce the expense of a program evaluation. It is 
quite another matter to employ such records creatively in difficult 
research settings. One of the more clever applications of archival 
data stems from an effort by Robertson and others [1972] to evaluate 
the impact of TV messages which encourage drivers to wear their seat 
belts: 

In some recent tes ts, four ,different types of TV messages were 
broadcast over four different TV cables, each cable serving a ran
dom set of households within a large region. The research objective 
was to determine which TV or broadcast fostered the highest rate 
of seat belt usage . To evaluate usage, the researchers first ob
served whether or not drivers in the region wore seat belts as they 
stopped for lights at randomly selected intersections. To link ac
tual usage with area of residence, i.e., with TV message type, some 
mechanism for identifying each driver's residence was necessary. 
Rather than question each driver, the researchers merely recorded 
auto license numbers and employed State Motor Vehicle archives to 
identify the driver's area of residence. Once each driver's resi
dence and seat belt use we re linked , it was an easy matter to com
pare the crude effects of alternative TV messages on use . 

Some examples of the savings engendered by temporary and limited 
linkage of governmental re cords have been documented by Hansen and 
Hargis [1966]. In these cases, a sample of records maintained in
dependently by the U.S. Census Bureau, by the Internai Revenue Service, 
and by the Social Security Administration were linked to determine hcw 
costs of surveys might be reduced . 

Prior to 1954, for example, the Economic Census of manufacturing, 
retail, and other industries was conducted by field interview survey 
with same larger firms canvassed by mail . In the interest of re
ducing costs markedly, mail survey was considered as an alternative 
to expensive field interview surveys. At that time, the Census had 
no mechanism for construction and maintenance of up-to-date mailing 
lists, however . Such mailing lists were maintained by Internai Re
venue Service and Social Security Files, based on payroll tax re
cords, and with some modification, the basic lists were checked for 
validity, then adopted by the Census Bureau as a basis for the mail 
survey in the economic census . To obtain data on the retail indus
try, conventionai Internal Revenue Service forms were modified 
slightly, making it possible to eliminate any additional mail or 
interview surveys of this industry by the Census Bureau. More than 
$6 million were saved by employing this last strategy . 

Similar savings were said to have been realized in the 1967 Eco
nomic Census where, for example, modifications to Internal Revenue 
Service schedules permitted use of these forms to elicit necessary 
information, and small direct interview samples we re adjoined to 
this effort to obtain necessary data on products, merchandise lines, 



and so forth. Finally, "administrative records from the Social Se
curity Administration and from the Census have been used to con
struct mailing and sa~pling lists economically for Bureau data 
collection programs and to avoid duplicating the collection of in
formation." 

By clarification here we mean obtaining a better understanding of the 
meaning, nature, and limitations of a particular social statistic . 
"Employment ratt" , for example, is a deceptively simple latel for a 
characteristic which is complex in origin . Clarification of ten im
plies an additional objective, that of enriching the data resource 
with respect to number and kind of data archived, for the sake of 
higher quaiity analysis. Improving the interpretability and analyz
ability of a data set can be accomplished in a variety of ways. Link
ing of multiple data sources for· statistical purposes is one method 
of doing so. Note, however, that linkage of all individual records 
may not be essential; linking a (random) samp~of records is of ten 
sufficient for this purpose. 
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To be concrete, consider that in the United States, the Internai 
Revenue Service, the Social Security Administration, and the Census 
Bureau each independent ly collect data on annual income from citizens . 
The separation of effort is related to differences in the various agen
cy functions. Two of the Social Security Administration's primary mis
sions, for example, are understanding income redistribution at present 
and estimating the impact of redistribution policy in the future . Most 
U"S. citizens are required to pay a social security tax based in part 
on gross income, but Federal emplo;'ees oft.en do not choose to enroll 
in the national Social Security plan and so their incomes are not on 
file in SSA re cord systems. The Internai Revenue Service directs its 
attention at a different but overlapping universe, the tax-paying pub
lic, it has a different function, taxation, and it defines income dif
ferently, notably in terms of "taxable income" . The U.S. Census Bureau's 
definition of income differs from each of the other agencies' definitio~s 
because its function is unique - statistical description of the state of 
the population - and because there are severe limitations on the way in 
which census data can be collected . 

The result of these differences in definition of income, universe, 
and in function is that the relationships among these various sources 
of data on "income" have not been weIl understood. The economist using 
one source of data to predict the impact of a new health insurance pol
icy might weIl develop projections which differ notably from projections 
made by an economist using another source of very similar information . 
The discrepancy among sources is marked in particular cases, and it is 
reasonable to use record linkage to bring some order out of this con
fusion . 

To accommodate the problem, a massive Federal effort to reconcile 
conceptual differences among record contents has been mounted joint
ly by the U.S. Census Bureau, the Social Security Administration, 
and the Internai Revenue Service . The relevant data base includes 
the Bureau's 1973 Current Population Survey and administrative re
cords from IRS and SSA files . The reconciliation has three imme-
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diate purposes: to understand the relationships among ostensibly 
identical categories of information maintained by each ageney, to 
input resultant data into the SSA simulation models of Lhe tax 
transfer system,and to assess relative biases in Census statistics. 
The reconciliation involves linking a strategied sample of records 
on individuals from the various sources, not linkage of the entire 
data bases. Preliminary results of the study reported by Hecriot 
and Spiers [1975] suggest that census statistics on income are 
quite reliable for salaried employees and regular wage earners; the 
overlap between Census reports contents is about 96 %. Income re
ports of the self-employed show somewhat less accuracy (90 % agree
ment between Census and IRS); reports of interest and dividends 
made to census are considerably less reliable (less than 80 % 
agreement) for most respondent groups. 

As a result of such research, the models of economic systems 
employed by the U.S. Census Bureau and by the Social Security Adminis
tration (SSA) can be improved considerably vlhen error rates based on 
IRS data can be recognized. The differential predictability of male 
and femafeTncomes becomes -;;;ore interpretable with" evidence on dif
ferential accuracy in reporting such income to Census interviewers. 
The estimates of the impact of training on income become more reliable 
when corrected for base rate errors in reporting that income. And so 
on. 

Similar benefits accrue from investigations of the differences 
in count data as a function of archival source. 

A study by Cobleigh and Alvey [1975], for example, shows that 
differences in leeally defined coverage of the population by Census 
and by SSA produce a Census comparable to a universe which is about 
94 % of the SSA taxable earner's listings. Given a comparable uni
verse, reports of average annual earnings from the two sources are 
in remarkable agreement except for very low and very high income 
groups. In the very low categories, SSA data show abcut 20 % more 
wage earners than does the Census data; in the high income cate
gories, however, the r.ensus counts are 10-20 % higher than Social 
Security reports . These latter differences are attributed by the 
authors to definitional differences and reporting irregularities 
including self-employment earnings not reportable to SSA, rounding 
error in self-reports to Census, late reporting to SSA, and to other 
fac tors . 

Another type of enrichment involves the use of archival records 
for specialized research in which the record, though not disclosable by 
law or social custom to the social scientist, represents a key element 
in accomplishing applied research goals . Surp)gates for the record may 
be sought, of course, but in the absence of any suitable substitute, it 
is of ten possible to capitalize effectively on restricted access re
cords without according special privileges to the social scientist. 
For example, one of the peculiar and persistent tensions in our society 
involves the zealous efforts of the U.S. Internal Revenue Service to 
extract legitimate taxes from citizens and some citizens' equally stren
uous efforts to avoid paying them. In an effort to clarify the condi
tions under which taxpayers will fulfill their responsibility with 
somewhat less resistance (or at least dissatisfaction), Schwartz and 
Orleans [1967] mounted some experimental tes ts of those condit ions to 
compare relative rates of tax payments for a particular category of 
income. 



Taxpayers were assigned randomly to one of three advertising 
strategies, the strategies differing in respect to their emphasis 
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in justifying payment of taxes. The first condition relied heavily 
on appeals to moral conscience, the second on threats of punitive 
legal action, and the third on threats of social embarrassment (tax 
evasion being a matter for public legal action). The objective of 
the experiments was to determine which types of appeal led to higher 
rates of the particular income. To do so credibly required that con
dition or form of appeal be linked with the individual's subsequent 
reports of income to the Internai Revenue Service. In order to link 
the two kinds of records (the researcher's record of condition and 
the IRS record of income) without breaching IRS rules on disclosure 
of records (which are confidential by law) and the researchers' 
rules concerning disclosure of their own records, a mutually in
sulated file approach, described in Section 5, was used. (The re
sults of the experiment are interesting. Middle-income respondents 
react most to the threats of legal action; low-income groups respond 
most to appeal s to moral conscience; the high-income groups were 
most affected by threats of social embarrassrnent). 

The case for merging separate data sets in to a permanent con
solidated pool of data is based on the assumption that the pooled data 
will be a more informative basis for social research than separate files. 
Examples of these are few, however, because the difficulty of match
merging files the differences in terminology, and differences in sample 
design and data collection procedures have inhibited many researchers 
from consolidating files . Moreover, it is difficult to anticipate the 
usefulness of linked files without actually trying the idea out on a 
small sample of records. Among the large-scale examples, the Wisconsin 
Assets and Income Studies Archive (Bauman, David, & Miller [1970]) il
lustrates what can be accomplished, however. Researchers appraise the 
effects of tax averaging proposals, changing incomes from retirements, 
capital gains income, and so on by simulating changes in tax laws, 
using the linked records as the raw material for analysis . Records 
from the Internai Revenue Service, Wisconsin tax records, the Social 
Security Administration, are combined in the file, without jeopardizing 
privacy of individuals on whom records are kept, to perrnit this re
search. The products of the research are predictions about the import
ance of changes in tax laws on individual income, strategy which atten
uates the need to rely solely on anecdotal case study, intuition, and 
fragmented data as a basis for legislation in the tax area . 

The more elaborate and more sensitive merged systems are found in
the medical arena . Most involve both administrative and research in 
formation and, because they are recent systems, the benefits of pool
ing both kinds of data are not yet clear. Nonetheiess, good reviews 
of the early products of such work are available for social medicine, 
community health services systems, and the like (e.g. Acheson [1967]). 
Laska and Bank's [1975] description of the Rockland Institute ' s psy
chiatric information system is probably one of the best of its kind. 
There is a strong emphasis on legislative and technical safeguards 
for assuring the confidentiality of the records. There is a hard-
nosed product orientation: aside from common demographic information, 
the system facilitates quaiity controi over treatment, time series 
analyses, and projective studies of the incidence and development of 
mental illness, and perrnits some uncontrolled studies of the effective
ness of treatment. Perhaps most importantly, the system Cdn be coupled 
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neatly to experimental tests of alternative treatments to better under
stand whether and how weIl the treatments work (Endicott & Spitzer[1975]. 

4 . Privacy Implications : Private with Respect to Whom? 

Any longitudinal research involves linkins observations made on an in
dividual (or same other unit of analysis) at one point in time with 
observations made at a second point . The average statistical relation 
derived from the constellation of individual observations is, as we've 
said, useful for description at least, and is of ten essentiai for 
planning and evaluating social programs, for understanding change in 
human behavior, and for building theory and simulation modeis. The 
linkage is usually but not alwa~s made on the basis of clear identifica
tion of the respondent. Insofar as the identified respondent does share 
information about himself, the sharing process may be regarded, in prin
ciple , as a depreciation of the individual's privacy. That depreciation 
may be quite innocuous in the sense that information disclosed is in
nocuous ; or it may be controversial, as in longitudinal studies of 
mental health. 

Similarly, correlational data analys is must of ten be based on 
linkage of records from different archives. And if that linkage is 
based on clear identification contained in each record, then privacy 
may be depreciated in principle here as weIl . The custodian of an ad
mi nistrative archive may, by permitting linkage, violate law at worst 
or social customs at best by disclosing records to a researcher for 
linkage , however worthwhile the purpose of linkage . There may be a 
similar breach of a promise of confidentiality for a researcher who 
discloses his own records on identifiable individuals to an adminis
t rat i ve archive , for example , in order to verify his records against 
those ma~ntained by the archive . 

These implications are almost useless in developing general stra
tegies for assuring individual privacy. For although disclosure of in
formation may represent a depreciation of privacy in principle, the 
fact of the matter is that neither governrnent, nor social or adminstra
tive science, nor the respondent could get on weIl without some exchange 
of information about individuals. Admitting this, the focus must change 
from absolute assurance of confidentiality to balancing social informa
tion against the privacy-related needs of the individual . One approach 
to achieving that balance in a concrete way is to try to minimize de
preciation of privacy without notably abridging our ability to collect 
meaningful data on human behavior. Doing so requires that we first 
identify the sources of risk in social research, then build mechanisms 
- procedural, statistical, and legal - to attenuate that risk. 

We recognize, for example, that privacy may be reduced directly 
with respect to the social scientist . In the past, any such deprecia
tion has been innocuous partly because social research itself has been 
fairly innocuous. But as applications of social research to social 
problems increase, as social scientists investigate more important or 
more controversial topics, the attention given to their inquiries are 
likely to increase. The import attached to relatively minor deprecia
tion of privacy will increase. And so it becomes the social scientist's 
responsibility to develop mechanisms for minimizing the depreciation of 
privacy with respect to the researcher. I believe this in spite of the 
fact that no substantiai risks to the respondent are usually engendered 
by survey research. The lack of risk is traceable to the researcher's 



lack of interest in making personal judgments about particular in
dividuals and his interest in statistical analys is of the relevant 
data. ldentifiers serve merely as an accounting device, rather than 
as a vehicle for administrative action against (or for that matter for) 
an individual . Nonetheiess, if identifiers could somehow be eliminated 
in the research process, or if the tie between identifier and response 
could be made useless for making personal judgments about individuals, 
without damaging research objectives needlessly, then we would do so. 
Parital solutions to the problem of doing so (Section 5) have been de
veloped partI y as a matter of principle, and partly because risks of 
disclosure may be generated by persons or agencies other than the re
searcher. 
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lt is clear, too , that faudulent researcher, i .e., individuals 
posing as social scientists, can and occasionally do deceive citizens . 
They are motivated by financial gain (e.g., salesmen posing as poll
sters), by pathological influences (e . g ., rapists posing as survey 
interviewers, or at times, as policemen), or by other factors. In the 
interest of preserving the integrity of the profession and public trust 
in the social scientist, the social scientist must take some responsi
bility for protecting respondents against these infrequent but important 
dangers . 

Social research records on identifiable individuals are of ten ir
relevant for making administrative judgments about those individuals . 
We deal in samples rather than populations, and idiosyncratic ones at 
that. We deal with information which is usually not at the correct lev
el of relevance or detail for administrative use .This partial rele
vance of research records on individuals usually serves as an inhibi
tion against the appropriation of records for nonresearch purposes. 
Nonetheless, appropriation can and does occur. lt may emerge under 
legal mandat e as it has in the United States where, in a few instances, 
research records have been subpoenaed for use in judicial investigation 
of particular survey respondents. Exploitation may occur under legal 
traditions which are quite arbitrary and at times border on the capri
cious, as in some Congressional investigating cOIl1Illittee activity . Or, 
the exploitation may be quite illegal, as in the theft and use of re
search records for personal profit or for the purpose of embarrassing 
the respondent. The consequences to the respondent can be serious : 
social embarrassment, legal sanction, personal discomfort. The con
sequences for research are no less serious: its inhibition and abroga
tion, now and in the future . 

These risks are in principle real, if in practice remote . And so 
they deserve attention too. In particular, it is reasonable to exarnine 
mechanisms which protect the respondent ~rom capricious action by law 
enforcement agencies, from criminal action based on the information he 
provides to a researcher, and from other attempts to appropriate re
search records for nonresearch purposes. This is especially true for 
those cases in which the benefits of the research are likely to offset 
great ly the social benefits of legal appropriation of records. 
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5. Competing and Conjoint Approaches to Assuring Confidentiality 
of Response in Social Research5 

The general implication of the preceding section is that we take as an 
objective reducing depreciation of privacy without severe abridgment of 
research goals . Accommodating this joint task is difficult but there 
have been a variety of efforts mounted recently to do so. The major 
strategic approaches can be grouped into three broad categories - pro
cedural, statistical, and law-related - which we consider next. This 
examination is brief; details are given in Boruch [1976] . 

5.1 ~E~S~~~E~!_~EEE~~sh~~ 
For longitudinal data collected periodically within the same framework, 
the simple device of using alias identifiers is obvious if underutiliz
ed . The alias may be created by the respondent and used consistently 
in response to permit intrasystem linkage. It may be created by social 
scientists, provided to the respondent, then purged from the social 
scientists' files to achieve the same ends . To decentralize the pro
cess, some neutral brokerage agency (a census bureau, a nongovernmental 
agency) may similarly create an alias for the respondent and destroy its 
own records of any linkage between el ear identification and alias. 

The strategy has been field tested with some success in U.S. drug 
studies , political attitude surveys and the like. Aside from logistical 
problems, its major shortcomings are the limitations imposed on linking 
the data elicited under alias with any other existing data on individu
als . 

To accommodate some logistical problems as well as the limitation 
on intersystem linkage, procedures such as the link file system have 
been developed . In this technique, a dictionary of double aliases is 
created by the social scientist and given over for safekeeping to an 
independent agency. The decentralization of the process enhances physi
cal security, and if the agency is legally entitled to resist govern
mental appropriation of files, the procedure is legally secure. The 
dictionary is used as a basis for linking information which is periodi
cally obtained from individuals. The main benefit of the strategy is 
that it reduces the social scientist's need to maintain longitudinal 
records on identified individuals, in general, and it reduces the time 
during which the social scientist has access to any given wave of data 
containing identifiers to an arbitrarily short period (see Astin & 
Boruch [1970]). 

For those cases in which records from different archives must be 
linked, a variety of methods have been developed to perrnit linkage 
without violating the customs or law governing linkage. Among the bet
ter known systems for doing so is the "mutually insulated file approach", 
used in the Schwartz-Orleans [1967] study cited earlier. Basically, the 
system involves two files of records operated under different auspices; 
all records are identified and there is some overlap between the samples 
of individuals on which the records are maintained . To accomplish the 
linkage, the first archive (assume it is the social scientist) crypto-

5 For a detailed examination of the benefits, shortcomings, vulnerabili-
ty, and legal implications of some of these strategies, see Boruch [1974], 
and Campbell, Boruch, Schwartz, and Steinberg [1975]. 



graphically encodes the information portion of each record, producing 
a new file without meaning to any outsider, which is then transmitted 
to the record archive . The archive then matches the encoded records 
with its own records, based on the clear identifiers appearing in each 
record . Upon completion of the match, identifiers are deleted and the 
linked records are returned to the social scientist who then decodes 
relevant portions and the linked records and conducts his statistica1 
ana1ysis of the anonymous records . (See a1so Boruch [1972J, and 
Campbell et al . [1975J) . 
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These procedural approaches are simple, and in some cases, vulner
able to corruption . Nonetheiess, they are useful in some, but not all 
research settings, to assure confidentiality of data with respect to 
the researcher and outsiders , and they can be tailored to accommodate 
longitudinal or correlational studies . Their refinement has been under
taken by both research community and the Federal bureaucracy to enhance 
the procedures' flexibility and protection level (Boruch [1976J) . Some 
of the refinements depend on statistica1 approaches considered below . 

5 . 2 ~!~!i~!i~~l_~EEE~~~b~~ 

The devices just descr i bed are most of ten relevant to more impersonal 
forms of observation - questionnaires and the like - rather than to di
rect interview research . And in some instances, the 10gistica1 diffi
culties attached to their us e are considerab1e . Part1y for these rea
sons, it may be more appropriate to capita1ize on one of the statistical 
strategies wh i ch have been deve10ped to reduce depreciation in privacy . 
A variety of these approaches exists and these may be used a10ne or in 
conjunction with the procedural devices . 

The· best known class of approaches i s the randomi zed response 
tactic current1y under test and development by Greenberg i n the United 
States , Da1enius [1975] , Lanke, Swensson , Svensson, and Eriks son in 
Sweden , Warner in Canada , Moors in Holland , and others . In the simp1es t 
var i ation o f th e approach, the soc i al scientist simu1taneous1y presents 
a sensitive inquiry to an individual, e . g . , "Did you cheat on your in
come taxes this year?" and an insensitive one, e . g., "Do you prefer 
potatoes over noodies?" The individua1 is then instructed to roll a die 
and to respond to the first question if a one or two shows up, and to 
the second question if a three , four, five, or six shows . He is also 
told to refrain from giving the interviewer any indication of which 
question was answered . When the process is carried out on two large 
samp1es of individuals and the i nstructions are followed by the respond
ent, it is possible to estimate the proportion of individuals in the 
sample who have cheated on their income tax forms and the proportion 
who pre fe r noodies . In particular, given some simple laws of probabili
ty, the odds on answering one or the other question, the odds on an
swering one or the other question, and the observed proportion of Yes 
responses, the estimation is a matter of simple algebra . 

The technique permits us to establish the statistical character 
of sensitive properties of groups of individuals . And rnoreover, it 
does 80 without disclosing to the social scientist any information about 
a particular individual. It has been field tested in drug studies, in 
fertility controi studies and other areas, and those tests continue in 
the U. S . , Canada, Sweden, and elsewhere. The basic method is being re
fined to make it more efficient in a statistical sense, more acceptable 
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to the respondent in a social psychological sense, and less vulnerable 
to corruption in a legal sense. 

A separate class of approaches is based on aggregation of response. 
The individual is asked not to respond individually to each of a set of 
questions but to respond in aggreg~ted form to the set . In particular 
variations, for example, the respondent may add up numerical values 
corresponding to each answer of each ques tion in a set. If "Yes" is 
assigned a value of l and "No" a value of -l, for example, the answer 
provided to a set of 10 questions each answerable with a Yes or No is a 
single number whose permissible range is -10 to +10. If numerical as
signment is varied from one sample to the next, one needs only a little 
algebra - notably methods for solving a system of simultaneous equa
tions - to estimate the proportions of individuals in the total sample 
who have each of the 10 properties. 

Again, the technique perrnits one to elicit even sensitive informa
tion in direct interview situations without any deterministic linkage 
between an identified response to the researcher's question and the ac
tual status of the individual. With some technical improvements, it 
probably can be applied to some longitudinal studies in which average 
relations among properties are essential. 

The third and final class of statistical techniques which has 
received some attention is aggregation of the sample . The technique 
requires that one obtain data not on single identified individuals but 
rather on very small and carefully constructed clusters of individuals • 
If the cluster's composition remains the same over time, each cluster 
can, under certain conditions, be regarded as a synthetic person, a 
composite of all the properties of the small set of individuals it 
comprises. Some informative data analyses can be conducted on those 
aggregates and, insofar as aggregation helps to assure anonymity of 
individual response, there is no depreciation of individual privacy. 

The applications of sample microaggregation have so far been lim
ited to econornic research on comrnercial units. Banks, for example, may 
be reluctant to release information about their operations to any out
side economist. They are willing, however, to have the social scientist 
analyze aggregates of banks in the interest of reconciling bank privacy 
with future research . And indeed, a major system of data rnaintenance 
and dissemination has been built up on this theme by the University of 
Wisconsin (see Bauman, David, & Miller [1970]). 

5.3 ~EE!~~~h~~_~~~~~_~~_~~~_~~~_Q~~~!~~~~!_~!~~!i~~ 

The final class of approaches to facilitating the privacy of the re
spondent in social research concerns formal legal action by legislators, 
the courts, or governrnental executive agencies. Such action is taken to 
assure that when identifiable data must be collected for research pur
poses, the data will not be used for purposes other than research. As 
a practical matter, this means not only strengthening legal sanctions 
against criminal appropriation of research records, but also defining 
bounds on governmental appropriation of records. The actions are taken 
to reduce the likelihood that research records on identifiable individu
als will be used to depreciate privacy any more than is normally re
quired by research and to isolate that research against temporary 
threats, legal or otherwise, when the potential benefits of research 
justifies this course of action. The forms which such protection may 



take vary considerably, and so we describe only a few stereotypes 
here . 

In some of the United States, public official s such as the gover
nor are empowered by the state constitution or by legislative act to 
offer testimonial privilege to a social researcher. That privilege en
titles the recipient to legally resist any legal effort to appropriate 
his records on identifiable individuals. The threat of appropriation 
may stem from a prosecutor's idea that he may use even an unwilling re
searcher as a criminal investigator . It may stem from arbitrary exer
cise of subpoena power by legislatures or the courts . In order to le
gallyassure that data will not be so appropriated, and consequently to 
increase the likelihood that individuals will cooperate in the research, 
a governor may then provide testimonial privilege on an ad hoc basis . 
To take a specific example, the governor of Vermont gave such privilege 
to researchers and respondents who participated in roads ide surveys of 
drivers . The survey objectives were to estimate the proportion of 
drinking drivers Cbloodtests were given to drivers) and the privilege 
was essential in getting high cooperation rate. Drivers who were le
gally intoxicated were driven home by a policeman . No record of any 
identified individual's condition was ledged with any law enforcement 
agency or other government archive, though drivers would normally be 
prosecuted under the law . 
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This sort of privilege can be applied in special cases where po
tential benefits of the survey are high and the relevant government 
executive is weIl enough informed to recognize the fact o However, we 
cannot always rely on expected benefits of research, for although some 
research may be important , it may also be risky with respect to its 
payoff . Nor can we always rely on the good offices of the public of
ficial , for the award i ng of such privilege is discretionary and politi
cal factors may argue against it . In any event , discretionary pr i vilege 
may be as susceptible to abuse from th.e naive researcher, just as it has 
been abused occasionally by some government executives . 

Jud i c i al discret i on is another po t ent i al source of support for 
social scientists who , having collected identifiable data and having 
established a need for its maintenance , wish to secure it against non
research uses . In some cases, it has been possible for the scientist 
to legal ly resist a court- issued subpoena on grounds that the disclosure 
of identified records to the court would badly disable a major research 
effort . Evidence that breaches of confidentiality can be harmful to 
research efforts is readily available and can be used effectively to 
show cause why the records should not be used except in anonymous form . 
In fact , a similar line of argument has been used in a case involving 
the Negative Income Tax Experiments in New Jersey : The suspicion of 
fraud among people who happened to participate in the research led to 
a grand jury investigation and subpoena of research records on identi
fied individuals . 

Judicial discretion, like executive discretion, is by definition 
a bit arbitrary at best, and wildly unpredictable at worst . So its use
fulness in protecting the confidentiality of data is not especially pro
mising. 

Legislative action in the form of concrete law is both feasible 
and, from the point of view of uniformity , very desirable . In particu
lar, it is possible to build law to grant testimonial privilege to le-
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gitimate social scientists under weIl defined conditions and uniformly 
applied criteria. It is also possible to build inta such law sanctions 
against the fraudulent researcher or the corrupt social s,cientist or 
the public official who might attempt to appropriate research data for 
research purposes. 

The 1970 Drug Abuse Act and the 1970 Alcohol Abuse Acts, for 
example, each carrya statute which perrnits the Attorney General to 
accord privilege to social scientists who are funded by the government 
to conduct research on those topics. Under the Public Health Act, per
sons engaged in research on mental health, including the use of aleohol 
and other proactive drugs, can be accorded privilege by the Secretary 
of Health, Education, and Welfare to proteet the privacy of individuals 
who are sllbjects ()f such research. 

These are new laws, enaeted specifically to assure the confi
dentiaiity of social research records on identifiable individllals. They 
represent a del imitation of power on governmental access to social re
search records, and a del imitation of the conditions under which the 
researcher may act . They represent a spi rit of support for the social 
sciences as weIl as an appreciation for the negative impact which even 
legal appropriati()n of research records may exert on policy-relevant 
research. At least one such law has been tested by the courts, and it's 
intent has been reaffirmed in that arena as weIl. 
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4.6 INDIVIDUAL DISCLOSURES FROM FREQUENCY TABLES 
by 

Ove Frank 

Abstract 

By "individual disclosure from a frequency table" we mean the possibi
lit y of using the information in a table to deduce some information 
about an individual. Determination of the extent of disclosure can be 
extremely complicated if we take into account comparisons between sev
eral frequency tables which refer to some common variables and overlap
ping populations. An analysis of the disclosures is presented which is 
based on a specification of what (information about whom) is disclosed 
by whom. The disclosure relations that occur between the individuals 
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in a population can be illustrated by using a directed graph in which 
the nodes are individuals and the arcs indicate disclosures. The struc
ture of the disclosure graph is studied and various kinds of prior know
ledge are discussed . In particular, a coalition is introduced which 
consists of individuals who know individual data concerning each other . 
Possibilities and risks of disclosure are given for such coalitions . 

Key words 

Disclosure , invasion of privacy , individual integrity , graph, coal i tion . 

l. Introduction 

The compute rization of society and the creation of large dat a banks 
have made many people feel anxious about the potential risks of misuse 
of data and consequent invasion of privacy . In the production of offi
cial statistics it has become increasingly irnportant to study var i ous 
problems related to statistical confidentiality. Fellegi [4] dis
cussed various aspects of the problem of protecting the individual 
against invasion of privacy . Dalenius [3] gives an overview of the 
problems and discusses various approaches . 

In this paper we will consider the problem of chec~ing or esti
mating the extent to which it is possible to use the information in a 
frequency table in order to disclose individual items of data . The in
formation in a frequency table can alternatively be given as a list of 
anonymous individual items of data, i.e. a data record without identi
fying labels . It is difficult to determine which individual disclosures 
can be made since information from several different sources can be com
bined, e.g . from tables and records with some common variables and over
lapping populations. With the increasing flow of data in society it 
therefore becomes more and more difficult to guarantee that official 
statistics do not disclose individual information in any way . It would 
be desirable to find methods of estimating the degree of protection 
(measured in some specified and suitable way) which can be maintained 
against disclosures. 

Even if direct disclosure of sensitive information is never pos
sible from a single frequency table, a particular individual may con
sider too great the risk of disclosure or misinterpretation of some in
formation about him. The risk concept which is used here is subjective 
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and lacks a clear interpretation. Maybe the very fact that he cannot 
judge certainly whether or not disclosure is possible can in itself 
be considered as an invasion of privacy. 

Frank [5, 6] and Cassel [2] have defined the risk of disclosure 
by introducing random guessing in order to reconstruct the individual 
data from the table frequencies . Another way of defining the risk of 
disclosure will be introduced in this paper. It is based on a sto
chastic model of the available prior or supplementary information 
which can be used together with the table in order to make disclosures. 

Section 2 is an introductory discussion of the disclosure problem. 
Section 3 briefly discusses disclosure by guessing, and Section 4 dis
closure by using prior information. Section 5 takes up the particular 
kind of prior information given by a coalition of individuals who know 
the data about each other . The smallest coalition needed to make a 
disclosure can be looked upon as a measure of the level of protection 
against disclosures. Section 6 introduces a model of uncertain prior 
information, and defines the risk of disclosure as the probability that 
the prior information available is sufficient to make a disclosure. 
Randomly composed coalitions are considered in Section 7 . The risk of 
disclosure and the expected number of disclosures per person are de
termined according to various models of forming coalitions . 

2 . The disclosure problem 

In multidimensional tables it is generally cells of small frequencies 
which are considered to imply high potential risks of disclosure . We 
will ~nalyze the meaning of this assumption in some detail. 

Among the variables used to de fine the cells in a multidimensional 
table we will distinguish between those variables which are general ly 
accessible and those which are not. Such variables for which the indi
vi dual values are publicly accessible in official registers in Sweden 
are, for instance, age, sex, place of birth, income, occupation, etc. 
An arbitrary multidimensional frequency table can be represented by a 
two-dimensional table with r rows corresponding to the combinations of 
values of the general ly accessible variables and s columns correspond
ing to the combinations of values of the other variables . In this two
dimensional table it is known (or can be found out) which individuals 
belong to each row . If it is possible to lo.cate the column of an in
dividual, this is a disclosure . If the column classification is based 
on sensitive data, a disclosure might be an invasion of privacy. 

We will consider a finite population U of N individuals labeled 
by the integers 1, ... ,N . The various combinations of values of the gen
erally accessible variables will be labeled by the integers l, ... ,r, 
which are considered as the values of a row index x. The various combi
nations of values of the other variables will be labeled by the integers 
l, . .. ,s, which are considered as the values of a column index y . 

Individual u belongs to row Xu and column Yu ' The number of indi 
viduals u with Xu = i and Yu = j is denoted Nij. The table with r rows, 
s columns and cell frequencies Nij is denoted by ~ . The set of those in
dividuals which belong to cell (i,j) is denoted by 

U . . = { uEU : (x , y ) = (i, j)} , 
1J U U 



and the individuals who belong to row i and column j are denoted by 
Ui . and U. j respectively . The row populations Ui. are known, but the 
cell populations Uij are general ly unknown. 

The number of rows r is equal to the product of the numbers of 
levels of the general ly accessible variables . It follows that with 
an increasing number of such "background" variables the number of rows 
grows rapidly . In practice it may occur that man y row frequencies are 
equal to unity even for a relatively small number of background vari
ables . In this case the background variables can be used to identify 
the individuals and disclose their columns. Block and Olsson [l] 
have investigated a record of individual data items which the Swedish 
Central Bureau of Statistics has been required to unlabel, since some 
of the information is sensitive . They found that most of the individ
uals can be identified by use of the background variables, and conse
quently that unlabeling ~s not sufficient to proteet the individuals 
against disclosures . 

Direct disclosure in the table ~ is possible if and only if there 
~s a row ~n which only one cell has a positive frequency . In such a 
case anyone can disclose the columns for all the individuals in that 
row. 

When a direct disclosure is impossible but there is a row with 
only two positive cell frequencies both equal to unity, then each one 
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of the two persons in the row can disclose the column of the other , pro
vided that they know their own columns . 

When a direct disclosure is impossible but there is a row with 
only two positive cell frequencies only one of which is equal to uni ty, 
then that person can disclose the column of all the others in the row, 
provided that he knows his own column . 

Fr om these simple observations i t follows that the poss i ble dis 
closures ought to be specified by stating who can be disclosed by whom 
and what supplementary information is needed for this to be possible . 

In a row where none of the above reasoning is applicable, for in
stance a row with only two occupied cells each one of which contains two 
persons who know their own columns, there is no possibility of disclosing 
with certainty information about anyone in the row without further in
formation . This observation indicates the need of a concept of risk of 
disclosure . 

Af ter discussing briefly the risk of disclosure based on random ' 
guessing we will turn to a new approach based on stochastic models of 
prior information . 

3 . Simple random guessing 

Assume that direct disclosure is impossible in the table~. If a simple 
random procedure is used to guess the column of each person in the table, 
then the probability 

~ (~ N .. ! IN . ! ) 
i=l j=l ~J L 

is assigned to each possible distribution of the N persons in the cells, 
subject to the cell frequency restrictions. The risk of disclosure of 
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an arbitrary individual can be defined as the probability that the 
colurnn of that particular individual is guessed correctly. It follows 
that the risk of disc10sure of an arbitrary person in cell (i,j) is 
Nij/Ni. ' Consequently the risk of disclosure for the person in row i 
who is most easily disclosed is equal to max N .. /N. . Moreover, the 

. ~J L 

expected risk of disclosure of a randomly ~hosen individual in row i 
is Z (N . . /N. )2 . 

j lJ L 

Simultaneous disclosure of several persons can be considered, and 
for instance it is found that the probability that at least one person 
in cell (i,j) will be disclosed is equal to 

l -

the probability that all the persons in cell (i,j) will be disclosed 
is equal to 

and the probability that all the persons in row i will be disclosed is 
equal t o 

n N .. ! 
j ~J 

N. ~. 
L 

Frank [S , 6) and Cassel [2) have used guessing procedures and 
probability calculations of this kind, and have discussed various 
measures of protection against invasion of privacy in multidimensional 
tables . 

It is , of course , easy to object to the interpretation that a 
co r r ect guess is a disclosure . A disclosure in the strict sense does 
not exist when the person who is guessing does not know whether the 
guess is correct or not. It is partly for this reason that it may be 
interesting to consider the risk of disclosure in an alternative way, 
one which is not based on guessing but on the supplementary information 
required to make a disclosure in the table ~. 

4 . Disclosure by using prior information 

Let ~ be an N'N matrix where the element a uv equals l or O according to 
whether person u has sufficient prior information to be able to find the 
y-value for person v without recourse to the table ~. 

For a fixed prior information matrix a a disclosure matrix o is 
defined by giving the element 0uv the value-l or O according to whether 
person u can disclose the colurnn of person v by combining his prior in
formation with the table N. Prior information in itself will not be 
considered as a disclosur;, i.e . 0uv = O if a uv = l. 

The posterior information, i.e . the prior information extended by 
the disclosures, is given by a matrix ~ a + O. 



The prior information, the disclosures and the posterior informa
tion can be represented by directed graphs. The nodes are the individ
uals and an are from node u to node vmeans that person u has prior 
knowledge, can disclose , or has posterior knowledge about the y-value 
for person v. The matrices g, Q and ~ are the adjacency matrices of 
the prior information graph, the disclosure graph and the posterior ~n
formation graph . 

The matrix Q gives a complete description of the disclosures 
based on g and N. Some summary statistics which may be of interest are 

o 
uv 

l N 
and N L max 

v;l u 
o 
uv 

which are the proportions of disclosing and disclosed persons respec
tively (the proportions of persons in the population who can disclose 
or can be disclosed by at least one person), 

o .v 

which is the mean number of disclosures (diselosed or disclosing per
sons) per person, 

max max o uv 
u v 

which is an indicator of at least one disclosure, and 

d(m,n) 1(0 
u . m, o.u n) 

which is the number of persons who can disclose m and can be disclosed 
by n persons . 

Let us first consider the general case of an arbitrary prior in
formation matrix g. When person u uses his prior information he can 
reduce the table N to a residual table N(u) with frequencies 

N .. (u) 
~J 

L, 
Nij - vED .. C.uv 

~J 

The frequency Nii(u) is the number of persons in cell (i , j) for whom 
person u does not know the y-value. lt is possible to write 

~(u) ; N - ~ ~(u) y' 

where the rxN matrix X and the sxN matrix Y have the elements 

X. 
~u 

Y. 
JU 

{al if 

otherwise 

and the N'N matrix c.(u) is a diagonal matrix with elements c.ul""'C.uN ' 
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Now, person u can obviously disclose those and only those persons 
who belong to the rows with only one occupied cell in the residual table 
H(u). If no row in H(u) has only one occupied cell, then person u can
not disclose anyone. 

In the simple case of no prior information, ~.e. 
trivial result is that 

å 
uv {: otherwise, 

if uEU and vEU' 

all Ci uv 

where U' is the set of persons belonging to some cell (i,j) with 
for i=l, . .. ,r and j=l , ... ,s . The disclosure graph thus consists 
complete subgraph with node set U', and all the other nodes have 
each node in U' . 

O, the 

arcs to 

Another simple case is when each person only has prior knowledge 
of his own y-value, i . e . Ciuv is l or O according to whether u = v or 
u * v. Let. us denote by U '{i the s~t which is . equal to Uij or the empty 
set accord~ng to whether there ex~ s ts a k * J such that Nij + Nik = Ni . 
and min(Nij,Nik) = l . Let ~ij be the number of persons in Uij ' Then 
it follows that 

Ii 
uv 

{

l if * v, 

l if ~ * v , 

O otherwise . 

uEU and vEU' 

uEU:' . andvEU. for some (i,j) where N'.'. 
~J L 1J 

l 

This result implies a more explicit summary description, which is 
given in the following theorem. We need the fol l owing terminol ogy and 
notations . Rows with only one occupied cell are called primary rows . 
Rows with only two occupied cells , at least one of which has unit fre 
quency, are called secondary rows . The numbers of persons in the pri
mary and secondary rows are N' and N" respectively. The number of cells 
of unit frequency in the secondary rows is r" . r"(n) of these cells be
long to the rows in which the occupied cells have the frequency l and 
n for n=1,2 •. . 

Theorem 4.1 . If each person has prior knowledge on ly of his own y
value, then the number of persons who can disclose m and be disclosed 
by n persons is given by 

N' if m = N' -l and n = N- l 

N-N' - N" if m N' and n O 

d(m,n) 
N°-r" if m N' and n l 

r" (1) if m N'+l and n l 

r"(n) if m N'+n and n 2,3, .. . 

O otherwise. 

In particular, N' persons can be disclosed by everyone, N"-r"+r"(l) 
persons can be disclosed by only one person, and N-N ' -N"+r"-r"(l) persons 
cannot be disclosed by anyone. 



Proof. If U' and U" are the sets of persons in the pri.1ary and second
ary rows respectively, it follows by a systematic examination of f that 

(N'-l,N-l) if uEU' 

(N' , O) if uEU-U'-U" 

(o , O .) (N' , l) if uEU'.' . and N'.', > l u. q q 

(N'+l,l) if uEU'.'. , N'.' . l and N. 2 
~J ~J L 

(N'+N . -1,0) if uEU'.' . , N'.'. = l and N. > 2. 
~ . ~J ~J ~. 

The result then easily follows . 
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In this case the disclosure graph can be described in the following 
way. There is a complete subgraph with N' nodes, each one of which also 
has arcs from every other node. There are r"(1)/2 subgraphs with two 
nodes and mutual arcs. There are r"(n) bipartite subgraphs with a single 
node having arcs to n nodes for n = 2,3, .. .. 

5. Coalitions 

A subset OCU is called a coalition if each person in C knows the y
values of all the members of C. A coalition CCUi . is called a coali
tion within row i . A coalition with m members is called an m-coalition. 
We will consider prior information given by a coalition C, i . e. 

ex uv 
if uEC and vEC 

otherwise. 

lic' will also consider prior information given by coalitions 
Cl" ",Cr within the rows, i . e . 

jl if uEC . and vEC . for some i=l, ... ,r 
~ ~ ex -

uv O otherwise . 

Theorem 5.1. 
person has m 

The smallest coalition which can disclose at least one 
min (N. - maxN .. ) members. 

i L j q 

Proof. If there is a row with only one occupied cell, then 

mineN. 
i L 

- maxN . . ) = O 
j ~J 

and direct disclosure is possible without any coalition. Otherwise 
the re is a row i \vith N. > maxN . . "> O, and the maxN . . persons who 

~ . ~J j ~J 

belong to a cell of maximal frequency can all be disclosed by the other 
N; - maxN .. persons in the row, provided that these persons constitute 
~. j ~J 

a coalition. No smaller coalition within the row can disclose anyone . 
Hence it follows that the smallest of these row coalitions is the 
smallest coalition which can disclose at least one person. 
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Theorem 5.2. The smallest coalition which can disclose all persons 
outside the coalition has m = l:(N. - maxN .. ) members. 

i 1. j lJ 

Proof. A coalition which can disclose all its non-members must contain 
at least N. - maxN .. members in row i for each i=l, .. . ,r. Hence the 

1. j lJ 
result follows. 

Theorem 5.3 . Let m be a fixed number less than Ni.' Each m-coalition 
within row i can disclose Ni . - m persons if m ;, Ni. - m~n+Nij' No m-coa-

lition within row i can make a disclosure if m < Ni.- ~~XNij' There is 
J 

an m-coali tion wi thin row i which can disclose N i. - m persons if 
m ~ Ni . - m~xNij' Here m~n+Nij denotes the smallest positive cell fre-

J . J 
quency in row 1. 

The proof is similar to those given ab ove and is therefore omitted. 

6. Risk of disclosure in sto'chastic prior information models 

If the prior information is built up from many different sources and 
is difficult to manage or get access to, it may seem appropriate to use 
a stochastic model as a first approximation. If such a view is accepted 
and the prior information is given by a stochastic matrix~, then the 
disclosure matrix ~ also becomes stochastic. It may be of interest to 
study the risk 

p = E max max n 
u v uv 

of at least one disclosure, and the expected mean number of disclosures 
per person, i.e. 

)1 = le H En 
N uv uv 

Consider the residual table ~(u) and define the event 

A .. (u) = (N .. (u»O) 
lJ lJ 

that cell (i,j) contains some person whose y-value is not previously 
known to person u. Let 

B . . (u) 
1-J 

(N . (u) = N . . (u»O) 
1. lJ 

be the even t that cell (i,j) is the only cell in row i where there is 
some person whose y-value is not previously known to person u. Now 

B .. (u) = A .. (u) n A.k(u), 
1-J lJ k*j 1 

and for fixed u and i the events B . . (u) are mutually exclusive for dif-
ferent j. We have that lJ 
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p = p(U V U B .. (u)) 
u J. j 1.J . 

Moreover 

Eå = p(o: 
uv uv = O and B .. (u)) = p(o: = O and n A.k(u)) 

1.J uv k*j J. 

for vEUij' These formulae can be used to find the disclosure risk p 
and the expected disclosure mean~. We will illustrate this by a simple 
Bernoulli model for ~. 

Theorem 6.1. Let O:uv be independent Bernoulli variables with EO:uv=Pij(u) 
for vEUij . Assume that no direct disclosure can be made in~. Then tne 
risk of at least one disclosure is 

P l - n ~[l - ~(l-P' . (u)Nij ) L P'k(U)Nik], 
u J. J 1.J k'*j J. 

and the expected number of disclosures per person is 

~ 
~ ~ Nik 

L. L L N .. [l-p .. (u)) n p. k (u) 
N u i j 1.J 1.J k*j J. 

In particular Eo:uv = p for all u and v implies that 

N. -N.. N 

P = l - 7[1-P 1.·I(p 1.J - l)] 

and 
N. - N .. 

~=(l-p)LLN . . Pl.. 1.J 
i j 1.J 

Proof. From the Bernoulli assumption it follows that Nij(u) is binomi
ally distributed with the parameters Nij and l-Pij(u). Moreover, Nij(u) 
are independent for different u and different (i,J) . Consequently 

Eå 
uv 

Nik 
= [l-p . . (u)) n P ' k(u) 

1.J k*j J. 

for vEUij' and the formula for ~ easily follows . The formula for P 
follows from the expansion 

p = p (U U U B .. (u)) = l - n n[l - L P(B .. (u))) 
u i j 1.J U i 1.J 

and 

P(B .. (u)) 
1.J 

N.. N . 
[l-p .. (u) 1. J ) n P ' k(u) 1.k 

1.J k*j J. 
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7. Risk of disclosure with random coalitions 

We will now let the prior information be given by one or more coali
tions formed according to various stochastic models. In all the cases 
we will assume that no direct disclosure is possible in N. The dis
closure risk p and the expected mean disclosure ~ will be given. 

Theorem 7. 1. Assume that an m-coalition is formed by simple random 
sampling without replacement from U. The risk of at least one dis
closure is 

where the sum is over all ml, ... ,mr satisfying ~mi 
mean number of disclosures per person is 1 

m. The expected 

~ = l: l: N.. 1. 1J m (N-I-N. +N .. ) 

N(:) i j 1J\ N-I-m . 

Proof . Let C be the coalition and let mij be the number of coalition 
members in Uij . Put nij = Nij - mij' We have 

{

n . . 
1J 

N .. (u) = 
1J N . . 

1J 

if uEC 

otherwise . 

As in the previous section we define the events 

A .. 
1J 

(n .. > O) and B .. 
1J 1J 

(n. 
1. 

n .. > O) 
1J 

and obtain 

p P(~ U B .. ) 
1 1J 

l - l: ... 1: 
m 

r 

T7(Ni . ) 
1 ID. w-1 pen ~Iml, ... ,m ) 

i j 1) r 
ID 

where the probability is conditioned by the numbers of coalition members 
in the rows . Now 

pen ~Iml, ... ,m ) 
i j 1J r 

11 p(~lm.) 
i j 1J 1 

where 

P(B .. Im.) 
1J 1 

( N~j \}(l'J j .), 
N. m) m· 

1. 1: 1 

11[1-l: P(B .. Im . ) l 
i j 1J 1 



and the formula for P follows. Furthermore for vEV .. and u * v 
lJ 

E O 
uv 

P(uEC, v~C and B . . ) 
lJ l(N-NI~Nl~.+Nij\)/(: ;\)\ if uEV. -V .. 

\ m \ " 1. lJ 

(
N-Z-N. +N··\ /'1'\ 

l . lJ Ij I IJ otherwise. 
N-I-m ) \rn I 

It follows that 

E O .v 
[ ( N-I-N. +N .. ) 

1. lJ 
(N. -N .. ) N l 

1. lJ - -m 

for vEV .. , which yields the formula for ~. 
lJ 
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Theorem 7 . Z. Assume that an mi-coalition is formed by simple random 
sampling without replacement from Vi . for each i=l, ... ,r. The risk of 
at least one disclosure is 

and the expected mean number of disclosures per person is 

l m. 

~ (N~) ~ N l l . J 
m· 

l 

Proof. With the previous notation we have 

p = l - n[l - L P(B .. )] 
i j lJ 

where 

( N .. \f(N. ) 
P(Bij ) = N. ~Jm.) m~' . 

1. . 1. 1. 

Let C. be the coalition within row i. We have for vEV .. and uEV. that 
l lJ l. 



l8fi 

E å uv P(uEC., v~C . and 
~ ~ 

It follows that 

if uEU . - U .. 
1. ~J 

otherwise . 

E å . v [ (
N. · -1 ) 

(N . -N .. ) N ~J l 
1. ~J . - -m· 

1. ~ 

+ N -l ~J L (N .. -2 ))/(N.) 
(ij )'Ni .- l-mi mi 

for vEU .. , which yields the formula for ~. 
~J 

Theorem 7.3 . Assume that a coalition is formed by applying independent 
~ernoulli samp~ing with selecti~n probability Pij in. cell (i,j~ for 
~=l, ... ,r and J=l , ... ,s. The r~sk of at least one d~sclosure ~s 

and the expected mean number of disclosures per person is 

= ~ ~ Nik 
~ L. L: N .. [(N .. - l)p .. + N. - N .. + Em - L: N·kP ·k](l-p .. ) n P;k 

N i j ~J ~J ~J 1. ~J k ~ ~ ~J k* j ~ 

where Em = L: L: N .. p .. is the expected coalition size . In particular , 
i j ~J ~J 

p .. = p implies that 
~J 

N. -N .. 
P l - n[l-p ~. L:(p ~J - l)] 

and 

i j 

(l ) N. -N . . 
--'=L L: L: N .. [N . -N . . +p (N-I- N. +N .. ) l p 1. ~J 

N i j ~J ~. 1J ~ . 1J 

Note . 00 is to be interpreted as l . In Theorem 6.1 the a uv were ~n
dependent Bernoulli variables, but here the a uv auuavv are not in
dependent. 



Proof. We have 

P(B .. ) P(A .. ) n P(A;k) 
~J ~J Hj • 

where 

and the formula for P follows in a manne r similar to that in the proof 
of Theorem 7 . 2 . Furthermore we have for vEU .. and u * v that 

~J 

f- .. if uEU . - U . . 
~J L q 

E o p . . f- •. if uEU . . 
uv ~J ~J ~J 

Pkl\j if uEUkl 

where 

Nik 
f- . . = (l - p . . ) n P;k 
~J ~J Hj • 

Consequently 

and k*i 

E o = f- .. [N . - N . . +(N .. - l)p .. + L: L: Nkl Pkl1 
. v ~J ~ . q ~J ~J k*i l 

for vEU . . , and the formula for ~ follows . 
q 
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4. 7 PROBABILITY BASED DISCLOSURES 

l. Introduction 

by 

Claes-Magnus Cassel 

What is a disclosure? The statement "Per Svensson's driver's licenee 
was withdrawn" might be a disclosure . It is a disclosure if two con
ditions are fulfilled : 

i) The statement is true . 

ii) The individual Per Svensson would not approve if the statement 
were published . 
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In a disclosure a value of a sensitive variable is typically asso
ciated with an identified individual. In the example above the pair 
(Per Svensson , licenee withdrawn) could thus be a disclosure. (There 
are other ways to define disclosures . ) A disclosure with probability P 
occurs if the statement (Per Svensson, licenee withdrawn) is true with 
probability P. What does "true with probability p" mean? 

To get a probability P we need a probability model . The model 
should reflect the circumstances of the situation. If we were inter
ested in finding out whether or not our neighbor Per Svensson (P . S. ) 
had his licenee withdrawn (L.W. ) we would need a model for the quanti
fication of our belief in the statements 

i) (P • S.; L . W. ) 

ii) (P . S.; L. not H. ) 

If we have no information we could use model I below . 

Model I 

P(P . S.; L. W. ) = 1/2 

P(P . S.; L. not W.) = 1/2 

This can be motivated by observing that for the individual P . S. 
there are two possible values of the sensitive variable , (L . W. ) and 
~ . not W. ) . In the absence of any other information one could select 
one value at random, this gives model I . However, one may intuitively 
feel that this model is not satisfying . In general, people's licences 
are not withdrawn very of ten. Frequently one would have information 
of the kind used to set up model II belows. 

Model II 

Suppose the Table T is given 

L. W. L. not W. 

nI n-nI 
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This information could be used to refine model I . We know now 
that there are nI individuals out of n whose licences were withdrawn. 
Thus the set of n values contains nI (L.W.) values . If we were to 
make a guess under the given restrictions T, we could simply choose a 
value at random from the set of n values. This would give 

P(L . W. ) = nI/n 

P(L . not W.) = (n-nl)/n 

That is , we would have a chance of nI/n of getting a (L . W. ) - value. We 
are then able to form the table 

! State of nature , 

i (P . S. ; L. W. ) (P . S. ; L. not W. ) 

i I , 
I (P . S. ; L. W. ) (t rue) false i I , 

:Sta te- I 

'ment 
! , 

[ 

, 
(P . S. ; L.not W. ) false (t rue) I 

, 
I 

: I 

which indicates that : 

the statement (P . S.; L. W. ) is true with P = nI/n if the state of 
nature is (P . S.; L. W. ) 

the statement (P . S.; L. not W. ) is true with P 
state of nature is (P . S.; L. not W. ) 

(n-nI) /n if the 

Thus there could be a disclosure with probability nI/n that P.S . ' s 
li cence ac tually had been withdrawn . 

2 . Notation 

Consider a set of n identified individuals {ul" "' llu}' The value of 
the sensitive variable x for individual ui is x(ui) . Th~ set of in
dividuals then gives rise to the set {x(ui) ,". 'x(Uu)} of values . 
(Note that "identification" and " sensitiveness" are key words which are 
used in differ-ent senses in different papers . What is to be meant by 
identification and sensitiveness does not seem to be quite clear . The 
Swedish Cp.nt r al BUJ:eau of Statistics (SCB) has done some research on 
this . ) 

For the purpose of this paper we define 

Definition l : A disc10sure for ui occurs if (ui ' x(ui )) can be -formed . 

Set U = an individual se1ected at random, and X = a value se1ected at 
random . Then 



Definition 2. A disclosure with probability P occurs if (U = ui' 
X = x(ui» is true with probability P according to 
some probability model. 

The probability model we will use is model II described in the Introduc
tion. There are two types of disclosure associated with definition 2: 

i) if the individual is given and the value of the sens~t~ve variable 
is wanted. For example, let the individual be P.S. and let the 
problem be to find out if his licenee was withdrawn. 

ii) if the value is given and the individuals having this value are 
wanted. For example, one could want to know whose licences were 
withdrawn . 

We will only discuss case i) . 
cerning case ii).) 

(There is research going on in SGB con-

3 . The statistician's problem 

Like other official statistical authorities SGB produces mainly 

i) frequency tables, a typical one is shown below 

n 
k 
l: n J., 

j=l 

where x is a classification variable, here assumed to be sensitive, 
and n . are frequencies. 

J 

ii) quantity tables and measure tables are shown below 

where mj is a statistical measure based on the units contributing 
to ce 11 no. j. 

The problem is to decide whether the table T can be published or 
not. Gonnected to that decision is the calculation of the maximum risk 
of disclosure if T were published. If T is a frequency table one can 
use model II for that calculation. Thus, if "guessing under restric
tions" is arealistic model, than P is 

nl/n for individuals in cell no. l 

n2/n " " " 2 

n . In 
J 

" " " 

~/n " " " " " k 
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The maximum chance of guessing correctly occurs for individuals 
belonging to the class for which n. is as large as possible. Set 

J 

(n./n). 
J 

If the producer considers every individual equally important, 
he must base his decisions on PO' Then T is characterized by PO' 

If T is a quantity table then m' is the quantity accumulated 
by the individuals in cell no. j . (~assume that the possibility of 
disclosure is to be investigated with re gard to x and not to the quanti
ties. This can be discussed.) The probability model needs frequencies 
and since T provides us on ly with quantities we will have to estimate 
frequencies . This can be done in several ways depending on what other 
information is available. We will here use a basic assumption: that 

k 
all individuals contribute equally (m = ~ m./n) to the quantities . 

j =] J 

This gives an estimate of the frequencies as 

nI' ... , Il j , ... , nk ' 

where Uj = mj/m, and "guessing under restriction" can be used again. 
Of cour s e the quaiity of the estimates deoends strongly on what other 
information is available . If T is a measure table the same principles 
can be applied. One wouid, however, have to use more assumptions and 
other information to get estimates of the frequencies - how much, de
pends on what measure is tabulated . The basic problem : "can T be pub
lished?" still remains . The producer has to balance two t ypes of de
mands : 

i) from consumers who demand the publication of tables 

ii) from individuals (or other institutions) who demand protection 
against disclosure. 

These demands cause the producer's dilemma: How should the de
mand for publication be balanced against the risk of disclosure? How 
large can Po be allowed to be and T still be published? Intuitively 
one has a feeling that it should depend upon the sensitiveness of x, 
which in turn depends on the possible losses an individual could suffer 
if x were disclosed . This suggests an decision-theoretic approach to 
the problem . 

4. A hypothetical decision-theoretic example 

The producer's possible actions are 

l. publish T 
2. do not publish T. 

The possible state s of nature in T are 

l. disclosure occurs 
2. disclosure does not occur. 

Let us assume that the following loss table s are given: 



for individuals 

disclosure no disclosure 

publish a a 

do not a o 
publish 

for consumers 

disclosure no disclosure 

publish a 

do not 
publish b 

(The accuracy of the 
in same aspects they 
of disclosure is Pa ' 

for individuals 

o 

b 

loss tables can of course be discussed. However, 
seem to be realistic.) The maximum probability 

We thus find the expected loss to be 

{ aPa if T is published 

a if T ~s not published 

{ 

{ 

for consumers 

a if T is published 

b if T is not published 

If we accept the rule of choosing the action which has the smallest 
total expected loss (for individuals and consumers), we must calculate 
the total expected losses, which are: 

total expected loss 

aPa if T ~s published 

b if T is not published 

and thus we see that 

if Pa < b/a then T should be published 

if Pa > b/a then T should not be published 

The decisian to publish or not is thus guided by considerations 
regarding both the consumer and the individual, as weIl as the risk of 
disclosure. Finally, we observe that in the example above the con
sumer's loss (b) and the individual's loss (a) are regarded as equally 
important. This is not necessary - it would be ~ossible and desirable 
to use same kind of weighting. 
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